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Command Syntax Conventions
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P
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CSU/DSU

Communications

Server

The conventions used to present command syntax in this book are the same conventions
used in the Cisco I0S Command Reference. The Command Reference describes these

conventions as follows:

m  Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m  [ralic indicates arguments for which you supply actual values.
m  Vertical bars (|) separate alternative, mutually exclusive elements.
m  Square brackets ([ ]) indicate an optional element.

m  Braces ({}) indicate a required choice.

m  Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

With the rapid adoption of Voice over IP (VoIP), many telephony and data network tech-
nicians, engineers, and designers are now working to become proficient in VoIP.
Professional certifications, such as the CCNP Voice certification, offer validation of an
employee’s or a consultant’s competency in specific technical areas.

This book mirrors the level of detail found in the Cisco CVOICE Version 8.0 course,
which many CCNP Voice candidates select as their first course in the CCNP Voice track.
Version 8.0 represents a significant update over the previous version, Version 6.0, of the
CVOICE course. Specifically, Version 8.0 integrates much of the content previously
found in the Implementing Cisco IOS Unified Communications (IITUC) 1.0 and
Implementing Cisco QoS (QOS) 2.3 courses. This content includes coverage of Cisco
Unified Communications Manager Express (CUCME) and quality of service topics.

A fundamental understanding of traditional telephony, however, would certainly benefit a
CVOICE student or a reader of this book. If you think you lack a fundamental under-
standing of traditional telephony, a recommended companion for this book is the Cisco
Press book Voice over IP First-Step (ISBN: 978-1-58720-156-1), which is also written
by this book’s author. Voice over IP First-Step is written in a conversational tone and
teaches concepts surrounding traditional telephony and how those concepts translate into
a VoIP environment.

Additional Study Resources

This book contains a CD with 14 supplemental video lab demonstrations. The video lab
titles are as follows:

Lab 1: DHCP Server Configuration

Lab 2: CUCME Auto Registration Configuration

Lab 3: ISDN PRI Configuration for an E1 Circuit

Lab 4: Configuring a PSTN Dial Plan

Lab 5: Configuring DID with Basic Digit Manipulation

Lab 6: H.323 Gateway and VoIP Dial Peer Configuration
Lab 7: Dial Peer Codec Selection

Lab 8: Voice Translation Rules and Voice Translation Profiles
Lab 9: MGCP Gateway Configuration

Lab 10: Configuring PSTN Failover

Lab 11: Class of Restriction (COR) Configuration

Lab 12: Configuring a Gatekeeper

Lab 13: Configuring a Gateway to Register with a Gatekeeper
Lab 14: Configuring AutoQoS VoIP
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In addition to the 14 video labs, this book periodically identifies bonus videos (a total of
8 bonus videos), which can be viewed on the author’s web site (IExamAMonth.com).
These bonus videos review basic telephony theory (not addressed in the course). This
telephony review discusses analog and digital port theory and configuration. Other fun-
damental concepts (that is, dial-peer configuration and digit manipulation) are also
addressed. Finally, these bonus videos cover three of the most challenging QoS concepts
encountered by students.

With the combination of the 14 video labs on the accompanying CD and the 8 bonus
online videos, you have 22 videos to help clarify and expand on the concepts presented
in the book.

Goals and Methods

The primary objective of this book is to help the reader pass the 642-437 CVOICE exam,
which is a required exam for the CCNP Voice certification.

One key methodology used in this book is to help you discover the exam topics that you
need to review in more depth, to help you fully understand and remember those details,
and to help you prove to yourself that you have retained your knowledge of those topics.
This book does not try to help you pass by memorization, but helps you truly learn and
understand the topics by using the following methods:

m  Helping you discover which test topics you have not mastered

m  Providing explanations and information to fill in your knowledge gaps, including
detailed illustrations and topologies as well as sample configurations

m  Providing exam practice questions to confirm your understanding of core concepts

Who Should Read This Book?

This book is primarily targeted toward candidates of the CVOICE exam. However,
because CVOICE is one of the Cisco foundational VoIP courses, this book also serves as
a VoIP primer to noncertification readers.

Many Cisco resellers actively encourage their employees to attain Cisco certifications,
and seek new employees who already possess Cisco certifications, to obtain deeper
discounts when purchasing Cisco products. Additionally, having attained a certification
communicates to your employer or customer that you are serious about your craft and
have not simply “hung out a shingle” declaring yourself knowledgeable about VoIP.
Rather, you have proven your competency through a rigorous series of exams.

How This Book Is Organized

Although the chapters in this book could be read sequentially, the organization allows
you to focus your reading on specific topics of interest. For example, if you already
possess a strong VoIP background but want to learn more about Cisco Unified
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Communications Manager Express, you can jump right to Chapter 3. Alternately, if you
are interested in quality of service (QoS), and not necessarily for VoIP purposes, you can
read about basic QoS theory in Chapter 7 and see how to configure various QoS mecha-
nisms in Chapter 8. Specifically, the chapters in this book cover the following topics:

m  Chapter 1, “Introducing Voice Gateways™: This chapter describes the characteristics and
historical evolution of unified communications networks, the three operational modes of
gateways, their functions, and the related call leg types. Also, this chapter explains how
gateways route calls and which configuration elements relate to incoming and outgoing
call legs. Additionally, Chapter 1 describes how to connect a gateway to traditional voice
circuits using analog and digital interfaces. Finally, DSPs and codecs are addressed.

m  Chapter 2, “Configuring Basic Voice over IP”: This chapter describes how VoIP sig-
naling and media transmission differs from traditional voice circuits, and explains
how voice is sent over IP networks, including analog-to-digital conversion, encoding,
and packetization. Characteristics of the gateway protocols H.323, SIP, and MGCP
are presented, along with special considerations for transmitting DTMF, fax, and
modem tones. Finally, this chapter introduces the concept of dial peers.

m  Chapter 3, “Supporting Cisco IP Phones with Cisco Unified Communications
Manager Express”: This chapter focuses on Cisco Unified Communications
Manager Express (CUCME). After a discussion of CUCME theory and components,
this chapter covers CUCME configuration.

m  Chapter 4, “Introducing Dial Plans”: This chapter describes the characteristics and
requirements of a numbering plan. Also, the components of a dial plan, and their
functions, are explained.

m  Chapter 5, “Implementing Dial Plans”: This chapter describes how to configure a
gateway for digit manipulation, how to configure a gateway to perform path selec-
tion, and how to configure calling privileges on a voice gateway.

m  Chapter 6, “Using Gatekeepers and Cisco Unified Border Elements”: This chapter
describes Cisco gatekeeper functionality, along with configuration instructions.
Additionally, this chapter addresses how a gatekeeper can be used to perform call
admission control (CAC). Also covered in Chapter 6 is Cisco Unified Border Element
(UBE) theory and configuration.

m  Chapter 7, “Introducing Quality of Service”: This chapter explains the functions,
goals, and implementation models of QoS, and what specific issues and requirements
exist in a converged Cisco Unified Communications network. Also addressed in this
chapter are the characteristics and QoS mechanisms of the DiffServ QoS model, as
contrasted with other QoS models.

m  Chapter 8, “Configuring QoS Mechanisms”: This chapter explains the operation
and configuration of various QoS mechanisms, including classification, marking,
queuing, congestion avoidance, policing, shaping, Link Fragmentation and
Interleaving (LFI), and header compression. Additionally, all variants of Cisco
AutoQoS are described, along with configuration guidance.

Appendix A, “Answers Appendix,” lists the answers to the end-of-chapter review questions.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 1

Introducing Voice Gateways

After reading this chapter, you should be able to perform the following tasks:

m  Describe the characteristics and historical evolution of unified communications net-
works, the three operational modes of gateways, their functions, and the related call

leg types.

m  Explain how gateways route calls and which configuration elements relate to incom-
ing and outgoing call legs.

m  Describe how to connect a gateway to traditional voice circuits using analog and
digital interfaces.

m  Define DSPs and codecs, and explain different codec complexities and their usage.

Cisco Unified Communications gateways play an important role in the Cisco Unified
Communications environment. Their primary function is to convert voice formats, signals,
and transmission methods as voice information travels over various network types. This
chapter describes the various types of voice gateways and how to deploy them in different
Cisco Unified Communications environments. Furthermore, it explains the call-routing
process, the direct inward dialing (DID) feature, the various types of voice ports and
their characteristics, coder-decoders (codecs), digital signal processors (DSP), and their
implementation.

The Role of Gateways

This section describes the operational modes of a voice gateway and how the gateway
fits in the Cisco Unified Communications architecture. It explains the voice gateway
functions in each Cisco Unified Communications deployment model and the call legs
that are associated with each operational mode.
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Traditional Telephony Networks

The following components are common elements in such a telephony network, as shown
in Figure 1-1.

Edge
Devices

Interoffice Trunks

San Jose Tie co co Tie Boston
/ -« - Trunks Trunks i?\\\‘
i Switch ~ Y~ ~Switch -~~~ T "~ | "

¥ -1

Trunks
Local
Loops

Figure 1-1 Traditional Telephony Network

m  Telephones: Analog telephones are the most common type of phone in a traditional
telephony network. Analog phones directly connect to the public switched telephone
network (PSTN).

m  Central office (CO) switch: These switches terminate the local loop and manage sig-
naling, digit collection, call routing, call setup, and call teardown.

B Private branch exchange (PBX): A PBX is a privately owned switch that is located
on the customer premises. A PBX is a smaller, privately owned version of the CO
switches that telephone companies (telcos) use. Many businesses still have a PBX
telephone system. Large offices with more than 50 telephones or handsets still use a
PBX to connect users, both in-house and to the PSTN.

B Trunk: Trunks provide the path between two switches and can be of different types:

m  CO trunk: A CO trunk is a direct connection between a local CO and a PBX,
which can be analog or digital.

m Tie trunk: A tie trunk is a dedicated circuit that connects PBXs to each other.
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m Interoffice trunk: An interoffice trunk is typically a digital circuit that connects
the COs of two local telcos.

Traditional telephony differs in many aspects from modern unified communications. One
important difference is the closed nature of traditional telephony. Integration with mod-
ern software applications, databases, and a rapidly evolving computing environment is
difficult. Traditional telephony uses circuit-switching technology to establish a voice
channel end to end. This approach does not allow sharing of the network infrastructure
for emerging applications and services.

A traditional telephony environment addresses these areas:

m  Signaling: Signaling is the ability to generate and exchange the control information
that will be used to establish, monitor, and release connections between two end-
points. Voice signaling requires the ability to provide supervisory, address, and alert-
ing functionality between nodes. The PSTN network uses Signaling System 7 (SS7) to
transport control messages. SS7 uses out-of-band signaling, which, in this case, is the
exchange of call control information in a separate dedicated channel.

B  Database services: Database services include access to billing information, caller
name (CNAM) delivery, toll-free database services, and calling-card services. An
example is providing a call notification service that places outbound calls with prere-
corded messages at specific times to notify users of such events as school closures,
wakeup calls, or appointments.

B Bearer control: Bearer control defines the bearer channels that carry voice calls.
Proper supervision of these channels requires that the appropriate call connect and
call disconnect signaling is passed between end devices. Correct signaling ensures
that the channel is allocated to the current voice call and that the channel is properly
deallocated when either side terminates the call. Connect and disconnect messages
are carried by SS7 in the PSTN network.

As you will learn in your continued unified communications studies, unified communica-
tions solutions exist for signaling, database services, and bearer control.

Cisco Unified Communications Overview

The Cisco Unified Communications system fully integrates communications by enabling
data, voice, and video to be transmitted over a single network infrastructure using stan-
dards-based IP. The Cisco Unified Communications system incorporates and integrates
the following communications technologies:

m [P communications is the technology that transmits voice and video communications
over a network using IP standards. Cisco Unified Communications includes hardware
and software products, such as call-processing agents, IP phones (both wired and
wireless), voice-messaging systems, video devices, and many special applications.

m  Mobile applications enhance access to enterprise resources, increase productivity,
and increase the satisfaction of mobile users.
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m  Customer care enables efficient and effective customer communications across a
global network. This strategy allows organizations to draw from a broader range of
resources to service customers. They include access to a large pool of agents and

multiple channels of communication, as well as customer self-help tools.

m  Telepresence and conferencing enhance the virtual meeting environment with an inte-
grated set of IP-based tools for voice, video, and web conferencing.

B Messaging provides the functionality for sending and managing of voice and video
messages for users.

m  Enterprise social software includes applications that enable communications with the
enterprise that are not strictly limited to business-oriented activities.

Cisco Unified Communications Architecture

Leveraging the framework provided by Cisco IP hardware and software products, the
Cisco Unified Communications system has the capability to address current and emerg-

ing communications needs in the enterprise environment. The Cisco Unified

Communications family of products is designed to optimize feature functionality, reduce
configuration and maintenance requirements, and provide interoperability with a wide
variety of other applications.

The Cisco Unified Communications architecture, as illustrated in Figure 1-2, consists of

these logical layers:
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Figure 1-2 Cisco Unified Communications Architecture
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m Infrastructure: Infrastructure consists of Cisco network components. It provides
and maintains a high level of availability, quality of service (QoS), and security for
the network.

B  Services: Services are responsible for providing the core functionality of Cisco
Unified Communications, such as signaling and call routing.

m  Applications: Applications include a wide array of software that offers a collection
of features to the users.

m  Endpoints: Endpoints include end-user hardware and software products that consti-
tute attachment points to the Cisco Unified Communications system.

Cisco Unified Communications Business Benefits

The business advantages that influence the implementation of Cisco Unified
Communications have changed over time. Starting with simple media convergence, these
advantages have evolved to include call-switching intelligence and the total user experi-
ence. Consider the following business drivers for a unified communications solution:

m  Cost savings: Traditional time-division multiplexing (TDM), which is used in the
PSTN environment, dedicates 64 kbps of bandwidth per voice channel. This approach
results in unused bandwidth when there is no voice traffic. VoIP shares bandwidth
across multiple logical connections, which makes more efficient use of the band-
width and therefore reduces bandwidth requirements.

m  Flexibility: The sophisticated functionality of IP networks allows organizations to
be flexible in the types of applications and services that they provide to their cus-
tomers and users. Service providers can easily segment customers. This segmentation
helps them to provide different applications, custom services, and rates, depending
on the traffic volume needs and other customer-specific factors.

B Advanced features: Here are some examples of the advanced features provided by
Cisco Unified Communications:

m  Advanced call routing: When multiple paths exist to connect a call to its destina-
tion, some of these paths might be preferred over others based on cost, distance,
quality, partner handoffs, traffic load, or various other considerations. Least-cost
routing and time-of-day routing are two examples of advanced call routing that
can be implemented to determine the best possible route for each call.

m  Unified messaging: Unified messaging improves communications and produc-
tivity. It provides a single user interface for messages that have been delivered
over various media. For example, users can read their email, hear their voice
mail, and view fax messages by accessing a single inbox.

m Integrated information systems: Organizations use Cisco Unified
Communications to affect business process transformation. These processes
include centralized call control, geographically dispersed virtual contact cen-
ters, and access to resources and self-help tools.
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m  Long-distance toll bypass: Long-distance toll bypass is an attractive solution
for organizations that place a significant number of calls between sites that are
charged traditional long-distance fees. In this case, it might be more cost effec-
tive to use VoIP to place those calls across the IP network. If the IP WAN
becomes congested, calls can overflow into the PSTN, ensuring that there is no
degradation in voice quality.

m  Voice and video security: There are mechanisms in the IP network that ensure
secure IP conversations. Encryption of sensitive signaling header fields and mes-
sage bodies protects the packets in case of unauthorized packet interception.

m  Customer care: The ability to provide customer support through multiple
media, such as telephone, chat, and email, builds solid customer satisfaction and
loyalty. A pervasive IP network allows organizations to provide contact center
agents with consolidated and up-to-date customer records along with the related
customer communication. Access to this information allows quick problem solv-
ing, which, in turn, builds strong customer relationships.

m  Telepresence and conferencing services: These services save time and resources
by providing a media-rich communications platform for users in a distributed
enterprise environment.

Originally, return on investment (ROI) calculations centered on toll-bypass and converged
network savings. Although these savings are still relevant today, advances in voice tech-
nologies allow organizations and service providers to differentiate their product offerings
by providing advanced features such as those in the preceding list.

Cisco Unified Communications Gateways

Unified communications gateways are connection points between different communica-
tions networks. Depending on the deployment type, a gateway can perform one or sever-
al of these functions:

B Actasa voice switch that interconnects multiple traditional telephony circuits. The
circuits can be analog or digital. The gateway participates in signaling and might have
to convert the media channels. Gateways provide physical access for local analog and
digital voice devices such as telephones, fax machines, key sets, and PBXs.

B Act as a PSTN-to-VoIP gateway that provides translation between VoIP and non-
VoIP networks, such as the PSTN. In addition to the functionality of traditional
voice switches, the PSTN-to-IP gateways enable voice and video communications
between traditional PSTN infrastructure and converged IP networks.

m  Actasa Cisco Unified Border Element (often written as Cisco UBE or CUBE) that in-
terconnects two IP networks and allows communications between endpoints distrib-
uted among them. The Cisco UBEs might implement filtering, address translation, and
security-related functions.
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Gateway Operation

Cisco Unified Communications gateways use several control and call-signaling protocols.
Among these protocols are

m  H.323: H.323 is a standard that specifies the components, protocols, and procedures
that provide multimedia communication services and real-time audio, video, and data
communications over packet networks, including IP networks. H.323 is part of a fam-
ily of International Telecommunication Union Telecommunication Standardization
sector (ITU-T) recommendations called H.32x that provides multimedia communica-
tion services over a variety of networks. H.32x is an umbrella of standards that de-
fines all aspects of synchronized voice, video, and data transmission. It also defines
end-to-end call signaling.

B Media Gateway Control Protocol (MGCP): MGCP is a method for PSTN gateway
control or thin device control. Specified in RFC 2705, MGCP defines a protocol that
controls VoIP gateways that are connected to external call control devices, referred
to as call agents. MGCP provides the signaling capability for edge devices, such as
gateways, that might not have implemented a full voice-signaling protocol such as
H.323. For example, anytime an event, such as off-hook, occurs on a voice port of a
gateway, the voice port reports that event to the call agent. The call agent then sig-
nals the voice port to provide a service, such as dial-tone signaling.

m  Session Initiation Protocol (SIP): SIP is a detailed protocol that specifies the com-
mands and responses to set up and tear down calls. SIP also details features such as
security, proxy, and Transmission Control Protocol (TCP) or User Datagram Protocol
(UDP) services. SIP and its partner protocols, Session Announcement Protocol (SAP)
and Session Description Protocol (SDP), provide announcements and information
about multicast sessions to users on a network. SIP defines end-to-end call signaling
between devices. SIP is a text-based protocol that borrows many elements of HTTP,
using the same transaction request and response model and similar header and
response codes. It also adopts a modified form of the URL addressing scheme used
within email that is based on Simple Mail Transfer Protocol (SMTP).

m  Skinny Client Control Protocol (SCCP): SCCP is a Cisco proprietary protocol used
between Cisco Unified Communications Manager and Cisco IP Phones. The end sta-
tions (IP phones) that use SCCP are called Skinny clients, which consume less pro-
cessing overhead. The client communicates with the Cisco Unified Communications
Manager (often referred to as Call Manager, and abbreviated UCM) using connection-
oriented (TCP-based) communication, which is sometimes used to establish a call
with another H.323-compliant end station.

The following sections describe each of these protocols in greater detail.
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The H.323 Protocol Suite

H.323 is a suite of protocols defined by the ITU for multimedia conferences over LANS.
The H.323 protocol was designed by the ITU-T and was initially approved in February
1996. It was developed as a protocol that provides IP networks with traditional telephony
functionality. Today, H.323 is the most widely deployed standards-based voice and video-
conferencing standard for packet-switched networks.

The protocols specified by H.323 include the following:

m  H.225 Call Signaling: H.225 call signaling is used to establish a connection between
two H.323 endpoints. This is achieved by exchanging H.225 protocol messages on
the call-signaling channel. The call-signaling channel is opened between two H.323
endpoints or between an endpoint and an H.323 gatekeeper.

m  H.225 Registration, Admission, and Status: Registration, admission, and status
(RAS) is the protocol between endpoints (terminals and gateways) and gatekeepers.
RAS is used to perform registration, admission control, bandwidth changes, status,
and disengage procedures between endpoints and gatekeepers. A RAS channel is
used to exchange RAS messages. This signaling channel is opened between an end-
point and a gatekeeper prior to the establishment of any other channels.

m  H.245 Control Signaling: H.245 control signaling is used to exchange end-to-end
control messages governing the operation of an H.323 endpoint. These control mes-
sages carry information related to the following:

m  Capabilities exchange

m  Opening and closing of logical channels used to carry media streams
m  Flow-control messages

m  General commands and indications

®  Audio codecs: An audio codec encodes the audio signal from a microphone for
transmission by the transmitting H.323 terminal and decodes the received audio
code that is sent to the speaker on the receiving H.323 terminal. Because audio is the
minimum service provided by the H.323 standard, all H.323 terminals must have at
least one audio codec supported, as specified in the ITU-T G.711 recommendation
(coding audio at 64 kbps). Additional audio codec recommendations, such as G.722
(64, 56, and 48 kbps), G.723.1 (5.3 and 6.3 kbps), G.728 (16 kbps), and G.729 (8
kbps), might also be supported.

m  Video codecs: A video codec encodes video from a camera for transmission by the
transmitting H.323 terminal and decodes the received video code on a video display
of the receiving H.323 terminal. Because H.323 specifies support of video as op-
tional, the support of video codecs is optional as well. However, any H.323 terminal
providing video communications must support video encoding and decoding as spec-
ified in the ITU-T H.261 recommendation.
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In Cisco IP Communications environments, H.323 is widely used with gateways, gate-
keepers, and third-party H.323 clients, such as video terminals. Connections can be con-
figured between devices using static destination IP addresses.

Note Because H.323 is a peer-to-peer protocol, H.323 gateways are not registered with
Cisco Unified Communications Manager as an endpoint is. An IP address is configured in
the Cisco UCM to direct calls to the H.323 device.

MGCP

MGCP is a client/server call control protocol built on a centralized control architecture.
MGCP offers the advantage of centralized gateway administration and provides for large-
ly scalable IP telephony solutions. All dial plan information resides on a separate call
agent. The call agent, which controls the ports on the gateway, performs call control. An
MGCP gateway does media translation between the PSTN and VoIP networks for exter-
nal calls. In a Cisco-based network, Cisco Unified Communications Managers function as
call agents.

MGCP is a plain-text protocol used by call control devices to manage IP telephony gate-
ways. MGCP was defined under RFC 2705, which was updated by RFC 3660, and super-
seded by RFC 3435, which was updated by RFC 3661.

With MGCP, Cisco UCM knows of and controls individual voice ports on an MGCP
gateway. This approach allows complete control of a dial plan from Cisco UCM and gives
Communications Manager per-port control of connections to the PSTN, legacy PBX,
voice-mail systems, and plain old telephone service (POTS) phones. MGCP is implement-
ed with use of a series of plain-text commands sent via User Datagram Protocol (UDP)
port 2427 between the Cisco UCM and a gateway.

Note that for an MGCP interaction to take place with Cisco UCM, an MGCP gateway
must have Cisco UCM support. If you are a registered customer of the Software Advisor,
you can use this tool to make sure your platform and your Cisco IOS software or Cisco
Catalyst operating system version are compatible with Cisco UCM for MGCP. Also,
make sure your version of Cisco UCM supports the gateway.

A Primary Rate Interface (PRI) and Basic Rate Interface (BRI) backhaul is an internal
interface between the call agent (such as Cisco UCM) and Cisco gateways. It is a separate
channel for backhauling signaling information. A backhaul forwards PRI Layer 3 (Q.931)
signaling information via a TCP connection.

An MGCP gateway is relatively easy to configure. Because the call agent has all the call-
routing intelligence, you do not need to configure the gateway with all the dial peers it
would otherwise need. A downside is that a call agent must always be available. Cisco
MGCP gateways can use Survivable Remote Site Telephony (SRST) and MGCP fallback
to allow the H.323 protocol to take over and provide local call routing in the absence of a
Communications Manager (for example, during a WAN outage). In that case, you must
configure dial peers on the gateway for use by H.323.
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Session Initiation Protocol

SIP is a protocol developed by the Internet Engineering Task Force (IETF) Multiparty
Multimedia Session Control (MMUSIC) Working Group as an alternative to H.323. SIP
features are compliant with IETF RFC 2543, published in March 1999; RFC 3261, pub-
lished in June 2002; and RFC 3665, published in December 2003. Because SIP is a com-
mon standard based on the logic of the World Wide Web and is very simple to imple-
ment, it is widely used with gateways and proxy servers within service provider networks
for internal and end-customer signaling.

SIP is a peer-to-peer protocol where user agents (UA) initiate sessions, similar to H.323.
However, unlike H.323, SIP uses ASCII-text-based messages to communicate. Therefore,
you can implement and troubleshoot SIP very easily.

Because SIP is a peer-to-peer protocol, the Cisco UCM does not control SIP devices, and
SIP gateways do not register with Cisco UCM. As with H.323 gateways, only the IP
address is available on Cisco UCM to make communication between a Cisco UCM and a
SIP voice gateway possible.

Skinny Client Control Protocol

SCCP is a Cisco proprietary protocol that is used for the communication between Cisco
UCM and terminal endpoints. SCCP is a client/server protocol, meaning any event (such
as on-hook, off-hook, or buttons pressed) causes a message to be sent to a Cisco UCM.
Cisco UCM then sends specific instructions back to the device to tell it what to do about
the event. Therefore, each press on a phone button causes data traffic between Cisco
UCM and the terminal endpoint. SCCP is widely used with Cisco IP Phones. The major
advantage of SCCP within Cisco UCM networks is its proprietary nature, which allows
you to make quick changes to the protocol and add features and functionality.

SCCP is a simplified protocol used in VoIP networks. Cisco IP Phones that use SCCP can
coexist in an H.323 environment. When used with Cisco Communications Manager, an
SCCP client can interoperate with H.323-compliant terminals.

Comparing VolP Signaling Protocols

The primary goal for all four of the previously mentioned VoIP signaling protocols is the
same—to create a bidirectional Real-time Transport Protocol (RTP) stream between VoIP
endpoints involved in a conversation. However, VoIP signaling protocols use different
architectures and procedures to achieve this goal.

H.323

H.323 is considered a peer-to-peer protocol, although H.323 is not a single protocol.
Rather, it is a suite of protocols. The necessary gateway configuration is relatively com-
plex, because you need to define the dial plan and route patterns directly on the gateway.
Examples of H.323-capable devices are the Cisco VG224 Analog Phone Gateway and the
Cisco 2600XM Series, Cisco 2800 Series, 2900 Series, and 3900 Series routers.
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The H.323 protocol is responsible for all the signaling between a Cisco UCM cluster and
an H.323 gateway. The ISDN protocols, Q921 and Q.931, are used only on the Integrated
Services Digital Network (ISDN) link to the PSTN, as illustrated in Figure 1-3.
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Figure 1-3 H.323 Signaling

MGCP

The MGCP protocol is based on a client/server architecture. That simplifies the configu-
ration because the dial plan and route patterns are defined directly on a Cisco UCM serv-
er within a cluster. Examples of MGCP-capable devices are the Cisco VG224 Analog
Phone Gateway and the Cisco 2600XM Series, 2800 Series, 2900 Series, and 3900 Series
routers. Non-IOS MGCP gateways include the Cisco Catalyst 6608-E1 and Catalyst
6608-T1 module.

MGCP is used to manage a gateway. All ISDN Layer 3 information is backhauled to a
Cisco UCM server. Only the ISDN Layer 2 information (Q.921) is terminated on the gate-
way, as depicted in Figure 1-4.
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Figure 1-4 MGCP Signaling

SIP

Like the H.323 protocol, SIP is a peer-to-peer protocol. The configuration necessary for
the gateway is relatively complex because the dial plan and route patterns need to be
defined directly on the gateway. Examples of SIP-capable devices are the Cisco 2800
Series, 2900 Series, and 3900 Series routers.

The SIP protocol is responsible for all the signaling between a Cisco UCM cluster and a
gateway. The ISDN protocols, Q921 and Q.931, are used only on an ISDN link to the
PSTN, as illustrated in Figure 1-5.
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Figure 1-5 SIP Signaling

SCCP

SCCP works in a client/server architecture, as shown in Figure 1-6, which simplifies the
configuration of SCCP devices such as Cisco IP Phones and Cisco ATA 180 Series and
VG200 Series FXS gateways.
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Figure 1-6 SCCP Signaling

SCCP is also used on Cisco VG224 and VG248 Analog Phone Gateways, in addition to
analog telephone adapters (ATA). ATAs enable communications between Cisco UCM and
a gateway. The gateway then uses standard analog signaling to an analog device connect-
ed to the ATA’s foreign exchange station (FXS) port. Recent versions of Cisco IOS voice
gateways—for example, the 2900 series—also support SCCP controlled Foreign
Exchange Station (FXS) ports.

Gateway Deployment Example

Gateways are deployed usually as edge devices on a network. Because gateways might
interface with both the PSTN and a company WAN, they must have appropriate hardware
and utilize an appropriate protocol for that network. Figure 1-7 represents a scenario
where three types of gateways are deployed for VoIP and PSTN interconnections.
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Figure 1-7 Gateway Deployment Example

The scenario shown in Figure 1-7 displays the unified communications network of a com-
pany that was recently formed as a result of a merger of three individual companies. In
the past, each company had its own strategy in terms of how it connected to the PSTN:

m  The San Jose location used a Cisco UCM environment with an MGCP-controlled uni-
fied communications gateway to connect to the PSTN.

m  The Chicago location used a Cisco UCM Express environment with an H.323-based
unified communications gateway to connect to the PSTN.

m  The Denver location used a Cisco SIP proxy server and SIP IP phones as well as a
SIP-based unified communications gateway to connect to the PSTN. Because the
Denver location is only a small office, it does not use the WAN for IP telephony traf-
fic to the other locations. Therefore, Denver’s local VoIP network is connected only
to the PSTN.

IP Telephony Deployment Models

Each IP telephony deployment model differs in the type of traffic that is carried over the
WAN, the location of the call-processing agent, and the size of the deployment. Cisco IP
telephony supports these deployment models:

m  Single site

m  Multisite with centralized call processing
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m  Multisite with distributed call processing

m  Clustering over the IP WAN

Single-Site Deployment

The single-site model for Cisco Unified Communications consists of a call-processing
agent cluster located at a single site, or campus, with no telephony services provided over
an [P WAN. Figure 1-8 illustrates a typical single-site deployment. All Cisco UCM
servers, applications, and DSP resources are located in the same physical location. You
can implement multiple clusters inside a LAN or a metropolitan-area network (MAN) and
connect them through intercluster trunks if you need to deploy more IP phones in a
single-site configuration.

=
=

Data Only

Figure 1-8 Single-Site Deployment

An enterprise typically deploys the single-site model over a LAN or MAN, which carries
the voice traffic within the site. Gateway trunks that connect directly to the PSTN handle
all external calls. If an IP WAN exists between sites, it is used to carry data traffic only;
no telephony services are provided over the WAN.

Design Characteristics of Single-Site Deployment

The single-site model has the following design characteristics:

m  Single Cisco UCM cluster.

®m  Maximum of 30,000 SCCP or SIP IP phones or SCCP video endpoints per cluster.

B Maximum of 2100 H.323 devices (gateways, multipoint control units [MCUs],
trunks, and clients) or MGCP gateways per UCM cluster.

m  PSTN for all calls outside the site.
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m  DSP resources for conferencing, transcoding, and media termination point (MTP)
services.

m  Voice-mail, unified messaging, Cisco Unified Presence, audio, and video components.
m  Capability to integrate with legacy PBX and voice-mail systems.

m  H.323 clients, MCUs, and H.323/H.320 gateways that require a gatekeeper to place
calls must register with a Cisco IOS Gatekeeper (Cisco IOS Release 12.3(8)T or
greater). UCM then uses an H.323 trunk to integrate with a gatekeeper and provide
call-routing and bandwidth-management services for H.323 devices registered to it.
Multiple Cisco I0S Gatekeepers might be used to provide redundancy.

m  MCU resources are required for multipoint video conferencing. Depending on con-
ferencing requirements, these resources might be either SCCP or H.323, or both.

m  H.323/H.320 video gateways are needed to communicate with H.320 videoconfer-
encing devices on a public ISDN network.

m  High-bandwidth audio (for example, G.711, G.722, or Cisco Wideband Audio)
between devices within the site.

m  High-bandwidth video (for example, 384 kbps or greater) between devices within the
site. The Cisco Unified Video Advantage Wideband Codec, operating at 7 Mbps, is
also supported.

Benefits of Single-Site Deployment

A single infrastructure for a converged network solution provides significant cost benefits
and enables Cisco Unified Communications to take advantage of many IP-based applica-
tions in an enterprise. Single-site deployment also allows each site to be completely self-
contained. There is no dependency for service in the event of an IP WAN failure or insuf-
ficient bandwidth, and there is no loss of call-processing service or functionality.

The main benefits of the single-site model are the following:

m Ease of deployment.
® A common infrastructure for a converged solution.
m  Simplified dial plan.

m  No transcoding resources are required because of the use of a single high-band-
width codec.

Design Guidelines for Single-Site Deployment

Single-site deployment is a subset of the distributed and centralized call-processing
model. Future scalability requires that you adhere to the recommended best practices
specific to the distributed and centralized call-processing model. When you develop a
stable, single site that is based on a common infrastructure philosophy, you can easily
expand the IP telephony system applications, such as video streaming and videoconfer-
encing, to remote sites.
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Follow these guidelines and best practices when implementing the single-site model:

m  Provide a highly available, fault-tolerant infrastructure based on a common infrastruc-
ture philosophy. A sound infrastructure is essential for easier migration to Cisco
Unified Communications, integration with applications such as video streaming and
video conferencing, and expansion of your Cisco Unified Communications deploy-
ment across the WAN or to multiple UCM clusters.

m  Know the calling patterns for your enterprise. Use the single-site model if most of
the calls from your enterprise are within the same site or to PSTN users outside your
enterprise.

m  Use G.711 codecs for all endpoints. This practice eliminates the consumption of DSP
resources for transcoding, and those resources can be allocated to other functions,
such as conferencing and MTPs.

m  Use SIP, SRST, and MGCP gateways for the PSTN. This practice simplifies dial plan
configuration. H.323 might be required to support specific functionality, such as sup-
port for SS7 or Nonfacility Associated Signaling (NFAS), which allows a single chan-
nel on one digital circuit to carry signaling information for multiple digital circuits.

m  Implement the recommended network infrastructure for high availability, connectiv-
ity options for phones (in-line power), QoS mechanisms, and security.

Multisite WAN with Centralized Call-Processing Deployment

The model for a multisite WAN deployment with centralized call processing consists of a
single call-processing agent cluster that provides services for multiple remote sites and
uses the IP WAN to transport Cisco Unified Communications traffic between sites. The
IP WAN also carries call control signaling between central and remote sites. Figure 1-9
illustrates a typical centralized call-processing deployment, with a UCM cluster as the
call-processing agent at the central site and an IP WAN with QoS enabled to connect all
the sites. The remote sites rely on the centralized UCM cluster to handle their call pro-
cessing. Applications such as voice-mail and interactive voice response (IVR) systems are
typically centralized as well to reduce the overall costs of administration and maintenance.

WAN connectivity options include the following:

B Leased lines

m  Frame Relay

. ATM

m  ATM and Frame Relay Service Inter-Working (SITW)

m  Multiprotocol Label Switching (MPLS) VPN

m  Voice- and Video-Enabled IP Security Protocol (IPsec) VPN (V3PN)

Routers that reside at WAN edges require QoS mechanisms, such as priority queuing and
traffic shaping, to protect voice traffic from data traffic across the WAN, where bandwidth
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is typically scarce. In addition, a call admission control scheme is needed to avoid over-
subscribing the WAN links with voice traffic and deteriorating the quality of established
calls. For centralized call-processing deployments, the locations construct within UCM
provides call admission control.

SIP/SCC

y.
SRST o~
Capable |
n

SRST
Capable

SIP/SCCP SIP/SCCP

Figure 1-9 Mulrisite WAN with Centralized Call
Processing

A variety of Cisco gateways can provide remote sites with PSTN access. When the IP
WAN is down, or if all the available bandwidth on the IP WAN has been consumed, users
at remote sites can dial a PSTN access code and place their calls through the PSTN. The
Cisco Unified SRST feature, available for both SCCP and SIP phones, provides call pro-
cessing at the branch offices for Cisco IP Phones if they lose their connection to the
remote primary, secondary, or tertiary UCM server or if the WAN connection is down.
Cisco Unified SRST functionality is available on Cisco IOS gateways running the SRST
feature or on Cisco Unified Communications Manager Express (Unified CME) Release
4.0 and later running in SRST mode. Unified CME running in SRST mode provides more
features for the phones than SRST on a Cisco IOS gateway.
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Design Characteristics of Multisite WAN with Centralized Call-Processing
Deployment

The multisite model with centralized call processing has the following design characteristics:

m  Single UCM cluster.
m  Maximum of 30,000 SCCP or SIP IP phones or SCCP video endpoints per cluster.
®m  Maximum of 1000 locations per UCM cluster.

B Maximum of 2100 H.323 devices (gateways, MCUs, trunks, and clients) or 1100
MGCP gateways per UCM cluster.

m  PSTN for all external calls.

m  DSP resources for conferencing, transcoding, and MTP.

m  Voice-mail, unified messaging, Cisco Unified Presence, audio, and video components.
m  Capability to integrate with legacy PBX and voice-mail systems.

m  H.323 clients, MCUs, and H.323/H.320 gateways that require a gatekeeper to place
calls must register with a Cisco I0S Gatekeeper (Cisco IOS Release 12.3(8)T or later).
UCM then uses an H.323 trunk to integrate with the gatekeeper and provide call-
routing and bandwidth-management services for the H.323 devices registered to it.
Multiple Cisco I0S Gatekeepers might be used to provide redundancy.

m  MCU resources are required for multipoint video conferencing. Depending on con-
ferencing requirements, these resources might be either SCCP or H.323, or both, and
might all be located at a central site or might be distributed to the remote sites if
local conferencing resources are required.

m  H.323/H.320 video gateways are needed to communicate with H.320 videoconfer-
encing devices on a public ISDN network. These gateways might all be located at the
central site or distributed to the remote sites if local ISDN access is required.

m  High-bandwidth audio (for example, G.711, G.722, or Cisco Wideband Audio)
between devices in the same site and low-bandwidth audio (for example, G.729 or
G.728) between devices in different sites.

m  High-bandwidth video (for example, 384 kbps or greater) between devices in the
same site and low-bandwidth video (for example, 128 kbps) between devices at dif-
ferent sites. The Cisco Unified Video Advantage Wideband Codec, operating at 7
Mbps, is recommended only for calls between devices at the same site.

B Minimum of 768 kbps or greater WAN link speeds. Video is not recommended on
WAN connections that operate at speeds lower than 768 kbps.

m  UCM locations provide call admission control, and automated alternate routing
(AAR) is also supported for video calls, which allows calls to flow over the PSTN if a
call across the WAN is rejected by the locations feature.
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B SRST versions 4.0 and later support video. However, versions of SRST prior to 4.0 do
not support video, and SCCP video endpoints located at remote sites become audio-
only devices if the WAN connection fails.

m  Cisco Unified CME versions 4.0 and later might be used for remote site survivability
instead of an SRST router. Unified CME also provides more features than the SRST
router during WAN outage.

m  Cisco Unified CME can be integrated with Cisco Unity Express (CUE) in the branch
office or remote site. The Cisco Unity server is registered to the UCM at the central
site in normal mode and can fall back to Unified CME in SRST mode when the central-
ized UCM server is not reachable, or during a WAN outage, to provide the users at the
branch offices with access to their voice mail with message waiting indicators (MWTI).

Design Guidelines for Multisite WAN with Centralized Call-Processing
Deployment

Follow these guidelines when implementing the multisite WAN model with centralized
call processing;:

B Minimize delay between Cisco UCM and remote locations to reduce voice cut-
through delays (also known as clipping). The ITU-T G.114 recommendation specifies
a 150 ms maximum one way.

B Use HSRP for network resiliency.

m  Use the locations mechanism in Cisco UCM to provide call admission control into
and out of remote branches.

B The number of IP phones and line appearances supported in SRST mode at each
remote site depends on the branch router platform, the amount of memory installed,
and the Cisco IOS release. SRST on a Cisco I0S gateway supports as many as
1500 phones, whereas Unified CME running in SRST mode supports 240 phones.
Generally speaking, however, the choice of whether to adopt a centralized call-
processing approach or distributed call-processing approach for a given site depends
on a number of factors, such as

m [P WAN bandwidth or delay limitations
m  Criticality of the voice network

m  Feature set needs

m  Scalability

m  Ease of management

m Cost

Note If a distributed call-processing model is deemed more suitable for a customer’s
business needs, the choices include installing a UCM cluster at each site or running Unified
CME at the remote sites.
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m At the remote sites, use the following features to ensure call-processing survivability
in the event of a WAN failure:

m  For SCCP phones, use SRST on a Cisco 10S gateway or Unified CME running
in SRST mode.

m  For SIP phones, use SIP SRST.

m  For devices attached to analog or digital voice ports, use MGCP Gateway
Fallback.

SRST or Unified CME in SRST mode, SIP SRST, and MGCP Gateway Fallback can reside
with each other on the same Cisco I0S gateway.

For specific sizing recommendations, refer to the Cisco Unified Communications System
SRND based on Cisco UCM 8.x at the following link:
https://www.cisco.com/en/US/docs/voice ip_comm/cucm/srnd/8x/uc8x.html.

Multisite WAN with Distributed Call-Processing Deployment

The model for a multisite WAN deployment with distributed call processing, as illustrated
in Figure 1-10, consists of multiple independent sites, each with its own call-processing
agent cluster connected to an IP WAN that carries voice traffic between the distributed
sites.

An IP WAN interconnects all the distributed call-processing sites. Typically, the PSTN
serves as a backup connection between the sites in case the IP WAN connection fails or
does not have any available bandwidth. A site connected only through the PSTN is a
standalone site and is not covered by the distributed call-processing model.

WAN connectivity options include the following:

m Leased lines

m  Frame Relay

m ATM

B ATM and Frame Relay SIW
m  MPLS VPN

m  [Psec V3PN

Multisite distributed call processing allows each site to be completely self-contained. In
the event of an IP WAN failure or insufficient bandwidth, a site does not lose call-pro-
cessing service or functionality. Cisco UCM simply sends all calls between the sites
across the PSTN.
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Figure 1-10 Mulrisite WAN with Distributed Call Processing

Design Characteristics of Multisite WAN with Distributed Call-Processing
Deployment

The multisite model with distributed call processing has the following design characteristics:
m  Maximum of 30,000 SCCP or SIP IP phones or SCCP video endpoints per cluster.

®  Maximum of 2100 MGCP gateways or H.323 devices (gateways, MCUs, trunks, and
clients) per UCM cluster.

m  PSTN for all external calls.

m  DSP resources for conferencing, transcoding, and MTP.

m  Voice-mail, unified messaging, and Cisco Unified Presence components.
m  Capability to integrate with legacy PBX and voice-mail systems.

m H.323 clients, MCUs, and H.323/H.320 gateways that require a gatekeeper to place
calls must register with a Cisco IOS Gatekeeper (Cisco IOS Release 12.3(8)T or later).
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UCM then uses an H.323 trunk to integrate with the gatekeeper and provide call-
routing and bandwidth-management services for the H.323 devices registered to it.
Multiple Cisco IOS Gatekeepers might be used to provide redundancy. Cisco IOS
Gatekeepers might also be used to provide call routing and bandwidth management
between the distributed UCM clusters. In most situations, Cisco recommends that
each UCM cluster have its own set of endpoint gatekeepers and that a separate set
of gatekeepers be used to manage intercluster calls. It is possible in some circum-
stances to use the same set of gatekeepers for both functions, depending on the size
of the network and complexity of the dial plan.

m  MCU resources are required in each cluster for multipoint video conferencing.
Depending on conferencing requirements, these resources might be either SCCP or
H.323, or both, and might all be located at the regional sites or distributed to the
remote sites of each cluster if local conferencing resources are required.

m  H.323/H.320 video gateways are needed to communicate with H.320 videoconfer-
encing devices on the public ISDN network. These gateways might all be located at
the regional sites or distributed to the remote sites of each cluster if local ISDN
access is required.

m  High-bandwidth audio (for example, G.711, G.722, or Cisco Wideband Audio)
between devices in the same site, but low-bandwidth audio (for example, G.729 or
G.728) between devices in different sites.

m  High-bandwidth video (for example, 384 kbps or greater) between devices in the
same site, but low-bandwidth video (for example, 128 kbps) between devices at dif-
ferent sites. The Cisco Unified Video Advantage Wideband Codec, operating at 7
Mbps, is recommended only for calls between devices at the same site. Note that the
Cisco VT Camera Wideband Video Codec is not supported over intercluster trunks.

B Minimum of 768 kbps or greater WAN link speeds. Video is not recommended on
WAN connections that operate at speeds lower than 768 kbps.

m  Call admission control is provided by UCM locations for calls between sites con-
trolled by the same UCM cluster and by the Cisco I0S Gatekeeper for calls between
UCM clusters (that is, intercluster trunks). Automated Alternate Routing (AAR) is
also supported for both intracluster and intercluster video calls.

Benefits of Multisite WAN with Distributed Call-Processing Deployment

The main benefits of the multisite WAN with distributed call-processing deployment
model are as follows:

m  Cost savings when you use the IP WAN for calls between sites

B  Use of the IP WAN to bypass toll charges by routing calls through remote site gate-
ways, closer to the PSTN number dialed (that is, tail-end hop-off [TEHO])

B Maximum utilization of available bandwidth by allowing voice traffic to share an IP
WAN with other types of traffic
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m  No loss of functionality during an IP WAN failure

m  Scalability to hundreds of sites

Design Guidelines for Multisite WAN with Distributed Call-Processing
Deployment

A multisite WAN deployment with distributed call processing has many of the same
requirements as a single-site or a multisite WAN deployment with centralized call pro-
cessing. Follow the best practices from these other models in addition to the ones listed
here for the distributed call-processing model.

Gatekeeper or SIP proxy servers are among the key elements in the multisite WAN model
with distributed call processing. They each provide dial plan resolution, with the gate-
keeper also providing call admission control. A gatekeeper is an H.323 device that pro-
vides call admission control and E.164 dial plan resolution.

Best Practices for Multisite WAN with Distributed Call-Processing
Deployment

The following best practices apply to the use of a gatekeeper:

B Usea Cisco IOS Gatekeeper to provide call admission control into and out of each site.

m  To provide high availability of the gatekeeper, use HSRP gatekeeper pairs, gatekeeper
clustering, and/or alternate gatekeeper support. In addition, use multiple gatekeepers
to provide redundancy within the network.

m  Size the platforms appropriately to ensure that performance and capacity require-
ments can be met.

m  Use only one type of codec on the WAN because the H.323 specification does not
allow for Layer 2, IP, UDP, or RTP header overhead in the bandwidth request.

Using one type of codec on the WAN simplifies capacity planning by eliminating the
need to over-provision the IP WAN to allow for a worst-case scenario.

Gatekeeper networks can scale to hundreds of sites, and the design is limited only by the
WAN topology.

SIP devices provide resolution of E.164 numbers as well as SIP uniform resource identi-
fiers (URI) to enable endpoints to place calls to each other. UCM supports the use of
E.164 numbers only.

The following best practices apply to the use of SIP proxies:

m  Provide adequate redundancy for the SIP proxies.

m  Ensure that SIP proxies have the capacity for the call rate and number of calls re-
quired in the network.
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Call-Processing Agents for the Distributed Call-Processing Model

Your choice of call-processing agent will vary, based on many factors. The main factors,
for the purpose of design, are the size of the site and the functionality required.

For a distributed call-processing deployment, each site has its own call-processing agent.
The design of each site varies with the call-processing agent, the functionality required,
and the fault tolerance required. For example, in a site with 500 phones, a UCM cluster
containing two servers can provide one-to-one redundancy, with the backup server being
used as a publisher and Trivial File Transfer Protocol (TFTP) server.

The requirement for IP-based applications also greatly affects the choice of call-processing
agent because only UCM provides the required support for many Cisco IP applications.

Table 1-1 lists recommended call-processing agents for distributed call processing.

Table 1-1 Recommended Call-Processing Agents

Call-Processing Agent Recommended Size Comments

Cisco Unified Up to 240 phones For small remote sites.
Communications Manager Capacity depends on Cisco
Express (Unified CME) I0S platform.

Cisco UCM 50 to 30,000 phones Small to large sites, depending

on the size of the UCM cluster.
Supports centralized or distrib-
uted call processing.

Legacy PBX with VoIP Depends on PBX Number of IP WAN calls and

gateway functionality depend on the
PBX-to-VoIP gateway protocol
and the gateway platform.

Clustering over the IP WAN Deployment

Cisco supports Cisco UCM clusters over a WAN, as illustrated in Figure 1-11. Clustering
over the WAN involves having the applications and UCM of the same cluster distributed
across the IP WAN.
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Figure 1-11 Clustering over the IP WAN

Clustering over the WAN can support two types of deployments:

m  Local failover deployment model: Local failover requires that you place UCM sub-
scriber and backup servers at the same site, with no WAN between them. This de-
ployment model is ideal for two to four sites with UCM.

m  Remote failover deployment model: Remote failover allows you to deploy the backup
servers over the WAN. Using this deployment model, you might have up to eight sites
with UCM subscribers being backed up by UCM subscribers at another site.

Note The remote failover deployment model might need higher bandwidth because a
large amount of intracluster traffic flows between the subscriber servers.

You can also use a combination of the two deployment models to satisfy specific site
requirements. For example, two main sites might each have primary and backup sub-
scribers, with another two sites containing only a primary server each and utilizing either
shared backups or dedicated backups at the two main sites.

Benefits of the Clustering over the IP WAN Deployment
Although stringent requirements exist, the clustering over the IP WAN deployment

design offers these advantages:

m  Single point of administration for users for all sites within a cluster
m Feature transparency

m  Shared line appearances

m  Extension mobility within the cluster

m  Unified dial plan
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These features make this solution ideal as a disaster recovery plan for business continu-
ance sites or as a single solution for as many as eight small or medium-size sites.

The cluster design is also useful for customers who require more functionality than the
limited feature set offered by SRST. This network design also allows remote offices to
support more Cisco IP Phones than SRST in the event that the connection to the primary
Cisco UCM server is lost.

WAN Considerations

For clustering over the WAN to be successful, you must carefully plan, design, and imple-
ment various characteristics of the WAN itself. The Intra-Cluster Communication
Signaling (ICCS) between UCM servers consists of many traffic types. The ICCS traffic
types are classified as either priority or best effort. Priority ICCS traffic is marked with
IP Precedence 3 (DSCP 24 or PHB CS3). Best-effort ICCS traffic is marked with IP
Precedence 0 (DSCP 0 or PHB BE).

The following design guidelines apply to the indicated WAN characteristics:

m  Delay: The maximum one-way delay between any UCM servers for all priority ICCS
traffic should not exceed 40 ms, or 80 ms round-trip time (RTT). Delay for other
ICCS traffic should be kept reasonable to provide timely database access.
Propagation delay between two sites introduces 6 microseconds per kilometer with-
out any other network delays being considered. This equates to a theoretical maxi-
mum distance of approximately 3000 km for 20 ms delay or approximately 1860
miles. These distances are provided only as relative guidelines and in reality will be
shorter because of additional delay incurred within the network.

m  Jitter: Jitter is the varying delay that packets incur through the network because of
processing, queue, buffer, congestion, or path variation delay. Jitter for the IP
Precedence 3 ICCS traffic must be minimized using QoS features.

m  Packet loss and errors: The network should be engineered to provide sufficient pri-
oritized bandwidth for all ICCS traffic, especially the priority ICCS traffic. Standard
QoS mechanisms must be implemented to avoid congestion and packet loss. If pack-
ets are lost because of line errors or other “real world” conditions, an ICCS packet
will be retransmitted because it uses the TCP protocol for reliable transmission. The
retransmission might result in a call being delayed during setup, disconnect (tear-
down), or other supplementary services during the call. Some packet-loss conditions
could result in a lost call, but this scenario should be no more likely than errors
occurring on a T1 or E1, which affect calls via a trunk to the PSTN/ISDN.

®  Bandwidth: Provision the correct amount of bandwidth between each server for the
expected call volume, type of devices, and number of devices. This bandwidth is in
addition to any other bandwidth for other applications sharing the network, includ-
ing voice and video traffic between the sites. The bandwidth provisioned must have
QoS enabled to provide the prioritization and scheduling for the different classes of
traffic. The general rule for bandwidth is to overprovision and undersubscribe.
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B QoS: The network infrastructure relies on QoS engineering to provide consistent and
predictable end-to-end levels of service for traffic. Neither QoS nor bandwidth alone
is a solution. Rather, QoS-enabled bandwidth must be engineered into the network
infrastructure.

Modern Gateway Hardware Platforms

The Cisco 2900 Series and 3900 Series Integrated Services Routers (ISR) are among the
more modern gateway hardware platforms.

Cisco 2900 Series Integrated Services Routers

The Cisco 2900 Series Integrated Services Routers, an example of which is shown in
Figure 1-12, comprise four models: Cisco 2901 Integrated Services Router, Cisco 2911
Integrated Services Router, Cisco 2921 Integrated Services Router, and Cisco 2951
Integrated Services Router. These Integrated Services Routers Generation 2 platforms are
future-enabled with multicore CPUs, support for high-capacity DSPs for future enhanced
video capabilities, high-powered service modules with improved availability, and Gigabit
Ethernet switching with enhanced Power over Ethernet (PoE). Additionally, a new Cisco
IOS Software Universal Image and Services Ready Engine module enables you to decou-
ple the deployment of hardware and software. This decoupling provides a flexible tech-
nology foundation that can quickly adapt to evolving network requirements.

Figure 1-12 Cisco 2900 Series Router

Cisco 3900 Series Integrated Services Routers

The Cisco 3900 Series Integrated Services Routers, an example of which is provided in
Figure 1-13, comprise two models: Cisco 3925 and Cisco 3945 Integrated Services
Routers. In addition to providing the functionality of the Cisco 2900 Series Routers, the
Cisco 3900 Series Routers offer superior performance and flexibility for network deploy-
ments from small business offices to large enterprise offices, while providing industry-
leading investment protection.

Well-Known Older Enterprise Models

The Cisco 2800 and 3800 Series ISRs are modular access routers that have voice gateway
capabilities. These models are well known and widely used.
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Figure 1-13 Cisco 3900 Series Router

Cisco 2800 Series Integrated Services Routers

The Cisco 2800 Series Integrated Services Routers, as pictured in Figure 1-14, comprise
four models (listed from top to bottom): Cisco 2801, Cisco 2811, Cisco 2821, and Cisco
2851. The 2800 Series provides increased security, voice, and overall performance,
embedded service options, and dramatically increased slot performance and density, as
compared to older 2600 Series models. It also maintains support for most of the more-
than-90 modules available for the Cisco 1700 Series Modular Access Routers, 2600
Series Multiservice Platforms, and 3700 Series Multiservice Access Routers.

Figure 1-14 Cisco 2800 Series Routers

The 2800 Series can deliver simultaneous, high-quality, wire-speed services up to multi-
ple T1/E1/xDSL connections. The routers offer embedded encryption acceleration and,
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on the motherboard, voice digital signal processor (DSP) slots. They also offer intrusion
prevention system (IPS) and firewall functions, optional integrated call-processing and
voice-mail support, high-density interfaces for a wide range of wired and wireless connec-
tivity requirements, and sufficient performance and slot density for future network
expansion requirements and advanced applications.

Cisco 3800 Series Integrated Services Routers

The Cisco 3800 Series Integrated Services Routers, as shown in Figure 1-15, also feature
embedded security processing, significant performance and memory enhancements, and
high-density interfaces that deliver the performance, availability, and reliability required
to scale mission-critical security, IP telephony, business video, network analysis, and web
applications in today’s enterprise environments. The 3800 Series routers deliver multiple
concurrent services at wire-speed T3/E3 rates.

Figure 1-15 Cisco 3800 Series Routers

The integrated services routing architecture of the 3800 Series is based on the 3700
Series. These routers are designed to embed and integrate security and voice processing
with advanced wired and wireless services for rapid deployment of new applications,
including application layer functions, intelligent network services, and converged commu-
nications. The 3800 Series supports the bandwidth requirements for multiple Fast
Ethernet interfaces per slot, TDM interconnections, and fully integrated power distribu-
tion to modules supporting 802.3af Power over Ethernet (PoE). The Cisco 3800 Series
also supports the existing portfolio of Cisco modular interfaces. This accommodates net-
work expansion or changes in technology as new services and applications are deployed.
By integrating the functions of multiple separate devices into a single compact unit, the
3800 Series reduces the cost and complexity of managing remote networks.
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Specialized Voice Gateways

To fit special needs within the customer unified messaging system, Cisco offers stand-
alone voice gateways for specific purposes. Each of these voice gateways fulfills a dif-
ferent need, such as the integration of analog devices into the unified messaging system,

enhanced performance, business-class functionality, adaptability, serviceability, and
manageability.

Cisco ATA 186

The Cisco Analog Telephone Adaptor 186 (Cisco ATA 186), as illustrated in Figure 1-16,
is a handset-to-Ethernet adapter that allows traditional telephone devices to function as

VoIP devices. Customers can use IP telephony applications by connecting their analog
devices to analog telephone adapters.

L el

HT Sritegy

____CISCO ATA 186
ANALOG TELEPHONE ADAFTOR

Figure 1-16 Cisco ATA 186

The Cisco ATA 186 supports two voice ports, each of which has an independent tele-
phone number and a single 10BASE-T Ethernet port. This adapter can make use of exist-

ing Ethernet LANS, in addition to broadband pipes such as DSL, fixed wireless, and cable
modem deployments.

Cisco VG248 Analog Phone Gateway

The Cisco VG248 Analog Phone Gateway, as depicted in Figure 1-17, provides support for
traditional analog devices while taking advantage of the new capabilities that Cisco
Unified Communications affords. The Cisco VG248 Analog Phone Gateway offers 48
analog ports for use as extensions to the Cisco Unified Communications Manager system.

Cisco AS5350XM Series Universal Gateway

The Cisco AS5350XM Series Gateway, an example of which is provided in Figure 1-18,
is the only one-rack-unit gateway that provides data, voice, and fax services, as well as
Session Border Controller (SBC) functionality. The SBC feature is used at provider
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interconnects and typically provides complete session state, security, and reporting
services. The Cisco AS5350XM offers high reliability in a compact, modular design. This
cost-effective platform is ideally suited for ISPs and enterprises that require innovative
universal or voice services. The Cisco AS5350XM supports PSTN signaling, gateway
signaling, voice codecs, fax, Voice XML, RADIUS, Tool Command Language (TCL), and
interactive voice response. The SBC functionality provides additional opportunities for
IP-to-IP trunking applications.

Figure 1-18 Cisco AS5350XM Series Gateway

Cisco AS5400 Series Universal Gateway Platforms

The Cisco AS5400XM Series Universal Gateway, as shown in Figure 1-19, is 2 rack units
(RU) in height and provides data, voice, and fax services, as well as SBC functionality.
High density, low power consumption, and a robust feature set make the Cisco
AS5400XM Series Universal Gateway ideal for several network deployment architectures,
especially for colocation environments and for large points of presence (POP). The Cisco
AS5400XM Universal Gateway offers reliable, scalable data and voice gateway functions
and SBC services. The Cisco AS5400XM supports PSTN signaling, gateway signaling,
voice codecs, fax, VoiceXML, RADIUS, TCL, and IVR.

Figure 1-19 Cisco AS5400XM Series Universal Gateway
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Cisco 7200 Series Routers

Cisco 7200 Series Routers, an example of which is shown in Figure 1-20, are service
routers for Enterprise Edge and Service Provider Edge applications. These compact
routers provide serviceability and manageability coupled with high-performance modular
processors such as the Cisco 7200 Network Processing Engine NPE-G1 (NPE-G1).

Figure 1-20 Cisco 7200 Series Router

Gateway Operational Modes

Voice gateways can be deployed in three modes. A single gateway can operate in one
mode or multiple modes at the same time. These modes are as follows:

m A voice-switching gateway, as shown in Figure 1-21, connects various analog and digi-
tal voice circuits. This functionality is equivalent to the operation of central office
switches and PBXs in traditional telephony.

(-

PBX Voice-Enabled
Router

Figure 1-21 Voice-Switching Gateway

m A VoIP gateway, as depicted in Figure 1-22, connects the traditional telephony net-
work to the IP network. It converts the signaling and media transmission methods
used on one side to the other side. VoIP gateways provide physical access for local
analog and digital voice devices such as telephones, fax machines, key sets, and PBXs.

m  Cisco Unified Border Element (Cisco UBE), which is illustrated in Figure 1-23, inter-
connects two IP networks. It terminates the signaling sessions and either passes
through or terminates the media channels.
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Figure 1-23 Cisco Unified Border Element

The following sections first introduce voice gateway call legs, both POTS and VoIP
call legs, and then describe how these call legs define the mode of operation for a
voice gateway.

Voice Gateway Call Legs

A voice call over a packet or traditional telephony network is segmented into discrete call
legs. When a gateway receives a call setup, it performs a routing decision and sends the
call setup request to the next device. The incoming part of the call is referred to as the
incoming call leg and the outgoing part of the call is referred to as the outgoing call leg.

On Cisco IOS routers, the call legs are associated with dial peers. One dial peer corre-
sponds to one call leg. A call leg is a logical connection between two gateways or
between a gateway and a telephony device, as shown in Figure 1-24. If the gateway
receives or forwards the call over an analog or digital voice circuit, the corresponding call
leg is referred to as POTS. If the gateway receives or forwards the call over an IP inter-
face, the corresponding call leg is referred to as VoIP.

The call legs are relevant for call routing. Before a gateway makes the call-routing deci-
sion, it must apply the settings defined in the incoming call leg. In the case of POTS
incoming call legs, these parameters define how the gateway collects the dialed digits and
optional applications. In the case of VoIP incoming call legs, these parameters describe
the voice transmission methods, such as codec, voice activity detection (VAD), and dual-
tone multifrequency (DTMF)-related features. These parameters must be successfully
negotiated between the local and preceding gateway before the call can be forwarded to
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the next gateway in the path. You learn more about call legs in the upcoming section,
“How Voice Gateways Route Calls.”

-
T — Outbound

Voice-Enabled
Router

| |

Incoming Call Leg Outgoing Call Leg

Figure 1-24 Voice Call Legs

Voice-Switching Gateway

A voice-switching gateway, as depicted in Figure 1-25, has traditional telephony inter-
faces. Multiple call-signaling protocols exist, such as SS7, ISDN, Q Signaling (QSIG), and
the analog signaling methods, including supervisory signaling (loop-start, ground-start,
immediate-start, wink-start, delay-start), address signaling (pulse, DTMF), and informa-
tional signaling. The voice-switching gateway receives and forwards the call setup request
over analog or digital voice circuits. The gateway might have to convert the call signaling
and the voice format when the call traverses the gateway from one port to another. The
incoming and the outgoing call legs are the POTS call legs.

& \

PBX Voice-Enabled
Router
Incoming Call Leg: Outgoing Call Leg:
POTS POTS

Figure 1-25 Voice-Switching Gateway

VolP Gateway

The gateway provides translation between VoIP and non-VoIP networks, such as the
PSTN. It converts the signaling and voice signal between traditional telephony circuits
and the VoIP transmission in an IP network. One of the call legs is a POTS call leg, while
the other is a VoIP call leg.
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In Figure 1-26, the originating gateway has the POTS incoming call leg and the VoIP out-
going call leg. The VoIP terminating gateway has the VoIP incoming call leg and the
POTS outgoing call leg. Both gateways must first successfully negotiate the VoIP param-
eters associated with their respective outgoing and incoming call legs before the VoIP ter-
minating gateway can forward the call to the destination PSTN network.

Source R1 R2 Destination
Call Leg 1 Call Leg 2 Call Leg 3 Call Leg 4
(POTS) (VolP) (VoIP) (POTS)

R1 Inbound R1 Outbound R2 Inbound R2 Outbound

Figure 1-26 VoIP Gateway

Cisco Unified Border Element

Cisco Unified Border Element, as illustrated in Figure 1-27, forwards an incoming VoIP
call as another, outgoing VoIP call. It receives a call setup request, negotiates parameters,
and forwards the call setup request to the next gateway. The incoming signaling protocol
might differ from the outgoing signaling protocol. When the call is successfully signaled
end to end, Cisco UBE might either proxy the media channel, which is referred to as
flow-through, or let the media channel pass through the gateway without any modifica-
tion, which is referred to as flow-around. The media proxy function is necessary when
the VoIP traffic parameters of the incoming call leg differ from the VoIP parameters of
the outgoing call leg. When Cisco UBE proxies the media channel, it changes the IP
addresses of the media packets. This feature is very useful for security or connectivity
reasons. Both call legs of a Cisco UBE are VoIP call legs.

N
,1_/<_ \
Cisco UBE
Incoming Call Leg: Outgoing Call Leg:
VolP VolP

Figure 1-27 Cisco Unified Border Element
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How Voice Gateways Route Calls

A primary function of the Cisco Unified Communications gateways is to route calls. The
process of call routing includes the processing of incoming and outgoing call legs. This
section describes how call legs are created when inbound and outbound dial peers are
matched. It provides details about the dial-peer matching process and explains the direct
inward dialing (DID) feature. Additionally, this section addresses the configuration of
POTS dial peers. The configuration of VoIP dial peers is covered in Chapter 2,
“Configuring Basic Voice over IP.”

Gateway Call-Routing Components

Dial peers are essential to implementing dial plans and providing voice services over an IP
packet network. Dial peers are used to identify call source and destination endpoints and
to define the characteristics that are applied to each call leg in the call connection.

A traditional voice call over the PSTN uses a dedicated 64-kbps end-to-end circuit. In
contrast, a voice call over the packet network is made up of discrete segments or call
legs. As previously mentioned, a call leg is a logical connection between two routers or
between a router and a telephony device. Each voice gateway establishes at least two call
legs. The incoming call leg is associated with the inbound (source) dial peer, while the
outgoing call leg is associated with the outbound (destination) dial peer, as shown in
Figure 1-28. Attributes that are defined in a dial peer are applied to that call leg.

IP Address
172.16.1.1

Analog Voice-Enabled Voice-Enabled
Phone Router Router

I I

Incoming Call Leg:  Outgoing Call Leg:
POTS VolP
Incoming Dial Peer  Outgoing Dial Peer

Points to Port 1/0/0 Points to IP
Address 172.16.1.1

Figure 1-28 Inbound and Ourbound Dial Peers

Call legs are router-centric. When an inbound call arrives on a gateway, the gateway finds
the inbound dial peer and processes its settings. If the settings are acceptable, the gate-
way finds the outbound dial peer, establishes the outgoing call leg, and the call is
switched from the incoming call leg to the outgoing call leg. You need to configure dial
peers to enable call routing on a gateway.
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Dial Peers

Dial peers are generally classified into POTS dial peers and network dial peers, as
described in Table 1-2.

Table 1-2 Most Prevalent Dial-Peer Types

Type of Dial Peer Network Technology

Plain old telephone Maps a dial string to a specific voice port on the local gateway. The

service (POTS) voice port connects the gateway to the PSTN, PBX, or analog tele-
phone.

VoIP Points to the IP address or DNS name of the destination VoIP

device that terminates the call. This mapping applies to VoIP proto-
cols, such as H.323 and SIP.

Multimedia Mail over ~ The dial peer is mapped to the email address of the SMTP server.
IP (MMolP) This type of dial peer is used for store-and-forward fax (on-ramp
and off-ramp faxing).

In Figure 1-29, an analog telephone is connected to the Cisco Unified Communications
gateway. The gateway needs two dial peers. The POTS dial-peer configuration includes at
least the telephone number of the analog telephone and the voice port to which it is
attached. Based on this information, the gateway forwards calls destined to the defined
telephone over the specified port.

Voice
Gateway

POTS
port 1/0/0
destination-
pattern 1001

Voice
—_—
IP T _/ ’
1/0/0 CElL ‘

ion tar
session target Telephone

ipv4:172.16.1.1 172.16.1.1
destination- 2001

pattern 2001

N

Telephone
1001

Figure 1-29 POTS and VoIP Dial Peers

The VoIP dial peer is connected to the IP network. The VoIP dial-peer configuration
includes at least the destination telephone number (or range of numbers) and the next-
hop IP address or name used to progress the call further. For call routing to successfully
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forward calls in both directions, at least these call-routing elements are needed in every
voice-processing system:

m  Anappropriate POTS dial peer that specifies to which voice port the telephone is at-
tached. This applies only to the edge voice-processing systems.

m  Anappropriate VoIP dial peer that specifies the recipient destination address, or at
least the address of the next hop.

Dial-peer parameters vary based on the dial-peer type. A VoIP dial peer can point to
either an H.323 or SIP device. A Media Gateway Control Protocol (MGCP) device is not
an option because of its call agent—centric nature. When Cisco Unified Communications
Manager uses MGCP to control the voice gateway, the dial plan is maintained and Cisco
Unified Communications Manager makes the routing decisions. The gateway merely
receives instructions on how to process the voice circuits.

VoIP dial-peer parameters include coder-decoder (codec), quality of service (QoS), voice
activity detection (VAD), dual-tone multifrequency (DTMF) relay, and fax rate.

As shown in Figure 1-30, VoIP dial peers map a dial string to a remote network device.
Some examples of these remote network devices are as follows:

m  Cisco Unified Communications Manager cluster

B Another voice gateway

m  SIP proxy
Cisco Unified
Communications
Manager Cluster
L 15
‘_/' —_—— : <'

= | sP
SE’ Proxy

Voice-Malil
> gq Server

—~ 7

s T H.323
. ‘ Gatekeeper

Figure 1-30 VOIP Dial-Peer Examples
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m  Voice-mail server

m  H.323 gatekeeper

Call Legs

Chapter 1: Introducing Voice Gateways

A comparison of IP packet routing and call-routing principles, as presented in Table 1-3,
can be helpful to understand the call-routing process.

Table 1-3 IP and Call Routing Comparison

IP Routing

Call Routing

Static or dynamic

Only static

IP routing table

Dial plan

IP route

Dial peer

Hop-by-hop routing, where each
router makes an independent decision

Inbound and outbound call legs, where the gateway
negotiates VoIP parameters with preceding and next
gateways before a call is forwarded

Destination-based routing

Called number, matched by destination pattern, is
one of many selection criteria

Longest-match rule

The longest-match rule used for a dial peer’s destina-
tion pattern exists

Equal paths

Preference can be applied to equal dial peers, or a
random selection is made if all criteria are the same

Default route

Possible to have a default route, which often points to
a gatekeeper

Because dial peers collectively define where to forward calls, all dial peers together build
a dial plan, which is equivalent to the IP routing table. The dial peers are static in nature.

Hop-by-hop call routing builds on the principle of call legs. Before a call-routing decision
is made, the gateway must identify the inbound dial peer and process its parameters. This
process might involve VoIP parameter negotiation.

The call-routing decision is the selection of the outbound dial peer. This selection is com-
monly based on the called number when the destination-pattern command is used. The
selection might be based on other information, and that other criteria might have higher
precedence than the called number. When the called number is matched to find the out-
bound dial peer, the longest-match rule applies.

If more than one dial peer equally matches the dial string, all the matching dial peers are
used to form a rotary group. The router attempts to establish the outbound call leg using
all the dial peers in the rotary group until one is successful. The selection order within
the group can be influenced by configuring a preference value.
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A default call route can be configured using special characters when matching the number.

The VoIP gateway is often faced with the task of selecting the best path for a given desti-
nation number. Such a requirement arises when the preferred path goes through the IP
WAN, and the backup PSTN path should be chosen when the IP WAN is either unavail-
able or lacks the needed bandwidth resources.

Figure 1-31 illustrates a scenario with two locations connected to the IP WAN and PSTN.
When the call goes through the PSTN, its numbers (both calling and called) might have
to be manipulated so that they are reachable within the PSTN network. Otherwise, the
PSTN switches will not recognize the called number, and the call will fail.

Primary Path

R2

10.1.1.2
site code
R1

10.1.1.1 S00°555

site code

200-555

Dial 2001
1001

Secondary path, call forwarded to 300 555-2001
(requires digit manipulation for routing through PSTN).

Figure 1-31 Call Routing with Secondary Path

Figure 1-32 illustrates the call legs that are processed on a gateway that receives a call
from a locally attached telephone and originates a VoIP session.

These call legs are created when the telephone (1001) attached to an R1 gateway dials a
telephone number in another location (2001). When a call arrives on R1, the gateway cre-
ates an inbound call leg that corresponds to the inbound dial peer, makes a routing deci-
sion by finding an outbound dial peer, and creates an outbound call leg by forwarding
the call toward the destination. If the routing decision chooses an IP WAN, the out-
bound call leg will be VoIP; if the routing decision chooses a PSTN, the outbound call
leg will be POTS.

Figure 1-33 illustrates the call legs that are processed on the gateway that terminates the
VoIP session and forwards the call to the locally attached telephone with extension 2001.

The inbound call leg is created when the call arrives either through the IP WAN or the
PSTN network. The gateway makes the routing decision by selecting the outbound dial
peer. The outbound call leg corresponds to a POTS dial peer that points to the voice port
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1/0/0, where the recipient’s telephone is attached. The gateway signals an incoming call on
that port, and the telephone rings.

Inbound 1 | Outbound Call Leg 1
Call Leg (VolP Dial Peer in Primary Path,
(POTS Dial Peer) POTS Dial Peer in Secondary Path)
>
~
1/0/0 _/ / 2001
R1:10.1.1.1
Dial 2001 [ ==
100F = 2o 2002
_/ 4.—\ - R2:10.1.1.2 «—\ /
J_l A4 (_.
1001

2/1/0
1/1/0 _/ / 2003
[

Figure 1-32 Call Legs—Source Gateway Perspective

| Inbound Call Leg l | Outbound 1
(VolP Dial Peer in Primary Path, Call Leg
POTS Dial Peer in Secondary Path) (POTS Dial Peer)
=

~

1/0/0 _/ 2001
R1:10.1.1.1
Dial 2001
_/ 1o f 2 A_\ = ol 17011 ‘2002
/3-/<. /<..

R2:10.1.1.2

1001 1/1/0 2/1/0
11/0 2003

Figure 1-33 Call Legs—Destination Gateway Perspective

Configuring POTS Dial Peers
Figure 1-34 illustrates examples of POTS dial peer use.

This section explains how to configure the POTS dial peers that effectively enable call
forwarding along the PSTN path. The configuration of the primary VoIP path will be
covered later. Also, the digit manipulation requirement is not covered at this time.

Figure 1-35 and Examples 1-1 and 1-2 illustrate the configuration that enables calling
from extension 1001 to extension 2001.

Example 1-1 Router RI’s Configuration

R1(config)#dial-peer voice 1 pots
R1(config-dialpeer)#destination-pattern 2001
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R1(config-dialpeer)#port 1/1/0

R1(config-dialpeer)#forward-digits all ‘

0
(N

1/0/0 2001

Dial 2001 R1 R2 |

— —
1/0/0 b = = ol 1011 2002
/i PSTN Nz
J . 4_,(1/1/0 2ol A
1001
v Lo 7 /

PSTN Path
(Requires Digit Manipulation for Routing Through PSTN)

»

2003

Figure 1-34 POTS Dial-Peer Example

Dials 2001 R1 R2
/ 1/0/0 72 ot _N«,/i 1/01 /
f— 1/1/0 2/1/0 © i
x1001 x2001

Figure 1-35 POTS Dial-Peer Configuration Example

Example 1-2 Router R2’s Configuration

R2(config)#dial-peer voice 1 pots
R2(config-dialpeer)#destination-pattern 2001
R2(config-dialpeer)#port 1/0/1

The outbound dial-peer type is POTS, because the destination number 2001 is reachable
over a POTS voice port 1/1/0. There are two basic parameters that need to be specified
on this dial peer: the telephone number and the voice port.

The destination-pattern command is used to match the called telephone number. The R1
gateway uses the destination pattern “2001.”

The port command specifies the respective voice port. In this example, port 1/1/0 defines
that the port is on module 1, voice interface card (VIC) slot 1, and voice port 0.

The forward-digits all command makes the gateway send the entire called number in the
call signal to the next gateway. By default, the explicitly matched digits are discarded
when the call is forwarded over an outbound POTS call leg. In this case, the destination
pattern “2001” matches explicitly all four digits, so the gateway would not send any dig-
its when forwarding the call through the PSTN. The digit consumption rule applies only
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to outbound POTS call legs. When a call is forwarded over an outbound VoIP call leg, no
digit consumption occurs, by default, and all digits are sent to the next VoIP device.

Examples 1-3 and 1-4 provide the configuration that enables call routing both ways. The
R1 gateway has the POTS dial peer 2 that matches extension 1001 and points to the voice
port 1/0/0, where a telephone is attached. The R2 gateway, in addition to having the
POTS dial peer that points to the attached telephone, has the POTS dial peer 2, which
matches the extension 1001 and points toward the PSTN.

Example 1-3 Router R1’s Configuration (Continued)

R1(config)#dial-peer voice 1 pots
R1(config-dialpeer)#destination-pattern 2001
R1(config-dialpeer)#forward-digits all
R1(config-dialpeer)#port 1/1/0

R1(config-dialpeer)#destination-pattern 1001

)
)
R1(config-dialpeer)#dial-peer voice 2 pots
)
R1(config-dialpeer)#port 1/0/0

Example 1-4 Router R2’s Configuration (Continued)

R2(config)#dial-peer voice 1 pots

R2(config-dialpeer)#destination-pattern 2001

R2(config-dialpeer)#port 1/0/1
config-dialpeer)#dial-peer voice 2 pots

R2(
R2(config-dialpeer)#destination-pattern 1001
R2(config-dialpeer)#forward-digits all

R2(

config-dialpeer)#port 2/1/0

The forward-digits all command is used on both gateways in the dial peers pointing to
the PSTN. Without this command, the gateways would discard the explicitly matched
digits when sending the call to the PSTN. No digits would be forwarded.

Matching a Dial Peer

In addition to matching a dial peer based on a call’s incoming voice port (that is, using the
port command), you can use the following three commands that match telephone numbers:

Router(config-dialpeer)#destination-pattern string
Router(config-dialpeer)#incoming called-number string
Router(config-dialpeer)#answer-address string

Two telephone numbers are usually sent with the call: the calling number, known in ISDN
as the Automatic Number Identification (ANI), and the called number, referred to as the
Dialed Number Identification Service (DNIS). Both numbers can be used to find the
inbound and outbound dial peers.
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The obvious use of the destination-pattern command is to match the outbound dial peer
based on the called number. The command is also considered when matching the inbound
dial peer, but then the destination pattern string is matched against the calling number.

The incoming called-number command is only considered when selecting the inbound
dial peer. It matches the original called number.

The answer-address command is only considered when selecting the inbound dial peer. It
matches the original calling number.

The three string-matching commands, destination-pattern, incoming called-number, and
answer-address, have a string parameter. The gateway compares the received numbers
with the strings defined in the respective commands. The string might explicitly match
the characters in the telephone numbers (0-9, A-D, *, #), and it can contain special regu-
lar expressions, as summarized in Table 1-4.

Table 1-4 Regular Expressions Used to Match Number Strings

Metacharacter Description

0-9, A-D#

Standard characters are digits 0-9, letters A-D, the asterisk (*), and the
pound sign (#) that appear on dial pads.

Plus sign (+)

As first character, indicates E.164 standard number; otherwise it speci-
fies that the preceding digit occurred one or more times.

Period (.)

Matches any entered digit (used as a wildcard).

Percent sign (%)

Indicates that the preceding digit occurred either zero or more times.

Question mark (?)

Repeats the previous character zero or one time. Press Ctrl-V to disable
context-sensitive help and enter the ? character.

Circumflex (%)

Indicates a match to the beginning of the string.

Dollar sign ($)

Matches the null string at the end of the string.

T Timer character. Indicates a variable-length dial string. Makes the router
wait until all digits are received before routing call.

Backslash (\) Followed by a single character, matches that character.

Brackets [ ] Indicates a range.

Parentheses ()

Indicates a pattern.

Note The asterisk (*) and pound sign (#) are not considered special characters. They

appear on standard touch-tone dial pads and might be used when passing a call to an auto-
mated application that requires these characters to signal the use of a special feature. For
example, when a user calls an interactive voice response (IVR) system that requires a code
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for access, the number dialed might be 5551212888#, which would initially dial the tele-
phone number 5551212 and input a code of 888 followed by the pound key to terminate
the IVR input query.

Table 1-5 provides examples of number matching.

Table 1-5 Number-Matching Examples

Number

Matching Telephone Number(s)

5551234

This pattern matches one telephone number exactly, 5551234. This desti-
nation pattern is typically used when there is a single device, such as a
telephone or fax machine, connected to a voice port.

75551234$

This pattern matches the number 5551234 using an explicit match of the
beginning and the end of the string.

555123[5-9]

This pattern matches the number range 5551235 through 5551239.

55512[3-4].

This destination pattern matches a seven-digit telephone number where
the first five digits are 55512, the sixth digit can be a 3 or 4, and the last
digit can be any digit.

This destination pattern is used when telephone number ranges are
assigned to specific sites. In this example, the destination pattern is used
in a small site that does not need more than 30 numbers assigned.

This destination pattern matches any telephone number that has at least
one digit and can vary in length from 1 through 32 digits.

This destination pattern is used for a dial peer that services a variable-
length dial plan for local, national, and international calls. It can also be
used as a default destination pattern so that any calls that do not match a
more specific pattern will match this pattern and can be directed to an
operator.

(200)?5551234

Matches the numbers 2005551234 and 5551234. This expression uses a
pattern (200) that can occur zero or one time.

1[2-3]%4

Matches numbers that start with 1, have any number of occurrences of
the digit 2 or 3, and end with 4. This expression uses a range [2-3] that
can occur zero or more times.

The inbound dial peer determines the call properties for the incoming side of the call. To
match inbound call legs to dial peers, the router uses three elements in the call setup mes-
sage, as illustrated in Figure 1-36, and five configurable dial-peer attributes.
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Call Setup Message | ANI DNIS |_ G

Figure 1-36 ANI and DNIS Used in Matching Inbound
Dial Peer

The three call setup elements are, in the example of ISDN, as follows:

m  Called number (DNIS): Specifies the destination, which is derived from the ISDN
setup message or channel associated signaling (CAS) DNIS

m Calling number (ANI): Denotes the origin, which is derived from the ISDN setup
message or CAS ANI

m  Voice port: Carries the incoming call

The gateway selects an inbound dial peer by matching the information elements in the
setup message with the dial-peer attributes. The gateway matches these items in the fol-
lowing order:

Step 1.

Step 2.

Step 3.

Step 4.

Called number with incoming called-number.

First, the gateway attempts to match the called number of the call setup
request with the configured incoming called-number parameter of each dial
peer. This attribute has matching priority over the answer-address and
destination-pattern matching. If multiple incoming called-number attributes
match the DNIS, the longest match wins.

Calling number with answer-address.

If no match is found in Step 1, the gateway attempts to match the calling num-
ber of the call setup request with the answer-address of each dial peer. This
attribute might be useful in situations where you want to match calls based
on the calling number. If multiple answer-address attributes match the ANI,
the longest match wins.

Calling number with destination-pattern.

If no match is found in Step 2, the gateway attempts to match the calling
number of the call setup request to the destination-pattern of each dial
peer. If multiple destination-pattern attributes match the DNIS, the longest
match wins.

Voice port (associated with the incoming call setup request) with the config-
ured dial-peer port parameter (applicable for inbound POTS call legs).

If no match is found in Step 3, the gateway attempts to match the configured
dial-peer port parameter to the voice port associated with the incoming call.
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If multiple dial peers have the same port configured, the dial peer first added
in the configuration is matched.

Step 5.  If there is no match, the default dial peer is used. The default dial peer is
explained later in this chapter.

Only one condition must be met. The gateway stops searching when a dial-peer match
is found.

Figure 1-37 illustrates an example of matching inbound dial peers. When the destination
gateway receives the call setup request, it looks for the inbound dial peer. The ANI is
1001; the DNIS is 2001. The incoming called-number command has the first precedence
and exists in dial peer 3 but does not match the DNIS. The answer-address command has
the second precedence, exists in dial peer 2, and matches the ANL Therefore, dial peer 2
is selected as the incoming dial peer.

Dial 2001 1/0/0 _/ / 2001
Ri

~

1/0/0 e 1/0/1 200z
./ / | NV PSTN ./ / ‘
b AN 0 21110 1_,(.
1001
dial-peer voice 1 pots 1/1/0 /ZOOC
I

destination-pattern 200.
forward-digits all
port 1/1/0

dial-peer voice 1 pots
destination-pattern 2001
port 1/0/0

dial-peer voice 2 pots
answer-address 100.

port 2/1/0
Which inbound dial dial-peer voice 3 pots
peer is selected? incoming called-number 100.
) port 2/1/0
(answer address) dial-peer voice 4 pots

destination-pattern 100.
forward-digits all
port 2/1/0

Figure 1-37 Inbound Dial-Peer Matching Example

Use the answer-address command when matching the geographical region of the caller.
This approach is recommended in these situations:

m  Callers from a given country should be directed to the appropriate language-
speaking team.

m  Callers from a specific region should be directed to the regional sales staff.

Use the incoming called-number command whenever possible. Because all types of call
setup messages and signals always include the DNIS information, Cisco recommends
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using the incoming called-number command for inbound dial-peer matching. In particu-
lar, the incoming called-number command is useful for service selection, such as in these
situations:

m Different numbers are available to reach the sales and technical support departments.

m Different numbers exist for shipping order, tracking, and cancellation services.

Matching Outbound Dial Peers

When a call setup request arrives on a voice gateway, the gateway uses the incoming dial
string to match the destination pattern in the outbound dial peer. Both dial peers—POTS
and VoIP—are considered together for outbound dial-peer matching.

Once the outbound dial peer is found, the call setup progresses to the next device along
the path. On outbound POTS dial peers, the port command is used to forward the call.
On outbound VolIP dial peers, the session target command is used to forward the call.

Figure 1-38 illustrates an example of outbound dial-peer matching.

1/0/0 / 2001
R1 _
—
S
100 = 2 ol 17011 2002
./ / '4'\ PSTN / 00
L A 0 2110 ,_,(I i

1001
dial-peer voice 1 pots 1/1/0 / 2011

destination-pattern .T
port 1/1/0

dial-peer voice 2 pots 111 // 2111
destination-pattern 20[0-1].

forward-digits all o
port 1/1/0

dial-peer voice 3 pots
destination-pattern 200 .
forward-digits all

port 1/1/0

dial-peer voice 4 pots
destination-pattern 2001
forward-digits all

port 1/1/0 ?

Dialed number 2001 matches dial peer 4.
Dialed number 2002 matches dial peer 3.
Dialed number 2011 matches dial peer 2.
Dialed number 2111 matches dial peer 1.

Figure 1-38 Ourbound Dial-Peer Matching Example

Four calls are made from the telephone with extension 1001:

m  The user dials 2001. The best match is found with dial peer 4.

The user dials 2002. Dial peer 1 matches that number, but the match is the least
specific.
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The user dials 2002. Dial peer 2 matches that number and also a total of 20 numbers
(2000 to 2019). Dial peer 3 matches that number and also a total of 10 numbers
(2000 to 2009). Dial peer 3 yields the best match.

The user dials 2011. Dial peers 1 and 2 match the number, with the latter offering
the longest match.

The user dials 2111. Only dial peer 1 matches.

Default Dial Peer

Figure 1-39 depicts a situation in which the call routing works only in one direction. This
scenario brings up the question about the inbound dial peers selected on both gateways.

=

1/0/0 / J 2001
Ri Re |

Dial 2001 =

— 7

)

W BRLL] oSN ||~A:’\:\ 101/ 2002
LA\ ) 2wl Al L/

1001

dial-peer voice 1 pots | 1/1/0/ ‘2003

destination-pattern 200.
forward-digits all
port 1/1/0

dial-peer voice 1 pots
destination-pattern 2001
port 1/0/0

What are the inbound dial peers
when extension 1001 calls 2001?

Figure 1-39 Default Dial-Peer Example

If no inbound peer can be matched by the defined criteria, the gateway resorts to the
default dial peer. The default dial peer is referred to as dial peer 0. Default dial peers are
used for inbound matches only. They never match outbound calls. The characteristics of
dial peer 0 cannot be changed.

Dial peer 0 for inbound VoIP peers has the following characteristics:

G.729 and G.711 codecs are supported.
IP precedence is set to 0.

VAD is enabled.

RSVP is not supported.

Fax-rate service is supported.

Dial peer 0 for inbound POTS peers has the following characteristics:

No applications are supported.

No direct inward dialing is supported.
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You cannot change the default configuration for dial peer 0. The default dial peer (that is,
dial peer 0) cannot negotiate nondefault capabilities, services, and applications, such as
DTMEF relay or disabled VAD. When the default dial peer is matched on an inbound
POTS call leg, there is no default IVR application enabled on the port. As a result, the
user gets a dial tone and proceeds to dial digits.

Avoid using dial peer 0. Having the incoming called-number parameter configured cor-
rectly ensures that the dial peer is always matched with the parameters that you want
when placing outbound calls through a gateway. Many problems with calling out through
a Cisco IOS gateway are caused by codec, VAD, and DTMF-relay misconfigurations
when dial peer 0 is being matched. When the Cisco AS5350, AS5400, or AS5850
Universal Gateway platforms do not explicitly match an incoming dial peer, dial peer 0 is
matched and the call is treated as a dial modem call. This call treatment can result in get-
ting modem tones rather than a dial tone for inbound calls. The explicit inbound dial-peer
matching on these platforms matches only the first three criteria (incoming called-num-
ber, answer address, destination-pattern) and ignores the incoming port information.
Therefore, if the incoming called-number, answer-address, and destination-pattern
commands do not match, the call is treated as a modem call on these platforms.

Direct Inward Dialing

In the early days of traditional telephony, enterprises used two-stage dialing to allow out-
side callers to reach internal telephones. An enterprise PBX was connected to the PSTN
over an analog or digital trunk. When that trunk received an inbound call, the central
office (CO) switch seized the voice port. The PBX presented a dial tone and started col-
lecting digits. The caller heard a secondary dial tone from the enterprise PBX and dialed
the number required to reach the internal telephone.

With the invention of direct inward dialing (DID) in the 1970s, one-stage dialing was
made possible. With one-stage dialing, the callers enter the entire called-party number,
including the number required to reach the internal telephone. They do not hear a sec-
ondary dial tone. The PSTN CO switch sends the entire DNIS to the PBX, which for-
wards the call to the internal telephone.

Voice gateways can use DID if it is enabled on inbound POTS dial peers. It is supported
on all digital voice ports and the analog FXS-DID ports. It is not supported on analog
Foreign Exchange Station (FXS), Foreign Exchange Office (FXO), or ear and mouth
(E&M) voice ports.
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Two-Stage Dialing

Figure 1-40 shows the process of two-stage dialing, which is depicted in the following steps:
Step 1.  The user takes the phone off-hook, receives the dial tone, and dials 555.

Step 2.  The PSTN receives the digits and delivers to the destination gateway. The
trunk line to the destination gateway is seized by the adjacent CO switch. The
destination gateway presents the secondary dial tone and starts collecting dig-
its until it can identify an outbound dial peer. Whether the digits are dialed
with irregular intervals by humans or in a regular fashion by telephony equip-
ment that sends the precollected digits, dial-peer matching is done digit by
digit. This means that the gateway attempts to match a dial peer after each
digit is received.

Step 3.  The user hears the secondary dial tone and dials 2001.

Step 4. The gateway uses the number 2001 to match the outbound dial peer.

PSTN
Consumes
0 e 555 9 Extensions
555-XXXX

Dial 555-2001 //;_\n\\

((( 2001
. ,{II AN

e dial-peer voice 1 pots
destination-pattern 2001
port 1/1/1

Figure 1-40 Two-Stage Dialing Example

The destination gateway signals an incoming call to the telephone on port 1/1/1, and the
telephone rings.

A potential issue related to two-stage dialing is presented in Figure 1-41.

The destination gateway uses an incorrectly designed dial plan. Because the destination
gateway collects the dialed digits in-band, on a digit-by-digit basis, it matches dial peer 2
before the complete number has been received. The call cannot be delivered to its intend-
ed recipient.

To solve the problem of the incorrectly designed dial plan and two-stage dialing, use a
wildcard in the destination pattern of dial peer 2, as illustrated in Figure 1-42.

This causes the destination gateway to wait for four digits before making the call-routing
decision. With this solution, the call can be delivered to its intended recipient.
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2002-2009
Consumes
555
Callﬂ
Dial 555-2001 1/1/0

/\.,\/

1700 | . ,{

2001

dial-peer voice 1 pots
destination-pattern
2001
port 1/1/1
dial-peer voice 2 pots
destination-pattern 200
port 1/1/0

Figure 1-41 Digir-by-Digir Collection

2002 2009
PSTN
Consumes
555

Dial 555-2001 17170 %\

_/ _/ 2001
1/0/0 A_,( TR - 4

dial-peer voice 1 pots
destination-pattern 2001
port 1/1/1

dial-peer voice 2 pots
destination-pattern 200.
port 1/1/0

Figure 1-42 Wildcard Use

The process of two-stage dialing on a gateway-by-gateway basis is enumerated in
Figure 1-43.
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dial-peer voice 1 pots
e destination-pattern 55

9 e e port 1/0/1
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Figure 1-43 Gareway-by-Gateway Processing

Figure 1-43 shows the following process:

1.

2.

0 g o o »

10.

The user takes the phone off-hook and receives the dial tone from local gateway R1.

The user dials 55 by entering the digits in irregular intervals.

. R1 collects the two digits (55), matches the outbound dial peer, and seizes the trunk

line 1/0/1 toward R2.

. R2 presents the second dial tone.

. The user hears the secondary dial tone and dials 4.

. R2 matches the outbound dial peer. R2 seizes the trunk line 1/0/1 to R3.
. R3 presents the third dial tone.

. The user hears the third dial tone and dials 2001 by entering the digits in irregular

intervals.

. R3 keeps collecting digits until the number 2001 has been received. That number

matches the outbound dial peer.

R3 signals an incoming call to the voice port 1/0/1. The recipient phone rings.

There are situations in which expected dial strings do not have a set number of digits. In
such cases, it is usually best to use variable-length dial peers by configuring the T termi-
nator on the dial-peer destination-pattern command. When the timer character (T) is
included at the end of the destination pattern, as illustrated in Figure 1-44, the router
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collects dialed digits until the interdigit timer expires (10 seconds, by default) or until the
termination character (the default is #) is dialed.

—
— 7

-~
-

1/0/0 4_/<_
A

dial-peer voice 1 pots
incoming called-number .
direct-inward-dial
dial-peer voice 10 pots
destination-pattern .T
port 1/0/0

Figure 1-44 Variable-Length
Numbers

One-Stage Dialing
One-stage dialing is enabled when the DID feature is configured on the inbound POTS
dial peer of the destination voice gateway. With one-stage dialing, the destination gate-
way does not present the dial tone. Therefore, the caller enters the entire number without
hearing any secondary dial tone. The PSTN can deliver the called number to the destina-
tion gateway in one of two ways:

m  Over digital interfaces: The CO switch sends a call setup message that contains the
entire DNIS. The DNIS is mapped to the outbound dial peer. The gateway forwards
the call directly to the configured destination.

m  Over analog interfaces (FXS-DID): The digits are automatically signaled to the desti-
nation gateway by the switch, without the requirement of the secondary dial tone.

Extensions
555-XXXX

Figure 1-45 illustrates one-stage dialing.

— =
/ 1/1/1:0 1/0/0:0 | == /
) 111 B
Dial 555-2001 2001

9 dial-peer voice 1 pots
incoming called-number .

direct-inward-dial

1

PSTN
Consumes
555

dial-peer voice 2 pots
destination-pattern 2001
port 1/1/1

Figure 1-45 DID Overview
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The following describes the process shown in Figure 1-45:
1. The user takes the phone off-hook, receives the dial tone, and dials 555-2001.

2. The PSTN delivers the call to the destination gateway. The destination gateway
receives the last four digits of the called number in one call setup message or over an
analog FXS DID trunk.

3. The destination gateway matches the outbound dial peer and signals an incoming call
to port 1/1/1. The recipient phone rings.

Figure 1-46 shows how DID manages the problem of incorrectly designed dial plans. The
destination gateway is connected to the PSTN over a digital trunk and has the DID fea-
ture enabled on the inbound POTS dial peer. Because the PSTN has consumed the first
digits from the called number, the destination gateway receives the last four digits in one
call setup message. The destination gateway selects dial peer 2 as the best match. The call
reaches the intended recipient.

2002-2009

L1/

11/0 a
~ >
/ oz [ E—
2 e,
o @ 1/0/0:0 ,1./< 111
Dial 555-2001 2001
dial-peer voice 1 pots
PSTN incoming called-number .
Consumes direct-inward-dial
555 dial-peer voice 2 pots

destination-pattern 2001
port 1/1/1

dial-peer voice 3 pots
destination-pattern 200
port 1/1/0

Figure 1-46 Marching wirh Complete Called Number

The process of one-stage dialing on a gateway-by-gateway basis is depicted in Figure 1-47.
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dial-peer voice 1 pots
e destination-pattern 55.....
9 port 1/0/1:0

...Irregular Intervals...
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1/0/1:0 | R1

2/0/0:0 R3

e
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>
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1/0/1 / ‘ 2001

dial-peer voice 1 pots

incoming called-number .
direct-inward-dial

dial-peer voice 2 pots
destination-pattern 4....
port 2/0/0:0

dial-peer voice 1 pots
incoming called-number .
direct-inward-dial
dial-peer voice 2 pots
destination-pattern 2001

port 1/0/1

Figure 1-47 Gareway-by-Gateway Processing

The following steps describe the process shown in Figure 1-47:

1.

The user takes the phone off-hook and receives the dial tone from the local
gateway R1.

The user dials 554-2001 by entering the digits in irregular intervals.

R1 collects the number, matches the outbound dial peer, and finds that the outgoing
call leg goes over the digital trunk 1/0/1:0. Because the outgoing voice port is a digi-
tal circuit, R1 sends the entire called number in one call setup message. R1 does not
forward the first two digits (55) because they are explicitly matched by the destina-
tion pattern and are consumed by default (forward-digits all is not configured).

R2 receives the called number (42001), matches the outbound dial peer 1, and for-
wards the called number (2001) in a single call setup message over the outgoing digi-
tal trunk, to R3. The first digit (4) is consumed through the explicit match by the
destination pattern.

R3 receives the called number (2001) in a single message and matches the outbound
dial peer.

R3 signals an incoming call to port 1/0/1, and the recipient phone rings.

Note If analog trunks were used in this example, the digits would be sent sequentially.
The caller would not hear any secondary or tertiary dial tones.
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As shown in Figure 1-48, the DID feature is configured using the direct-inward-dial com-
mand in the incoming dial peer. The inbound dial peer can be matched in various ways.
The recommended method to match inbound dial peers is to use the incoming called-
number command. The figure displays the two most commonly found DID configura-
tions, while the method using the incoming called-number command is preferred. Note
that the timer character (T) is not used in the incoming called-number command,
although it is used in destination patterns.

— Z
o
100} . ,{

dial-peer voice 1 pots
incoming called-number .
direct-inward-dial

dial-peer voice 10 pots
destination-pattern .T
port 1/0/0

Figure 1-48 Configuring DID

Following is the explanation of the two strings:

B  The string . (single period) matches any number with at least one digit. It is useful for
outbound matching using the destination-pattern command, and especially for in-
bound matching with the incoming called-number command.

B The string .T (single period followed by T) matches any number with at least one
digit. The timer character matches either the interdigit timeout or the termination
character (#). The string is useful for outbound matching using the destination-
pattern command.

Bonus Video To view a video of the author discussing dial-peer theory and demonstrat-
ing dial-peer configuration, navigate to the CVOICE page on the 1ExamAMonth.com web-
site (http://oneexamamonth.com/). The video on dial peers is titled Dial Peer Pressure.
Additional video tutorials from this website will be recommended later in this book.

Configuration of Voice Ports

Connecting voice devices to a network infrastructure requires an in-depth understanding
of the signaling and electrical characteristics specific to each type of interface.
Improperly matched electrical components can cause echo and create poor audio quality.
Configuring devices for international implementation requires knowledge of country-
specific settings. This section examines analog voice ports, analog signaling, and configu-
ration parameters for analog voice ports.
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Analog Voice Ports

Voice ports on routers and access servers emulate physical telephony switch connections
so that voice calls and their associated signaling can be transferred intact between a pack-
et network and a circuit-switched network or device. For a voice call to occur, certain
information must be passed between the telephony devices at either end of the call, such
as the on-hook status of the devices, the availability of the line, and whether an incoming
call is trying to reach a device. This information is referred to as signaling, and to
process it properly, the devices at both ends of the call segment, which are directly con-
nected to each other, must use the same type of signaling.

The devices in a packet network must be configured to convey signaling information in a
way that a circuit-switched network can understand. They must also be able to under-
stand signaling information that is received from the circuit-switched network. This is
accomplished by installing appropriate voice hardware in a router or access server and by
configuring the voice ports that connect to telephony devices or the circuit-switched net-
work. Figure 1-49 shows typical examples of how voice ports are used.

Telephone to WAN
Voice Port Serial Port
i FXS T1/E1/ISDN

(Analog) (Digital)
Telephone to PSTN
Voice Port Voice Port
— FXS | FXO
(Analog) (Analog)
PBX to PBX over WAN
Voice Port Serial Port Serial Port Voice Port
E&M ¢ ‘ T1/E1/ T1/E1/ E&M
(Analog) ISDN ISDN (Analog)
(Digital) (Digital)

Figure 1-49 Voice Ports
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Signaling Interfaces

Voice ports on routers and access servers physically connect the router, access server, or
call control device to telephony devices such as telephones, fax machines, PBXs, and
PSTN central office (CO) switches through signaling interfaces.

These signaling interfaces generate information about things such as

m  On-hook status
m  Ringing

m Line seizure

The voice port hardware and software of the router need to be configured to transmit
and receive the same type of signaling being used by the device they are interfacing
with so calls can be exchanged smoothly between a packet network and a circuit-
switched network.

The signaling interfaces discussed in the following sections include FXO, FXS, and
E&M, which are types of analog interfaces. Digital signaling interfaces include T1, E1,
and ISDN. Some digital connections emulate FXO, FXS, and E&M interfaces. It is impor-
tant to know which signaling method the telephony side of the connection is using and to
match the router configuration and voice interface hardware to that signaling method.

Analog Voice Port Interfaces

Analog voice port interfaces connect routers in packet-based networks to analog two-
wire or four-wire circuits in telephony networks. Two-wire circuits connect to analog tele-
phone or fax devices, and four-wire circuits connect to PBXs. Connections to the PSTN
CO are typically made with digital interfaces. Three types of analog voice interfaces are
supported by Cisco gateways, as illustrated in Figure 1-50.

The following is a detailed explanation of each of the three types of analog voice interfaces:

m  FXS: An FXS interface connects the router or access server to end-user equipment
such as telephones, fax machines, or modems. The FXS interface supplies ring, volt-
age, and dial tone to the station and includes an RJ-11 connector for basic telephone
equipment, key sets, and PBXs.

m  FXO: An FXO interface is used for trunk, or tie-line, connections to a PSTN CO or
to a PBX that does not support E&M signaling (when the local telecommunications
authority permits). This interface is of value for off-premises station applications. A
standard RJ-11 modular telephone cable connects the FXO voice interface card to
the PSTN or PBX through a telephone wall outlet.

m  E&M: Trunk circuits connect telephone switches to one another. They do not con-
nect end-user equipment to the network. The most common form of analog trunk cir-
cuit is the E&M interface, which uses special signaling paths that are separate from
the trunk audio path to convey information about the calls. The signaling paths are
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known as the E-lead and the M-lead. E&M connections from routers to telephone
switches or to PBXs are preferable to FXS and FXO connections, because E&M pro-
vides better answer and disconnect supervision.

/ L,\}/:\
J Fxs ¢ ‘
= FXS

— Connects directly to end-user equipment such as telephones, fax machines, or modems

FXO ¢ FXO
= FXO

— Used for trunk, or tie line, connections to a PSTN CO or to a PBX that does not
support E&M signaling

— 7 ~— 7
| ’i WAN/PSTN S
E&M © E&M

= E&M
— Most common form of analog trunk circuit

Figure 1-50 Analog Voice Ports

The name E&M is thought to derive from the phrase Ear and Mouth or rEceive and
transMit, although it could also come from Earth and Magneto. The history of these
names dates back to the early days of telephony, when the CO side had a key that
grounded the E circuit, and the other side had a sounder with an electromagnet
attached to a battery. Descriptions such as Ear and Mouth were adopted to help field
personnel understand and determine the direction of a signal in a wire.

Like a serial port, an E&M interface has a DTE/DCE type of reference. In the
telecommunications world, the trunking side is similar to the DCE and is usually
associated with CO functionality. The router acts as this side of the interface. The
other side is referred to as the signaling side, like a DTE, and is usually a device such
as a PBX.

Note Depending on how the router is connected to the PSTN, the voice gateway might
provide clocking to an attached key system or PBX, because the PSTN has more accurate
clocks, and the voice gateway can pass this capability to downstream devices.
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Analog Signaling

The human voice generates sound waves, and the telephone converts the sound waves into
electrical signals, analogous to sound. Analog signaling is not robust because of line
noise. Analog transmissions are boosted by amplifiers because the signal diminishes the
farther it travels from the CO. As the signal is boosted, the noise is also boosted, which
often causes an unusable connection.

In digital networks, signals are transmitted over great distances and coded, regenerated,
and decoded without degradation of quality. Repeaters amplify the signal and clean it to
its original condition. Repeaters then determine the original sequence of the signal levels
and send the clean signal to the next network destination.

Voice ports on routers and access servers physically connect the router or access server to
telephony devices such as telephones, fax machines, PBXs, and PSTN CO switches. These
devices might use any of several types of signaling interfaces to generate information
about on-hook status, ringing, and line seizure.

Signaling techniques can be placed into one of three categories:

m  Supervisory: Involves the detection of changes to the status of a loop or trunk.
When these changes are detected, the supervisory circuit generates a predetermined
response. A circuit (loop) can close to connect a call, for example.

m  Addressing: Involves passing dialed digits (pulsed or tone) to a PBX or CO. These
dialed digits provide the switch with a connection path to another phone or cus-
tomer premises equipment (CPE).

m Informational: Provides audible tones to the user, which indicate certain conditions
such as an incoming call or a busy phone.

FXS and FXO Supervisory Signaling

FXS and FXO interfaces indicate on-hook or off-hook status and the seizure of telephone
lines by one of two access signaling methods: loop-start or ground-start. The type of
access signaling is determined by the type of service from the telephone company’s CO.
Standard home telephone lines use loop-start, but business telephones can order ground-
start lines instead.

Loop-Start

Loop-start, as enumerated in Figure 1-51, is the more common of the access signaling
techniques. When a handset is picked up (the telephone goes off-hook), this action closes
the 48V circuit that draws current from the telephone company CO and indicates a
change in status, which signals the CO to provide a dial tone. An incoming call is signaled
from the CO to the called handset by sending a signal in a standard on/off pattern, which
causes the telephone to ring. When the called subscriber answers the call, the 48V circuit
is closed and the CO turns off the ring voltage. At this point, the two circuits are tied
together at the CO.
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Figure 1-51 Loop-Starr Signaling

The loop-start signaling process is as follows:

1. In the idle state, the telephone, PBX, or FXO module has an open two-wire loop (tip
and ring lines open). It could be a telephone set with the handset on-hook or a PBX or
FXO module that generates an open between the tip and ring lines. The CO or FXS
waits for a closed loop, which allows current to flow. The CO or FXS has a ring gener-

ator connected to the tip line and —48VDC on the ring line.

2. A telephone set, PBX, or FXO module closes the loop between the tip and ring lines.
The telephone takes its handset off-hook, or the PBX or FXO module closes a circuit
connection. The CO or FXS module detects current flow and then generates a dial
tone, which is sent to the telephone set, PBX, or FXO module. This indicates that the
customer can start to dial. At the same time, the CO or FXS module seizes the ring
line of the telephone, PBX, or FXO module called by superimposing a 20-Hz,
90VAC signal over the —48VDC ring line. This procedure rings the called-party tele-
phone set or signals the PBX or FXS module that there is an incoming call. The CO
or FXS module removes this ring after the telephone set, PBX, or FXO module
closes the circuit between the tip and ring lines.

3. The telephone set closes the circuit when the called party picks up the handset. The
PBX or FXS module closes the circuit when it has an available resource to connect

to the called party.
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Loop-start has two disadvantages:

m  There is no way to prevent the CO and the subscriber from seizing the same line at
the same time, a condition known as glare. It takes about 4 seconds for the CO
switch to cycle through all the lines it must ring. This delay in ringing a phone causes
the glare problem, because the CO switch and the telephone set seize a line simulta-
neously. When this happens, the person who initiated the call is connected to the
called party almost instantaneously, with no ring-back tone.

Note The best way to prevent glare is to use ground-start signaling.

m It does not provide switch-side disconnect supervision for FXO calls. The telephony
switch is the connection in the PSTN, another PBX, or key system. This switch
expects the FXO interface of the router, which looks like a telephone to the switch,
to hang up the calls it receives through its FXO port. However, this function is not
built in to the router for received calls. It operates only for calls originating from the
FXO port.

These disadvantages are usually not a problem on residential telephones, but they
become significant with the higher call volume experienced on business telephones.

Ground-Start

Ground-start signaling, as shown in Figure 1-52, is another supervisory signaling tech-
nique, like loop-start, that provides a way to indicate on-hook and off-hook conditions in
a voice network. Ground-start signaling is used primarily in switch-to-switch connections.
The main difference between ground-start and loop-start signaling is that ground-start
requires ground detection to occur in both ends of a connection before the tip and ring
loop can be closed.

Ground-start signaling works by using ground and current detectors that allow the net-
work to indicate off-hook or seizure of an incoming call independent of the ringing signal
and allow for positive recognition of connects and disconnects. Because ground-start sig-
naling uses a request and/or confirm switch at both ends of the interface, it is preferable
over FXOs and other signaling methods on high-usage trunks. For this reason, ground-
start signaling is typically used on trunk lines between PBXs and in businesses where call
volume on loop-start lines can result in glare.

The ground-start signaling process is as follows:

1. Inthe idle state, both the tip and ring lines are disconnected from ground. The PBX
and FXO constantly monitor the tip line for ground, and the CO and FXS constantly
monitor the ring line for ground. The battery (-48VDC) is still connected to the ring
line just as in loop-start signaling.

2. A PBX or FXO grounds the ring line to indicate to the CO or FXS that there is an
incoming call. The CO or FXS senses the ring ground and then grounds the tip lead
to let the PBX or FXO know that it is ready to receive the incoming call.
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3. The PBX or FXO senses the tip ground and closes the loop between the tip and ring
lines in response. It also removes the ring ground.

CcO PBX/FXO
-r| : Tlp G;::End
Detect
ldle State O = : cecet
re L fing —
-48V On-Hook
CcO PBX/FXO
P!BX Grounds Tip Tip
Ring Lead, CO T gerfeucr:gr
Senses Ring —
Ground and 1 Rin 1
Grounds Tip Lead - g =
-48V On-Hook
PBX Senses CcO . PBX/FXO
Tip Ground, Tip e
Closes Two ® L | Detector
Wire Loop, T . |__L
and Removes "RG Ring =
Ring Ground
-48V On-Hook

Figure 1-52 Ground-Starr Signaling

Analog Address Signaling

The dialing phase allows the subscriber to enter a phone number (address) of a telephone
at another location. The customer enters this number with either a rotary phone that gen-
erates pulses or a touch-tone (push-button) phone that generates tones. Table 1-6 shows
the frequency tones generated by DTMF dialing.

Telephones use two different types of address signaling to notify the telephone company
where a subscriber calls:

m  Pulse dialing

m DTMF dialing

These pulses or tones are transmitted to the CO switch across a two-wire twisted-pair
cable (tip and ring lines). On the voice gateway, the FXO port sends address signaling to
the FXS port. This address indicates the final destination of a call.
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Table 1-6 DTMF Frequencies

Frequencies 1209 1336 1477
697 1 2 3
770 4 5 6
852 7 8 9
941 * 0 #

Pulses were used by the old rotary phones. These phones had a disk that was rotated to
dial a number. As the disk rotated, it opened and closed the circuit a specified number of
times based on how far the disk was turned. The exchange equipment counted those cir-
cuit interruptions to determine the called number. The duration of open-to-closed times
had to be within specifications according to the country you were in.

These days, analog circuits use DTMF tones to indicate the destination address. DTMF
assigns a specific tone (consisting of two separate frequencies) to each key on the touch-
tone telephone dial pad. The combination of these two frequencies notifies the receiving
subscriber of the digits dialed.

Informational Signaling

The FXS port provides informational signaling using call progress (CP) tones, as detailed
in Table 1-7 These CP tones are audible and are used by the FXS connected device to
indicate the status of calls.

Table 1-7 Nerwork Call Progress Tones

Tone Frequency (Hz) On Time (Sec) Off Time (Sec)
Dial 350 + 440 Continuous Continuous
Busy 480 + 620 0.5 0.5
Ring-back, line 440 + 480 2 4
Ring-back, PBX 440 + 480 1 3
Congestion (toll) 480 + 620 0.2 0.3
Reorder (local) 480 + 620 0.3 0.2
Receiver off-hook 1400 + 2060 + 2450 + 0.1 0.1
2600
No such number 200 to 400 Continuous Continuous
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The progress tones listed in Table 1-7 are for North American phone systems.
International phone systems can have a completely different set of progress tones. Users
should be familiar with most of the following call progress tones:

m  Dial tone: Indicates that the telephone company is ready to receive digits from the
user telephone.

B Busy tone: Indicates that a call cannot be completed because the telephone at the
remote end is already in use.

®  Ring-back (normal or PBX) tone: Indicates that the telephone company is attempt-
ing to complete a call on behalf of a subscriber.

m  Congestion: Progress tone is used between switches to indicate that congestion in
the long-distance telephone network currently prevents a telephone call from being
processed.

B Reorder: Tone indicates that all the local telephone circuits are busy and thus pre-
vents a telephone call from being processed.

B Receiver off-hook: Tone is the loud ringing that indicates the receiver of a phone is
left off-hook for an extended period of time.

®  No such number: Tone indicates that the number dialed cannot be found in the rout-
ing table of a switch.

E&M Signaling

E&M is another signaling technique used mainly between PBXs or other network-to-net-
work telephony switches (Lucent 5 Electronic Switching System [S5ESS], Nortel DMS-100,
and so on). E&M signaling supports tie-line type facilities or signals between voice
switches. Instead of superimposing both voice and signaling on the same wire, E&M uses
separate paths, or leads, for each.

There are six distinct physical configurations for the signaling part of the interface. They
are Types I-V and Signaling System Direct Current No. 5 (SSDC5). They use different
methods to signal on-hook or off-hook status, as shown Table 1-8. Cisco voice implemen-
tation supports E&M Types I, I, 111, and V.

The following list details the characteristics of each E&M signaling type introduced in
Table 1-8:

Type I: Type I signaling is the most common E&M signaling method used in North
America. One wire is the E lead, the second wire is the M lead, and the remaining two
pairs of wires serve as the audio path. In this arrangement, the PBX supplies power, or
battery, for both E and M leads. In the idle (on-hook) state, both the E and M leads
are open. The PBX indicates an off-hook by connecting the M lead to the battery.
The line side indicates an off-hook by connecting the E lead to ground.

Type 1I: Type 1I signaling does not require a common ground between the PBX and
the attached device. This type uses four wires for signaling. One wire is the E lead,
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another wire is the M lead, and the two other wires are signal ground (SG) and signal
battery (SB). In Type II, SG and SB are the return paths for the E lead and M lead,
respectively. The PBX side indicates an off-hook by connecting the M lead to the SB
lead. The line side indicates an off-hook by connecting the E lead to the SG lead.

Type III: Type III signaling helps prevent electromagnetic interference (EMI) from
being interpreted as signaling. In the idle state (on-hook), the E lead is open and the
M lead is connected to the SG lead, which is grounded. The PBX side indicates an
off-hook by moving the M lead from the SG lead to the SB lead. The line side indi-
cates an off-hook by grounding the E lead.

Type IV: Type IV also uses four wires for signaling. In the idle state (on-hook), the E
and M leads are both open. The PBX side indicates an off-hook by connecting the M
lead to the SB lead, which is grounded on the line side. The line side indicates an off-
hook by connecting the E lead to the SG lead, which is grounded on the PBX side.

E&M Type IV is not supported on Cisco voice gateways. However, Type IV oper-

ates similarly to Type II except for the M-lead operation. On Type IV, the M-lead states are
open/ground, compared to Type II, which is open/battery. Type IV can interface with Type
I1. To use Type IV, you can set the E&M voice port to Type II and perform the necessary
M-lead rewiring.

Type V: Type V is the most common E&M signaling form used outside of North
America. Type V is similar to Type I because two wires are used for signaling (one
wire is the E lead and the other wire is the M lead). In the idle (on-hook) state, both
the E and M leads are open. The PBX indicates an off-hook by grounding the M
lead. The line side indicates an off-hook by grounding the E lead.

SSDC5: Similar to Type V, SSDCS5 differs in that on- and off-hook states are back-
ward to allow for fail-safe operation. If the line breaks, the interface defaults to off-
hook (busy). SSDCS5 is most often found in England.

Table 1-8 E&M Signaling Types

Type M-Lead Off- M-Lead On- E-Lead Off- E-Lead On-Hook
Hook Hook Hook

I Battery Ground Ground Open

I Battery Open Ground Open

11 Loop Current Ground Ground Open

v Ground Open Ground Open

\Y% Ground Open Ground Open

SSDC5 Earth On Earth Off Earth On Earth Off
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E&M Physical Interface

The physical E&M interface is an RJ-48 connector that connects to PBX trunk lines,
which are classified as either two-wire or four-wire.

Note Two-wire and four-wire refer to the voice wires. A connection might be called a
four-wire E&M circuit although it actually has six physical wires (that is, two tip leads,
two ring leads, an E lead, and an M lead).

E&M Address Signaling

PBXs built by different manufacturers can indicate on-hook/off-hook status and tele-
phone line seizure on the E&M interface by using any of three types of access signaling:

B Immediate-start: Inmediate-start, as illustrated in Figure 1-53, is the simplest
method of E&M access signaling. The calling side seizes the line by going off-hook
on its E lead, waits for a minimum of 150 ms, and then sends address information as
DTMF digits or as dialed pulses. This signaling approach is used for E&M tie trunk

interfaces.
Sending Switch Receiving Switch
Off-Hook >
\ Sending switch goes
On-Hook ———— off-hook.
‘
150 ms DTMF Digits
____________________________ *
Sending switch waits a minimum of 150 ms before
sending addressing.
< Off-Hook
Receiving switch goes off-hook /
after connection is established. ——  On-Hook

Figure 1-53 Immediare-Start Signaling

m  Wink-start: Wink-start, as shown in Figure 1-54, is the most commonly used
method for E&M access signaling and is the default for E&M voice ports. Wink-
start was developed to minimize glare, a condition found in immediate-start E&M, in
which both ends attempt to seize a trunk at the same time. In wink-start, the calling
side seizes the line by going off-hook on its E lead; it then waits for a short tempo-
rary off-hook pulse, or “wink,” from the other end on its M lead before sending
address information as DTMF digits. The switch interprets the pulse as an indication
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to proceed and then sends the dialed digits as DTMF or dialed pulses. This signaling
is used for E&M tie trunk interfaces. This is the default setting for E&M voice ports.

Sending Switch Receiving Switch
Off-Hook >
\ Sending switch goes
On-Hook ———— off-hook.
i ; ; Wink
Receiving switch goes momentarily Off-Hook
off-hook for 140 to 200 ms. —
< On-Hook
DTMF Digits
__________________________________________ )

Sending switch waits a minimum of 210 ms before
sending addressing.

Receiving switch goes off-hook /

after connection is established. —————  On-Hook

Off-Hook

A

Figure 1-54 Wink-Srarr Signaling

B Delay-start: With delay-start signaling, as depicted in Figure 1-55, the calling station
seizes the line by going off-hook on its E lead. After a timed interval, the calling side
looks at the status of the called side. If the called side is on-hook, the calling side
starts sending information as DTMF digits. Otherwise, the calling side waits until the
called side goes on-hook and then starts sending address information. This signaling
approach is used for E&M tie trunk interfaces.

Configuring Analog Voice Ports

The three types of analog ports that you learn to configure in this section are

m  FXS
m FXO
m  E&M

FXS Voice Port Configuration

In North America, the FXS port connection functions with default settings most of the
time. The same cannot be said for other countries and continents. Remember, FXS ports
look like switches to the edge devices that are connected to them. Therefore, the configu-
ration of the FXS port should emulate the switch configuration of the local PSTN.

For example, consider an international company that has offices in the United States and
England. Each PSTN provides signaling that is standard for its own country. In the United
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States, the PSTN provides a dial tone that is different from the dial tone in England. The
signals that ring incoming calls are different in England. Another instance where the
default configuration might be changed is when the connection is a trunk to a PBX or
key system. In each of these cases, the FXS port must be configured to match the set-
tings of the device to which it is connected.

Sending Switch Receiving Switch
Off-Hook >
\ Sending switch goes
On-Hook off-hook.
Receiving switch goes —  Off-Hook
on-hook. —
< On-Hook
DTMF Digits
________________________ gts o __»

Sending switch waits for receiving switch to go
on-hook before sending addressing.

Receiving switch goes off-hook /

after connection is established. ——  On-Hook

A

Off-Hook

Figure 1-55 Delay-Starr Signaling

In this example, you have been assigned to configure a voice gateway to route calls to a
POTS phone connected to an FXS port on a remote router in Great Britain. Figure 1-56
shows how the British office is configured to enable ground-start signaling on FXS voice
port 0/2/0. The call-progress tones are set for Great Britain, and the ring cadence is set for
pattern 1.

Liverpool Voice Port

0/2/0
~

/) =

Figure 1-56 FXS Configuration Topology

The requirements for your configuration are the following:

m  Configure the voice port to use ground-start signaling.

m  Configure the call-progress tones for Great Britain.
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You would then complete the following steps to accomplish the stated objectives:
Step 1.  Enter voice port configuration mode.
Router(config)#voice-port slot/port

Step 2.  Select the access signaling type to match the telephony connection you are
making.

Router(config-voiceport)#signal {loopstart | groundstart}

Note If you change signal type, you must execute a shutdown and a no shutdown com-
mand on the voice port.

Step 3.  Select the two-letter locale for the voice call progress tones and other locale-
specific parameters to be used on this voice port.

Router(config-voiceport)#cptone locale

Step 4.  Specify a ring pattern. Each pattern specifies a ring-pulse time and a ring-
interval time.

Router(config-voiceport)#ring cadence {pattern-number | define pulse
interval}

Note The parrernXX keyword provides preset ring-cadence patterns for use on any
platform. The define keyword allows you to create a custom ring cadence.

Step 5.  Activate the voice port.
Router(config-voiceport)#no shutdown

Example 1-5 shows the complete FXS voice port configuration.

Example 1-5 FXS Voice Port Configuration

Router(config)#voice-port 0/2/0
Router(config-voiceport)#signal groundstart
Router(config-voiceport)#cptone GB
Router(config-voiceport)#ring cadence patternoi
Router(config-voiceport)#no shutdown
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FXO Voice Port Configuration

An FXO trunk is one of the simplest analog trunks available. Because DNIS information
can be sent out only to the PSTN, no DID is possible. ANI is supported for inbound
calls. Two signaling types exist, loop-start and ground-start, with ground-start being the
preferred method.

For example, consider the topology shown in Figure 1-57. Imagine you have been
assigned to configure a voice gateway to route calls to and from the PSTN through an
FXO port on the router.

Austin

FXO

——-omm-———(ﬁﬂ\\———f/’
S

Inbound calls should
be routed to 4001.

Figure 1-57 FXO Configuration Topology

In this scenario, you must set up a private line automatic ringdown (PLAR) connection
using an FXO port connected to the PSTN.

The configuration requirements are the following:

m  Configure the voice port to use ground-start signaling.
m  Configure a PLAR connection from a remote location to extension 4001 in Austin.

m  Configure a standard dial peer for inbound and outbound PSTN calls.

Because an FXO trunk does not support DID, two-stage dialing is required for all
inbound calls. If all inbound calls should be routed to a specific extension (for example, a
front desk), you can use the connection plar opx command. In this example, all inbound
calls are routed to extension 4001.

You could then complete the following steps to configure the FXO voice port:
Step 1.  Enter voice port configuration mode.
Router(config)#voice-port 0/0/0

Step 2.  Select the access signaling type to match the telephony connection you are
making.

Router(config-voiceport)#signal ground-start
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Step 3.  Specify a PLAR off-premises extension (OPX) connection.

Router(config-voiceport)#connection plar opx 4001

Note PLAR is an autodialing mechanism that permanently associates a voice interface
with a far-end voice interface, allowing call completion to a specific telephone number or
PBX without dialing. When the calling telephone goes off-hook, a predefined network dial
peer is automatically matched. This sets up a call to the destination telephone or PBX.

Using the opx option, the local voice port provides a local response before the remote
voice port receives an answer. On FXO interfaces, the voice port does not answer until the
remote side has answered.

Step 4.  Activate the voice port.
Router(config-voiceport)#no shutdown

Step 5.  Exit voice port configuration mode.
Router(config-voiceport)#exit

Step 6.  Create a standard dial peer for inbound and outbound PSTN calls.
Router(config)#dial-peer voice 90 pots

Step 7.  Specify the destination pattern.

Router(config-dialpeer)#destination-pattern 9T

Note The T control character indicates that the destination-pattern value is a variable-
length dial string. Using this control character enables the router to wait until all digits are
received before routing the call.

Step 8.  Specify the voice port associated with this dial peer.
Router(config-dialpeer)#port 0/0/0

Example 1-6 shows the complete FXO voice port configuration.

Example 1-6 FXO Voice Port Configuration

Router(config)#voice-port 0/0/0
Router(config-voiceport)#signal groundstart
Router(config-voiceport)#connection plar opx 4001
Router(config)#dial-peer voice 90 pots
Router(config-dialpeer)#destination-pattern 9T
Router(config-dialpeer)#port 0/0/0
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E&M Voice Port Configuration
Configuring an E&M analog trunk is straightforward. Three key options have to be set:

m  The signaling E&M signaling type
m  Two- or four-wire operation

m  The E&M type

As an example, consider the topology shown in Figure 1-58.

E&M Trunk Wink Start
Type | Two-Wire

1001 PBX V _
N

100 —P. =

Inbound DNIS E&M |7 =

Outbound DNIS ~ 1/1/1
1003

g g g
KKK

Figure 1-58 E&M Configuration Topology

In this example, you have been assigned to configure a voice gateway to work with an
existing PBX system according to network requirements. You must set up a voice gateway
to interface with a PBX to allow the IP phones to call the POTS phones using a four-digit
extension.

The configuration requirements are the following:

m  Configure the voice port to use wink-start signaling.

m  Configure the voice port to use 2-wire operation mode.

m  Configure the voice port to use Type I E&M signaling.

m  Configure a standard dial peer for the POTS phones behind the PBX.

Both sides of the trunk need to have a matching configuration. The following example
configuration shows an E&M trunk using wink-start signaling, E&M Type I, and two-

wire operation. Because E&M supports inbound and outbound DNIS, DID support is
also configured on the corresponding dial peer.

You could complete the following steps to configure the E&M voice port:
Step 1.  Enter voice port configuration mode.

Router(config)#voice-port 1/1/1
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Step 2.  Sclect the access signaling type to match the telephony connection you are
making.

Router(config-voiceport)#signal wink-start
Step 3.  Select a specific cabling scheme for the E&M port.

Router(config-voiceport)#operation 2-wire

Note This command affects only voice traffic. If the wrong cable scheme is specified, the
user might get voice traffic in only one direction.

Also, using this command on a voice port changes the operation of both voice ports on a
voice port module (VPM) card. The voice port must be shut down and then opened again
for the new value to take effect.

Step 4.  Specify the type of E&M interface.
Router(config-voiceport)#type 1

Step 5.  Activate the voice port.
Router(config-voiceport)#no shutdown

Step 6.  Exit voice port configuration mode.
Router(config-voiceport)#exit

Step 7.  Create a dial peer for the POTS phones.
Router(config)#dial-peer voice 10 pots

Step 8.  Specify the destination pattern for the POTS phones.
Router(config-dialpeer)#destination-pattern 1...

Step 9.  Specify direct inward dialing.

Router(config-dialpeer)#direct-inward-dial

Note DID is needed when POTS phones call IP phones. In this case we match the POTS
dial peer. This same dial peer is also used to call out to POTS phones.
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Step 10. Specify digit forwarding for all digits, so that no digits will be stripped as
they are forwarded out of the voice port. By default, only digits matched by
wildcard characters in the destination-pattern command are forwarded.

Router(config-dialpeer)#forward-digits all
Step 11. Specify the voice port associated with this dial peer.
Router(config-dialpeer)#port 1/1/1

Example 1-7 shows the complete E&M voice port configuration.

Example 1-7 E&M Voice Port Configuration

Router(config)#voice-port 1/1/1
Router(config-voiceport)#signal wink-start
Router(config-voiceport)#operation 2-wire
Router(config-voiceport)#type 1
Router(config-voiceport)#no shutdown
Router(config-voiceport)#exit
Router(config)#dial-peer voice 10 pots
Router(config-dialpeer)#destination-pattern 1...
Router(config-dialpeer)#direct-inward-dial
Router(config-dialpeer)#forward-digits all
Router(config-dialpeer)#port 1/1/1

Trunks

Trunks interconnect gateways or PBX systems to other gateways, PBX systems, or the
PSTN. A trunk is a single physical or logical interface that contains several physical inter-
faces and connects to a single destination. This could be a single FXO port that provides
a single line connection between a Cisco gateway and an FXS port of small PBX system,
a POTS device, or several T1 interfaces with 24 lines each in a Cisco gateway providing
PSTN lines to several hundred subscribers.

Trunk ports can be analog or digital and use a variety of signaling protocols. Signaling can
be done using either the voice channel (in-band) or an extra dedicated channel (out-of-
band). The available features depend on the signaling protocol in use between the devices.

Figure 1-59 illustrates a variety of possible trunk connections.
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Chicago T1 PRI
E&M
P | Trunk
San Jose T1 QSIG
Trunk
T1 CAS
72 Trunk

T1 QSIG
Trunk

Denver

T1 PRI

Figure 1-59 Trunk Connections

Consider the following characteristics of the trunks depicted in Figure 1-59:

m  If a subscriber at the London site places a call to the PSTN, the gateway uses one
voice channel of the E1 R2 trunk interface.

m If a subscriber of the legacy PBX system at the Chicago site needs to place a call to
a subscriber with an IP phone connected to the Chicago gateway, the call will go via
the E&M trunk between the legacy PBX and the gateway.

m  The Denver and the Chicago sites are connected to San Jose via Q Signaling (QSIG) to
build up a common private numbering plan between those sites. Because Denver’s
Cisco IP telephony rollout has not started yet, the QSIG trunk is established directly
between San Jose’s gateway and Denver’s legacy PBX.

The following discussion describes features offered by analog trunks. Additionally, you
will see how to overcome a caller ID issue often seen with analog trunks and how to sup-
port calls coming into a router via an analog trunk (that is, a DID trunk).

Analog Trunks

Because many organizations continue to use analog devices, a requirement to integrate
analog circuits with VoIP or IP telephony networks still exists. To implement a Cisco
voice gateway into an analog trunk environment, the FXS, FXO, DID, and E&M inter-
faces are commonly used, as illustrated in Figure 1-60.
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/ EXS Station Port / /
J Port L ~
FXS r}’*
N—39
FXS ]
d Port

FXS Interface

/ Trunk Side of PBX
J_l —

NHD

E&M Interface DID Interface

Figure 1-60 Analog Trunks

PSTN carriers typically offer analog trunk features that can be supported on home
phones. Table 1-9 presents a description of the common analog trunk features.

Figure 1-61 shows a small business voice network connected through a gateway to the
PSTN. The voice network supports both analog phones and IP phones. The connection to
the PSTN is through an FXO port, and the analog phone is connected to the small busi-
ness network through an FXS port. The issue in this scenario is how the caller ID is
passed to call destinations.

Table 1-9 Analog Trunk Features

Feature Description

Caller ID Caller ID allows users to see the calling number before answer-
ing the phone.

Message waiting Two methods activate an analog message indicator:
« High-DC voltage message waiting indicator (MW1I) light and
frequency-shift keying (FSK) messaging
« Stuttered dial tone for phones without a visual indicator

Call waiting When a user is on a call and a new call comes in, the user hears
an audible tone and can “click over” to the new caller.

Caller ID on call waiting When a user is on a call, the name of the second caller is
announced or the caller ID is shown.
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Table 1-9 Analog Trunk Features

Feature Description

Transfer This feature includes both blind and supervised transfers using
the standard established by Bellcore laboratories. The hookflash
method is common with analog trunks.

Conference Conference calls are initiated from an analog phone using hook-
flash or feature access codes.

Speed dial A user can set up keys for commonly dialed numbers and dial
these numbers directly from an analog phone.

Call forward all Calls can be forwarded to a number within the dial plan.

Redial A simple last-number redial can be activated from analog
phones.

DID Direct inward dialing is supported on E&M and FXS DID ports.

Caller ID Display
Number 408 555-0100
Name ACME Enterprises

>

/408 555-9999

Service Provider Database
Number 408 555-0100
Name ACME Enterprises

/@ °S Ext. 0113

Caller ID Display
Number 555-0112
Name John Smith

Analog Extension
Station ID Number 555-0112
Station ID Name John Smith

Figure 1-61 Analog Trunks Example
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This example describes two calls; the first call is to an on-premises destination, and the
second call is to an off-premises destination:

m  Call 1: Call 1 is from the analog phone to another phone on the premises. The FXS
port is configured with a station ID name and station ID number. The name is John
Smith, and the number is 555-0112. When a call is placed from the analog phone to
another phone on the premises, an IP phone in this case, the caller name and number
are displayed on the screen of the IP phone.

m  Call 2: Call 2 is placed from the same analog phone, but the destination is off the
premises on the PSTN. The FXO port forwards the station ID name and station ID
number to the CO switch. The CO switch discards the station ID name and station ID
number and replaces them with information it has configured for this connection.

For inbound calls, the caller ID feature is supported on the FXO port in the gateway. If
the gateway is configured for H.323, the caller ID is displayed on the IP phones and on
the analog phones (if supported).

Centralized Automated Message Accounting Trunk

A Centralized Automated Message Accounting (CAMA) trunk is a special analog trunk
type originally developed for long-distance billing but now mainly used for emergency
call services (911 and E911 services). You can use CAMA ports to connect to a Public
Safety Answering Point (PSAP) for emergency calls. A CAMA trunk can send only out-
bound Automatic Number Identification (ANI) information, which is required by the
local PSAP.

CAMA interface cards and software configurations are targeted at corporate enterprise
networks and at service providers and carriers who are creating new or supplementing
existing networks with Enhanced 911 (E911) services. CAMA carries both calling and
called numbers by using in-band signaling. This method of carrying identifying informa-
tion enables the telephone system to send a station ID number to the PSAP via multifre-
quency (MF) signaling through the telephone company E911 equipment. CAMA trunks
are currently used in 80 percent of E911 networks. The calling number is needed at the
PSAP for two reasons:

m  The calling number is used to reference the Automatic Location Identification (ALI)
database to find the exact location of the caller and any extra information about the
caller that might have been stored in the database.
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m  The calling number is used as a callback number in case the call is disconnected. A
number of U.S. states have initiated legislation that requires enterprises to connect di-
rectly to the E911 network. The U.S. Federal Communications Commission (FCC) has
announced model legislation that extends this requirement to all U.S. states.
Enterprises in areas where the PSTN accepts 911 calls on ISDN trunks can use exist-
ing Cisco ISDN voice gateway products, because the calling number is an inherent
part of ISDN.

Note You must check local legal requirements when using CAMA.

Calls to emergency services are routed based on the calling number, not the called num-
ber. The calling number is checked against a database of emergency service providers that
cross-references the service providers for the caller location. When this information is
determined, the call is then routed to the proper PSAP, which dispatches services to the
caller location.

During the setup of an E911 call, before the audio channel is connected, the calling num-
ber is transmitted to each switching point, known as a selective router, via CAMA.

Cisco’s VIC2-2FXO and VIC2-4FXO cards support CAMA via software configuration.
CAMA support is also available for the Cisco 2800 Series and 3800 Series ISRs. It is
common for E911 service providers to require CAMA interfaces to their network.

Figure 1-62 shows a site that has a T1 PRI circuit for normal inbound and outbound
PSTN calls. Because the local PSAP requires a dedicated CAMA trunk for emergency
(911) calls, all emergency calls are routed using a dial peer pointing to the CAMA trunk.

Austin

T1 PRI for Standard Calls

CAMATrunk |

for Emergency 1
Calls

PSAP

Figure 1-62 Configuring a CAMA Trunk
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The voice port 1/1/1 is the CAMA trunk. The actual configuration depends on the PSAP
requirements. In this case, the digit 1 signals the area code 312. The voice port is then
configured for CAMA signaling using the signal cama command. Five options exist:

B KP-0-NXX-XXXX-ST: Seven-digit ANI transmission. The Numbering Plan Area
(NPA), or area code, is implied by the trunk group and is not transmitted.

B KP-0-NPA-NXX-XXXX-ST: Ten-digit transmission. The E.164 number is fully
transmitted.

B KP-O-NPA-NXX-XXXX-ST-KP-YYY-YYY-YYYY-ST: Supports CAMA signaling with
ANI/Pseudo ANI (PANI).

m  KP-2-ST: Default transmission when the CAMA trunk cannot get a corresponding
Numbering Plan Digit (NPD) in the lookup table or when the calling number is fewer
than ten digits. (NPA digits are not available.)

B KP-NPD-NXX-XXXX-ST: Eight-digit ANI transmission, where the NPD is a single
MF digit that is expanded into the NPA. The NPD table is preprogrammed in the
sending and receiving equipment (on each end of the MF trunk). For example: 0 =
415,1=510,2 = 650,3 =916

05551234 = (415) 555-1234, 15551234 = (510) 555-1234
The NPD value range is 0-3.

When you use the NPD format, the area code needs to be associated with a single digit.
You can preprogram the NPA into a single MF digit using the ani mapping voice port
command. The number of NPDs programmed is determined by local policy as well as by
the number of NPAs the PSAP serves. Repeat this command until all NPDs are config-
ured or until the NPD maximum range is reached.

In this example, the PSAP expects NPD signaling, with the area code 312 being repre-
sented by the digit 1.

You could then complete the following steps to configure the voice port for CAMA
operation:

Step 1.  Configure a voice port for 911 calls.

Router(config)#voice-port 1/1/1
Router(config-voiceport)#ani mapping 1 312
Router(config-voiceport)#signal cama kp-npd-nxx-xxxx-st

Step 2.  Configure a dedicated dial peer to route emergency calls using the CAMA
trunk when a user dials 911.

Router(config)#dial-peer voice 911 pots
Router(config-dialpeer)#destination-pattern 911
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Router(config-dialpeer)#prefix 911
Router(config-dialpeer)#port 1/1/1

Step 3.  Configure a dedicated 9911 dial peer to route all emergency calls using the
CAMA trunk when a user dials 9911.

Router(config)#dial-peer voice 9911 pots
Router(config-dialpeer)#destination-pattern 9911
Router(config-dialpeer)#prefix 911
Router(config-dialpeer)#port 1/1/1

Step 4. Configure a standard PSTN dial peer for all other inbound and outbound
PSTN calls.

Router(config)#dial-peer voice 910 pots
Router(config-dialpeer)#destination-pattern 9[2-8]
Router(config-dialpeer)#port 0/0/0:23

Example 1-8 shows the complete CAMA trunk configuration.

Example 1-8 CAMA Trunk Configuration

Router(config)#voice-port 1/1/1
Router(config-voiceport)#ani mapping 1 312
Router(config-voiceport)#signal cama KP-NPD-NXX-XXXX-ST
Router(config)#dial-peer voice 911 pots
Router(config-dialpeer)#destination-pattern 911
Router(config-dialpeer)#prefix 911
Router(config-dialpeer)#port 1/1/1
Router(config)#dial-peer voice 9911 pots
Router(config-dialpeer)#destination-pattern 9911
Router(config-dialpeer)#prefix 911
Router(config-dialpeer)#port 1/1/1
Router(config)#dial-peer voice 910 pots
Router(config-dialpeer)#destination-pattern 9[2-8]
Router(config-dialpeer)#port 0/0/0:23

Direct Inward Dialing Trunk

Typically, FXS ports connect to analog phones, but some carriers offer FXS trunks that
support DID. The DID service is offered by telephone companies, and it enables callers to
dial an extension directly on a PBX or a VoIP system (for example, Cisco Unified
Communications Manager and Cisco IOS routers and gateways) without the assistance of
an operator or automated call attendant. This service makes use of DID trunks, which
forward only the last three to five digits of a phone number to the PBX, router, or gate-
way. For example, a company has phone extensions 555-1000 to 555-1999. A caller dials
555-1234, and the local CO forwards 234 to the PBX or VoIP system. The PBX or VoIP
system then rings extension 234. This entire process is transparent to the caller.
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Because an FXS DID trunk can receive only inbound calls, a combination of FXS, DID,
and FXO ports is required for inbound and outbound calls. Two signaling types exist,
loop-start and ground-start, with ground-start being the preferred method.

Figure 1-63 shows an analog trunk using an FXS DID trunk for inbound calls and a stan-
dard FXO trunk for outbound calls.

Denver

<.  0/0/0 FXS-DID Inbound 0/0/0
<-2-I-- T S
¥ - i
‘ ; v [ >
0/1/0 FXO Outbound 0/1/0
..’/"‘I'

Figure 1-63 Configuring DID Trunks

You could then complete the following steps to enable DID signaling on the FXS port:

Step 1.  Configure the FXS port for DID and wink-start.

Router(config)#voice-port 0/0/0
Router(config-voiceport)#signal did wink-start

Step 2.  Configure the FXO port for ground-start signaling.

Router(config)#voice-port 0/1/0
Router(config-voiceport)#signal groundstart

Step 3.  Create an inbound dial peer using the FXS DID port. Note that DID is enabled.
Router(config)#dial-peer voice 1 pots
Router(config-dialpeer)#incoming called-number .
Router(config-dialpeer)#direct-inward-dial
Router(config-dialpeer)#port 0/0/0

Step 4. Create a standard outbound dial peer using the FXO port.
Router(config)#dial-peer voice 910 pots
Router(config-dialpeer)#destination-pattern 9[2-8]

Router(config-dialpeer)#port 0/1/0

Example 1-9 shows the complete DID trunk configuration.
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Example 1-9 DID Trunk Configuration

Router(config)#voice-port 0/0/0
Router(config-voiceport)#signal did wink-start
Router(config)#voice-port 0/1/0
Router(config-voiceport)#signal groundstart
Router(config)#dial-peer voice 1 pots
Router(config-dialpeer)#incoming called-number .
Router(config-dialpeer)#direct-inward-dial
Router(config-dialpeer)#port 0/0/0
Router(config)#dial-peer voice 910 pots
Router(config-dialpeer)#destination-pattern 9[2-8]
Router(config-dialpeer)#port 0/1/0

Timers and Timing

You can set a number of timers and timing parameters for fine-tuning a voice port.
Following are voice port configuration mode commands you can use to set a variety of
timing parameters:

m timeouts initial seconds: Configures the initial digit timeout value in seconds. This
value controls how long the dial tone is presented before the first digit is expected.
This timer value typically does not need to be changed.

® timeouts interdigit seconds: Configures the number of seconds for which the sys-
tem will wait between caller-entered digits before sending the input to be assessed.
If the digits are coming from an automated device, and the dial plan is a variable-
length dial plan, you can shorten this timer so the call proceeds without having to
wait the full default of 10 seconds for the interdigit timer to expire.

B timeouts ringing {seconds | infinity}: Configures the length of time a caller can con-
tinue to let the telephone ring when there is no answer. You can configure this set-
ting to be less than the default of 180 seconds so that you do not tie up a voice port
when it is evident the call is not going to be answered.

m timing digit milliseconds: Configures the DTMF digit signal duration for a specified
voice port. You can use this setting to fine-tune a connection to a device that might
have trouble recognizing dialed digits. If a user or device dials too quickly, the digit
might not be recognized. By changing the timing on the digit timer, you can provide
for a shorter or longer DTMF duration.

® timing interdigit milliseconds: Configures the DTMF interdigit duration for a speci-
fied voice port. You can change this setting to accommodate faster or slower dialing
characteristics.

m timing hookflash-input milliseconds and timing hookflash-output milliseconds:
Configure the maximum duration (in milliseconds) of a hookflash indication.
Hookflash is an indication by a caller that wants to do something specific with the
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call, such as transfer the call or place the call on hold. For the timing hookflash-input
command, if the hookflash lasts longer than the specified limit, the FXS interface
processes the indication as on-hook. If you set the value too low, the hookflash might
be interpreted as a hang-up. If you set the value too high, the handset has to be left
hung up for a longer period to clear the call. For the timing hookflash-output com-
mand, the setting specifies the duration of the hookflash indication that the gateway
generates outbound. You can configure this to match the requirements of the con-
nected device.

Under normal use, these timers do not need to be adjusted. In two instances, these timers
can be configured to allow more or less time for a specific function:

m  When ports are connected to a device that does not properly respond to dialed digits
or hookflash

®m  When the connected device provides automated dialing

Example 1-10 shows a configuration for a home for someone with a disability who might
require more time to dial digits. Notice the requirement to allow the telephone to ring,
unanswered, for 4 minutes. The configuration enables several timing parameters on a
Cisco voice-enabled router voice port 0/1/0. The initial timeout is lengthened to 15 sec-
onds; the interdigit timeout is lengthened to 15 seconds; the ringing timeout is set to 240
seconds; and the hookflash-in (that is, the maximum amount of time an on-hook condi-
tion will be interpretted as a hookflash) is set to 500 ms.

Example 1-10 Timers and Timing Configuration

Router(config)#voice-port 0/1/0
Router(config-voiceport)#timeouts initial 15
Router(config-voiceport)#timeouts interdigit 15
Router(config-voiceport)#timeouts ringing 240
Router(config-voiceport)#timing hookflash-in 500

Verifying Voice Ports

After physically connecting analog or digital devices to a Cisco voice-enabled router, you
might need to issue show, test, or debug commands to verify or troubleshoot your con-
figuration. For example, the following list enumerates six steps to monitor and trou-
bleshoot voice ports:

Step 1.  Pick up the handset of an attached telephony device and check for a dial tone.
If there is no dial tone, check the following:

m  Is the plug firmly seated?
m Is the voice port enabled?

m Is the voice port recognized by the Cisco IOS?
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Step 5.

Step 6.
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m s the router running the correct version of Cisco IOS to recognize the
module?

m  Isadial peer configured for that port?

If you have a dial tone, dial a DTMF digit. If the dial tone stops when you dial
a digit, the voice port is probably configured properly.

Use the show voice port command to verify that the data configured is cor-
rect. If you have trouble connecting a call, and you suspect that the problem
is associated with voice port configuration, you can try to resolve the prob-
lem by performing Steps 4 through 6.

Use the show voice port command to make sure the port is enabled. If the
port is administratively down, use the no shutdown command. If the port
was working previously and is not working now, it is possible the port is in a
hung state. Use the shutdown/no shutdown command sequence to reinitialize
the port.

If you have configured E&M interfaces, make sure the values associated with
your specific PBX setup are correct. Specifically, check for two-wire or four-

wire wink-start, immediate-start, or delay-start signaling types, and the E&M
interface type. These parameters need to match those set on the PBX for the

interface to communicate properly.

You must confirm that the voice network module (VNM) (that is, the module
in the router that contains the voice ports) is correctly installed. With the
device powered down, remove the VNM, and reinsert it to verify the installa-
tion. If the device has other slots available, try inserting the VNM into anoth-
er slot to isolate the problem. Similarly, you can move the voice interface card
(VIC) to another VIC slot to determine whether the problem is with the VIC
card or with the module slot.

For reference, Table 1-10 lists six show commands for verifying the voice port configuration.

Example 1-11 provides sample output for the show voice port command.

Table 1-10 Commands ro Verify Voice Ports

Command Description

show voice port Shows all voice port configurations in detail
show voice port slot/subunit/port Shows one voice port configuration in detail
show voice port summary Shows all voice port configurations in brief
show voice busyout Shows all ports configured as busyout

show voice dsp

Shows the status of all DSPs

show controller T1 | E1 Shows the operational status of a controller
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Example 1-11 show voice port Command

Router#show voice port

Foreign Exchange Station 0/0/0 Slot is @, Sub-unit is @, Port is 0
Type of VoicePort is FXS VIC2-2FXS
Operation State is DORMANT
Administrative State is UP
No Interface Down Failure
Description is not set
Noise Regeneration is enabled
Non Linear Processing is enabled
Non Linear Mute is disabled
Non Linear Threshold is -21 dB
Music On Hold Threshold is Set to -38 dBm
In Gain is Set to @ dB
Out Attenuation is Set to 3 dB
Echo Cancellation is enabled
Echo Cancellation NLP mute is disabled
Echo Cancellation NLP threshold is -21 dB
Echo Cancel Coverage is set to 64 ms
Echo Cancel worst case ERL is set to 6 dB
Playout-delay Mode is set to adaptive
Playout-delay Nominal is set to 60 ms

Example 1-12 provides sample output for the show voice port summary command.

Example 1-12 show voice port summary Command

router#show voice port summary
IN ouT

PORT CH SIG-TYPE ADMIN OPER STATUS STATUS EC
0/0/0 — fxs-1s up dorm on-hook idle y
0/0/1 — fxs-1s up dorm on-hook idle y
50/0/11 1 efxs up dorm on-hook idle y
50/0/11 2 efxs up dorm on-hook idle y
50/0/12 1 efxs up dorm on-hook idle y
50/0/12 2 efxs up dorm on-hook idle y

For further reference, Table 1-11 provides a series of commands used to test Cisco voice
ports. The test commands provide the capability to analyze and troubleshoot voice ports
on voice-enabled routers. As Table 1-11 shows, you can use five test commands to force
voice ports into specific states to test the voice port configuration. The csim start dial-
string command simulates a call to any end station for testing purposes.
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Command

Description

test voice port port_or_DSO0-group_identifier
detector {m-lead | battery-reversal | ring |
tip-ground | ring-ground | ring-trip} {on | off |
disable}

Forces a detector into specific states for
testing.

test voice port port_or_DSO0-group_identifier
inject-tone {local | network} {1000hz | 2000hz |
200hz | 3000hz | 300hz | 3200hz | 3400hz |
500hz | quiet | disable}

Injects a test tone into a voice port. A call
must be established on the voice port
under test. When you are finished testing,
be sure to use the disable option to end
the test tone.

test voice port port_or_DSO0-group_identifier
loopback {local | network | disable}

Performs loopback testing on a voice port.
A call must be established on the voice
port under test. When you finish the loop-
back testing, be sure to use the disable
option to end the forced loopback.

test voice port port_or_DSO0-group_identifier
relay {e-lead | loop | ring-ground | battery-
reversal | power-denial | ring | tip-ground} {on |
off | disable}

Tests relay-related functions on a voice
port.

test voice port port_or_DSO0-group_identifier
switch {fax | disable}

Forces a voice port into fax or voice mode
for testing. If the voice port does not
detect fax data, the voice port remains in
fax mode for 30 seconds and then reverts
automatically to voice mode. After you
enter the test voice port switch fax com-
mand, you can use the show voice call
command to check whether the voice port
is able to operate in fax mode.

csim start dial-string

Simulates a call to the specified dial string.
This command is most useful when testing
dial plans.

Bonus Video To view a video of the author discussing analog voice port theory and
demonstrating analog voice port configuration, navigate to the CVOICE page on the
1ExamAMonth.com website. The video on analog voice ports is entitled The Secrer Life of
an Analog Voice Port. Additional video tutorials from this website will be recommended

later in this book.
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Digital Voice Ports

Digital voice ports are found at the intersection of a packet voice network and a digital,
circuit-switched telephone network. The digital voice port interfaces that connect the
router or access server to T1 or E1 lines pass voice data and signaling between the packet
network and the circuit-switched network.

Three types of digital voice circuits are supported on Cisco voice gateways:

B T1: Uses time-division multiplexing (TDM) to transmit digital data over 24 voice
channels using channel associated signaling (CAS).

m  El: Uses TDM to transmit digital data over 30 voice channels using either CAS or
common channel signaling (CCS).

m  ISDN: A circuit-switched telephone network system using CCS. Variations of
Integrated Services Digital Network (ISDN) circuits include the following:

m  BRI: 2 B (Bearer) channels and 1 D (Delta) channel
m T1 PRI: 23 B channels and 1 D channel
m E1 PRI: 30 B channels and 1 D channel

Digital Trunks

Digital trunks connect to the PSTN, to a PBX, or to the WAN and are widely available
worldwide. In some areas, CAS trunks are the only connections available. Basic Rate
Interface (BRI) and Primary Rate Interface (PRI) trunks are very common when connect-
ing a voice gateway to the PSTN. This section maps out the various digital interfaces and
explains how to implement and verify digital trunks.

Digital voice ports interconnect gateways or PBX systems to other gateways, PBX sys-
tems, or the PSTN. A trunk is a single physical or logical interface that contains several
logical interfaces and connects to a single destination.

There are two aspects to consider when signaling on digital lines. One aspect is the actual
information about line and device states that is transmitted, and the second aspect is the
method used to transmit the information on the digital lines.

The actual information about line and device states is communicated over digital lines
using signaling methods that emulate the methods used in analog circuit-switched net-
works: Foreign Exchange Station (FXS), Foreign Exchange Office (FXO), and RecEive and
TransMit (E&M).

For signaling to pass between a packet network and a circuit-switched network, both net-
works must use the same type of signaling. The voice ports on Cisco routers and access
servers can be configured to match the signaling of most COs and PBXs. Table 1-12 lists
some of the common digital circuit options.

The T1, E1, or ISDN lines that connect a telephony network to the digital voice ports on
a router or access server contain channels for voice calls. A T1 or ISDN PRI line contains
24 full-duplex channels or time slots, and an E1 line contains 30. The signal on each
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channel is transmitted at 64 kbps, a standard known as digital signal level 0 (DS0). The
channels are known as DSO channels. The dsO-group command creates a logical voice
port (a DSO group) from some or all of the DSO channels, which allows you to address
those channels easily, as a group, using voice port configuration commands.

Table 1-12 Digiral Trunks

Circuit Option Comments

T1/E1 CAS Analog signaling over digital T1/E1

E1R2 Can provide Automatic Number Identification (ANI)
ISDN T1 PRI More services than CAS

E1 PRI Separate data channel (D channel)

Common on modern PBXs

PRI NFAS Multiple ISDN PRI interfaces controlled by a sin-

gle D channel
Backup D channel can be configured

BRI

Mostly for Europe, Middle East, and Africa

QSIG Created for interoperation of PBXs from different

vendors
Rich in supplementary services

The method used to transmit the information describes the way that the emulated analog
signaling is transmitted over digital lines.

Digital lines use two types of signaling:

m  CAS: Takes place within the voice channel itself
m  CCS: Sends signaling information over a dedicated channel
Two main types of digital trunks with CAS exist, as illustrated in Figure 1-64:

m  T1 CAS trunk: This type of circuit allows analog signaling via a digital T1 circuit.
Many CAS variants operate over analog and digital interfaces. A common digital in-
terface is used where each grouping of T1 frames (known as a Super Frame or an
Extended Super Frame) includes two or four dedicated signaling bits. The type of sig-
naling most commonly used with T1 CAS is E&M signaling. In addition to setting up
and tearing down calls, CAS provides the receipt and capture of dialed number iden-
tification (DNIS) and ANT information, which are used to support authentication and
other functions. The main disadvantage of CAS signaling is its use of user bandwidth
to perform these signaling functions.

m  E1 R2 trunk: R2 signaling is a CAS system developed in the 1960s that is still in use
today in Europe, Latin America, Australia, and Asia. R2 signaling exists in several
country versions or variants in an international version called Consultative Committee
for International Telegraph and Telephone (CCITT-R2). The R2 signaling specifications
are contained in ITU-T recommendations Q.400 through Q.490. R2 also provides ANI.
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—

No D Channel Required
S Analog Signaling
T1CAS A'x 24 B Channels (Voice) ﬂ
No D Channel Required
Analog Signaling
E1R2 l ’ 30 B Channels (Voice)

Figure 1-64 Digiral Voice Ports

T1CAS

T1s have been around since early voice networks. They were developed as a means of
carrying multiple calls across one copper loop. Because the copper loop could carry
much more bandwidth than the 4000 Hz required for voice transmission, they first used
frequency-division multiplexing (FDM) to transmit 24 calls across a single copper loop.
Currently, T1 circuits use TDM to transmit digital data (1s and Os) instead of the old
analog signals.

A single digital voice channel requires 64 kbps of bandwidth. This is calculated using the
following formula:

64 kbps = 8000 samples/sec * 8 bits/sample = 64,000 bits/sec

This 64-kbps voice channel is also known as DS0. With 24 voice channels at 64 kbps per
channel, a T1 represents 1.536 Mbps of data. Add an additional 8 kbps for framing, and
the total speed of a T1 circuit comes to 1.544 Mbps.

T1 CAS uses a digital T1 circuit together with in-band CAS. This is done by using
bits in the actual voice channel to transmit signaling information. CAS is sometimes
called robbed-bit signaling because user bandwidth is robbed by the network for
signaling. A bit is taken from every sixth frame of voice data to communicate on- or
off-hook status, wink-start, ground-start, dialed digits, and other information about
the call.
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T1 CAS uses the same signaling types available for analog trunks: loop-start, ground-start,
and E&M variants such as wink-start, delay-start, and immediate-start. There are also vari-
ous feature groups available when you use E&M. Here are some common feature groups:

m  E&M FG-B: Inbound and outbound DNIS, inbound ANI (only on Cisco AS5x00)
m E&M FG-D: Inbound and outbound DNIS, inbound ANI
m E&M FG-D EANA: Inbound and outbound DNIS, outbound ANI

Figure 1-65 shows CAS with the T1 Super Frame (SF) format. The top row of boxes rep-
resents a single T1 frame with 24 time slots of 8 bits each. An additional bit is added at
the end of each frame that is used to synchronize the SE A sequence of 12 T1 frames
makes up one SF. CAS is implemented by bit-robbing in frames 6 and 12 in this sequence.
The bottom row of boxes represents T1 frames 6 and 12. The least significant bit of each
voice channel is robbed, leaving 7 bits for voice data.

Time Slot 8 Bits

| 24+8 Bits + 1 Bit = 1 Frame (193 Bits) |
[1]2]3]4]|5]6]|7]8]9]10]11]12]13][14][15][16][17[18][19]20]21[22]23]24]]

| 12 Frames = Super Frame | 1 Bit Sync.

1 2 3 4 5 6 7 8 © 10 | 11 12

[24+ (7 Bits + 1 Robbed-Bit) + 1 Bit = 1 Frame (193 Bits)|

Time Slot 7 Bits
+ 1 Robbed-Bit

Figure 1-65 T1 CAS Super Frame Format

Extended Super Frame (ESF) format, as depicted in Figure 1-66, was developed as an
upgrade to SF and is now dominant in public and private networks. Both formats retain
the basic frame structure of 1 framing bit followed by 192 data bits. However, ESF repur-
poses the use of the F bit. In ESF, of the total 8000 F bits used in T1, 2000 are used for
framing, 2000 are used for cyclic redundancy check (CRC) for error checking only, and
4000 are used as an intelligent supervisory channel to control functions end to end (such
as loopback and error reporting).
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Time Slot 8 Bits

| 24 +8 Bits + 1 Bit = 1 Frame (193 Bits) |
[1]2]3]4a]5]e]7]8]9]t0[11][12][13][14][15][16][17][18]19]20]21]22]23]24]]

| 24 Frames = Extended Super Frame | 1 Bit Sync.

[1]2]3]a]5]6]7][8]9]10]11][12]13]14]15[16]17[18]19]20]21]22]23]24]

|24*(7 Bits + 1 Robbed-Bit) + 1 Bit = 1 Frame (193 Bits)|

Time Slot 7 Bits
+ 1 Robbed-Bit

Figure 1-66 T1 CAS Extended Super Frame Format

E1 R2 CAS

An E1 circuit is similar to a T1 circuit. It is a TDM circuit that carries several DSOs in one
connection. E1 circuits are widely used in Europe, Asia, and Central and South America.

One big difference between an E1 and a T1 is that an E1 bundles 32 time slots instead of
24, This results in a bandwidth of 2.048 Mbps. With an E1, one time slot is used for
framing and one is used for signaling. This leaves 30 time slots available for user data.

E1 digital circuits can be deployed using R2 signaling. These trunks are called E1 R2
trunks. To understand how E1 R2 signaling works, you need to understand the E1 multi-
frame format, which is used with E1 R2.

A multiframe consists of 16 consecutive 256-bit frames. Each frame carries 32 time slots.
The first time slot is used exclusively for frame synchronization. Time slots 2 to 16 and
18 to 32 carry the actual voice traffic, and time slot 17 is used for R2 signaling.

The first frame in an E1 multiframe includes the multiframe format information in time
slot 17. Frames 2 to 16 include the signaling information, each frame containing the sig-
naling for two voice time slots.

Using this signaling method, E1R2 supports inbound and outbound DNIS and ANL
Figure 1-67 shows the signaling concept used by E1 R2.
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Time Slot 17

Indicates Start of Multiframe

Time Slot 1 Frame 1
Frame
Synchronization ieizs 2

Carry Signaling (ABCD Bits)
for Two Voice Channels

1(2|3|4|5|6|7|8]|9]|10|11({12]13|14[15|16]|17|18 19|20|21 22|23(24(25|26|27|28(29(30 (31|32
77777777 1. Framef Start of Multiframe
2. Frame: Signaling for Voice Slots 2and 18
3. Frame: Sig 1alihg or Voice Slots 3and 19
4. Frame: Sig 1a|ihg or Voice Slots 4/and 20
5. Frame: Sig 1alihg or Voice Slots 5/and 21
6. Frame: Sig 1a|ihg or Voice Slots 6/and 22
16 Frames 7. Frame: Sig 1a|ihg or Voice SIots 7|and 23
= 8. Frame: Sig 1a|ihg or Voice Slots 8 and 24
Multiframe 9. Frame: Sig 1a|ihg or Voice Slots 9/and 25
2.048 Mbps 10. Frame: Signaling for Voice Slots 10 ahd 26
11. Frame: Signaling for Voice Slots 11 ahd 27
12. Frame: Signaling for Voice Slots 12 ahd 28
13. Frame: Signaling for Voice Slots 13 ahd 29
14. Ffame: Signaling for Voice Slofs 14 and 80
15. Frame: Signaling for Voice Slots 15 and 31
16. Frame: Signaling for Voice Slots 16 ahd 82

Figure 1-67 E1 R2 CAS

Time slot 17 is used for signaling, and each of its frames carries information for two voice
time slots. This results in the following frame allocation for signaling:

1. Frame, Time slot 17: Declares the multiframe

2. Frame, Time slot 17: Signaling for time slots 2 and 18

3. Frame, Time slot 17: Signaling for time slots 3 and 19

4. Frame, Time slot 17: Signaling for time slots 4 and 20

5. Frame, Time slot 17: Signaling for time slots 5 and 21

6. Frame, Time slot 17: Signaling for time slots 6 and 22

7. Frame, Time slot 17: Signaling for time slots 7 and 23

8. Frame, Time slot 17: Signaling for time slots 8 and 24

9. Frame, Time slot 17: Signaling for time slots 9 and 25

10. Frame, Time slot 17: Signaling for
11. Frame, Time slot 17: Signaling for

12. Frame, Time slot 17: Signaling for

time slots 10 and 26
time slots 11 and 27

time slots 12 and 28
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m  13. Frame, Time slot 17: Signaling for time slots 13 and 29
m  14. Frame, Time slot 17: Signaling for time slots 14 and 30
m  15. Frame, Time slot 17: Signaling for time slots 15 and 31

m  16. Frame, Time slot 17: Signaling for time slots 16 and 32

ISDN

Another protocol used for digital trunks is ISDN. ISDN is a circuit-switched telephone
network system designed to allow digital transmission of voice and data over ordinary
telephone copper wires, resulting in better quality and higher speeds than are available
with the PSTN system.

ISDN comprises digital telephony and data-transport services offered by regional tele-
phone carriers. ISDN involves the digitization of the telephone network, which permits
voice, data, text, graphics, music, video, and other source material to be transmitted over
existing telephone wires. The emergence of ISDN represents an effort to standardize sub-
scriber services, user/network interfaces, and network and internetwork capabilities.

ISDN Services

In contrast to the CAS and R2 signaling, which provide only DNIS, ISDN offers addition-
al supplementary services such as call waiting and Do Not Disturb (DND). ISDN applica-
tions include high-speed image applications (such as Group IV facsimile), additional tele-
phone lines in homes to serve the telecommuting industry, high-speed file transfer, and
video conferencing. Voice service is also an application for ISDN.

ISDN Media Types

Cisco routing devices support ISDN BRI and ISDN PRI. Both media types use B channels
and D channels. The B channels carry user data. The D channel, in its role as signal carrier
for the B channels, directs the CO switch to send incoming calls to particular time slots
on the Cisco access server or router. It also identifies the call as a circuit-switched digital
call or an analog modem call. Circuit-switched digital calls are relayed directly to the
ISDN processor in the router. Analog modem calls are decoded and then sent to the
onboard modems. Figure 1-68 illustrates three sample ISDN installation options.

ISDN BRI, referred to as “2 B + D,” has the following characteristics:

B Two 64-kbps B channels carry voice or data for a maximum transmission speed of
128 kbps.

m  One 16-kbps D channel carries signaling traffic—that is, instructions about how to
handle each of the B channels, although it can support user data transmission under
certain circumstances.

The D-channel signaling protocol comprises Layers 1 through 3 of the Open Systems
Interconnection (OSI) reference model. BRI also provides for framing control and other
overhead, bringing its total bit rate to 192 kbps.
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~ ) D Channel 16 kbps (Signaling)

ISDN BRI <- 2 B Channels (Voice)

~ > D Channel 64 kbps (Signaling)

ISDN E1 PR1 NET5

i

( 30 B Channels (Voice)

—~ i D Channel 64 kbps (Signaling)
23 B Channels (Voice)
ISDN T1 PR1 NFAS l

24 B Channels (Voice)

Figure 1-68 ISDN Installarion Oprions

The BRI physical layer specification is ITU-T 1.430. BRI is very common in Europe and is
also available in North America. BRI allows up to two simultaneous calls.

ISDN PRI, referred to as “23 B + D” or “30 B + D,” has the following characteristics:

® 23 B channels (in North America and Japan) or 30 B channels (in the rest of the
world) carry voice or data, yielding a total bit rate of 1.544 Mbps and 2.048 Mbps,
respectively.

m  One 64-kbps D channel carries signaling traffic.

The PRI physical layer specification is ITU-T Standards Section 1.431.

Note The PRI interface is economically preferable to BRI, because an interface card sup-
porting PRI is usually already in place on modern PBXs.

Following are worldwide standards for PRI:

m  T1-PRIL: Use this interface to designate North American ISDN PRI with 23 B channels
and one CCS channel.

m  E1-PRIL Use this interface to designate European ISDN PRI with 30 B channels, one
CCS channel, and one framing channel.

m  ISDN-PRI Nonfacility Associated Signaling (NFAS): ISDN NFAS enables a single D
channel to control multiple ISDN PRIs on a chassis. This D channel functions as the
primary channel with the option of having another D channel in the group as a back-
up. After you have configured the channelized controllers for ISDN NFAS, you need
to configure only the NFAS primary D channel. Its configuration is distributed to all
the members of the associated NFAS group. The benefit of PRI NFAS is it frees the
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BRI

B channel by using a single D channel to control multiple PRI interfaces. One B
channel on each additional interface is free to carry other traffic.

Fractional PRI: The term fractional PRI has different meanings in different parts of
the world. One meaning indicates multiple PRI groups (B channel and associated D
channel) on the same T1/E1 interface. Because an NM-HDV (that is, a Cisco High
Density Voice Network Module) supports only a single D channel per T1/E1, the PRI
feature does not support this definition of fractional PRI. However, the other version
of the term indicates the capability to define a single D channel for each interface
with less than 23/30 B channels associated with it. This definition of fractional PRI is
supported on Cisco voice gateways.

and PRI Interfaces

Table 1-13 compares the capabilities of BRI and PRI interfaces.

Table 1-13 BRI and PRI Interfaces

Capability BRI T1 PRI E1 PRI
B-Channels 2 x 64 kbps 23 x 64 kbps 30 x 64 kbps
D-Channel 1 x 16 kbps 1 x 64 kbps 1 x 64 kbps
Framing 16 kbps 8 kbps 64 kbps

Total Data Rate 160 kbps 1.544 Mbps 2.048 Mbps
Framing NT, TE Frame SF, ESF Multiframe

Line Coding 2B1Q or 4B3T AMI or B8ZS HDB3

Country World North America, Japan Europe, Australia

Using ISDN for voice traffic has these benefits:

ISDN is perfect for G.711 pulse-code modulation (PCM), because each B channel is a
full 64 kbps with no robbed bits.

ISDN has a built-in call control protocol known as ITU-T Q.931.

ISDN can convey standards-based voice features, such as speed dialing, automated
operator services, call waiting, call forwarding, and geographic analysis of customer
databases.

ISDN supports standards-based enhanced dial-up capabilities, such as Group 4 (G4)
fax and audio channels.

With ISDN, user data is separated from signaling data. User data, such as the payload
from a digitized phone call, goes to a 64-kbps B channel, and signaling data, such as a
call setup message, goes to a D channel. A single D channel supports multiple B channels,
which is why ISDN service is known as CCS.
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ISDN Signaling

ISDN uses Q921 as its Layer 2 signaling protocol, and Q.931 as its Layer 3 signaling
protocol.

Q921 Layer 2 of the ISDN signaling protocol is also known as Link Access Procedure,
D channel (LAPD). LAPD is similar to High-Level Data Link Control (HDLC) and Link
Access Procedure, Balanced (LAPB). As the expansion of the LAPD acronym indicates,
this layer is used across the D channel to ensure that control and signaling information
flows and is received properly. The LAPD frame format is very similar to that of HDLC.
Like HDLC, LAPD uses supervisory information and unnumbered frames. The LAPD pro-
tocol is formally specified in ITU-T Q.920 and ITU-T Q.921. The Terminal Endpoint
Identifier (TEI) field identifies either a single terminal or multiple terminals. A TEI of all 1s
indicates a broadcast.

Q931 Two Layer 3 specifications are used for ISDN signaling: ITU-T 1.450 (also known
as ITU-T Q.930) and ITU-T 1.451 (also known as ITU-T Q.93 1). Together, these protocols
support user-to-user, circuit-switched (the B channels), and packet-switched (the D chan-
nel) connections. A variety of call-establishment, call-termination, information, and mis-
cellaneous messages are specified, including SETUP, CONNECT, RELEASE, USER IN-
FORMATION, CANCEL, STATUS, and DISCONNECT. These messages are functionally
similar to those provided by the X.25 protocol.

Because ISDN message types might influence the function of a BRI or PRI trunk config-
uration, you should examine the messages that are part of the Q931 packet structure and
see how ISDN carries out the signaling function.

Nonfacility Associated Signaling

ISDN NFAS, as illustrated in Figure 1-69, allows a single D channel to control multiple
PRI interfaces. Use of a single D channel to control multiple PRI interfaces frees one B
channel on all other interfaces to carry other traffic. A backup D channel can be config-
ured for use when the primary NFAS D channel fails. When a backup D channel is config-
ured, any hard system failure causes a switchover to the backup D channel, and currently
connected calls remain connected.

D Channel 64 kbps (Signaling)

~— =
ISDN T1 PRI l A‘\(’_ 23 B Channels (Voice) ﬂ
!

D Channel 64 kbps (Signaling)
— 7

ISDN T4 PRI NFAS - 23 B Channels (Voice)
A_x_ 24 B Channels (Voice)

=

Figure 1-69 NFAS
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NFAS is supported only with a channelized T1 controller and must be ISDN PRI capable.
After the channelized T1 controllers are configured for ISDN PRI, only the NFAS pri-
mary D channel must be configured. Its configuration is distributed to all members of the
associated NFAS group. Any configuration changes made to the primary D channel will
be propagated to all NFAS group members. The primary D-channel interface is the only
interface shown after the configuration is written to memory.

The channelized T1 controllers on the router must also be configured for ISDN. The
router must connect to either an AT&T 4ESS, Northern Telecom DMS-100 or DMS-250,
or National ISDN switch type.

The ISDN switch must be provisioned for NFAS. The primary and backup D channels
should be configured on separate T1 controllers. The primary, backup, and B-channel
members on the respective controllers should be the same configuration as that config-
ured on the router and ISDN switch. The interface ID assigned to the controllers must
match that of the ISDN switch.

You can disable a specified channel or an entire PRI interface, thereby taking it out of
service or placing it into one of the other states that is passed in to the switch using the
isdn service interface configuration command.

In the event that a controller belonging to an NFAS group is shut down, all active calls on
the controller that is shut down will be cleared (regardless of whether the controller is set
to primary, backup, or none), and one of the following events will occur:

m  If the controller that is shut down is configured as the primary, and no backup is con-
figured, all active calls on the group are cleared.

m  If the controller that is shut down is configured as the primary, and the active (in
service) D channel is the primary, and a backup is configured, the active D channel
changes to the backup controller.

m  If the controller that is shut down is configured as the primary, and the active D
channel is the backup, the active D channel remains as backup controller.

m  If the controller that is shut down is configured as the backup, and the active D chan-
nel is the backup, the active D channel changes to the primary controller.

The expected behavior in NFAS when an ISDN D channel (serial interface) is shut down is
that ISDN Layer 2 should go down but keep ISDN Layer 1 up, and that the entire inter-
face will go down after the number of seconds specified for timer T309.

Configuring a T1 CAS Trunk

Configuring a T1 CAS trunk involves the configuration of controller settings as well as
voice port parameters.
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Controller Settings

Before configuring a T1 or E1 trunk, you must decide on a variety of parameters for the
T1 or E1 digital controller. The following discussions explain the implications of these
parameter selections.

Framing Formats The framing format parameter describes the way bits are robbed from
specific frames to be used for signaling purposes. The controller must be configured to
use the same framing format as the line from the PBX or CO that connects to the voice
port you are configuring.

Digital T1 lines use SF or ESF framing formats. SF provides two-state, continuous super-
vision signaling, in which bit values of 0 are used to represent on-hook, and bit values of
1 are used to represent off-hook. ESF robs 4 bits instead of 2, yet has little impact on
voice quality. ESF is required for 64-kbps operation on DS0 and is recommended for PRI
configurations.

E1 lines can be configured for cyclic redundancy check (CRC4) or no cyclic redundancy
check, with an optional argument for E1 lines in Australia.

Line Coding Digital T1/E1 interfaces require that line coding be configured to match
that of the PBX or CO that is being connected to the voice port. Line coding defines the
type of framing that is used on the line.

T1 line coding methods include alternate mark inversion (AMI) and binary 8-zero substi-
tution (B8ZS). AMI is used on older T1 circuits and references signal transitions with a
binary 1, or “mark.” B8ZS, a more reliable method, is more popular and is recommended
for PRI configurations. B8ZS encodes a sequence of eight zeros in a unique binary
sequence, including two line-coding violations at specific bit positions, which are inter-
preted as a byte containing all zeros.

Supported E1 line coding methods are AMI and high-density bipolar 3 (HDB3), which is
a form of zero-suppression line coding.

Clock Sources Digital T1/E1 interfaces use timers called clocks to ensure voice packets
are delivered and assembled properly. All interfaces handling the same packets must be
configured to use the same source of timing so packets are not lost or delivered late. The
timing source that is configured can be external (from the line) or internal to a router’s dig-
ital interface.

If the timing source is internal, timing derives from the onboard phase lock loop (PLL)
chip in the digital voice interface. If the timing source is line (external), timing derives
from the PBX or PSTN CO to which the voice port is connected. It is generally preferable
to derive timing from the PSTN because its clocks are maintained at an extremely accu-
rate level. This is the default setting for the clocks. When two or more controllers are
configured, one should be designated as the primary clock source. It will drive the other
controllers.
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Consider a couple of examples:

m  Single voice port providing clocking: In this scenario, the digital voice hardware is
the clock source for the connected device, as shown in Figure 1-70 and Example 1-13.
The PLL generates the clock internally and drives the clocking on the line. Generally,
this method is useful only when connecting to a PBX, key system, or channel bank. A
Cisco VoIP gateway rarely provides clocking to the CO because CO clocking is much
more reliable.

Clock

~ 7 >
S R ry

Router1 PBX

Figure 1-70 Clock Source Example 1

Example 1-13 Clock Source Example 1

Router1i(config)#controller E1 1/0

Router1(config-controller)#framing crc4
Routeri(config-controller)#linecoding hdb3
Routeri(config-controller)#clock source internal
Routeri(config-controller)#ds@-group timeslots 1-15 type e&m-wink-start

m  Single voice port receiving internal clocking: In this scenario, the digital voice hard-
ware receives clocking from the connected device (CO telephony switch or PBX), as
illustrated in Example 1-14 and Figure 1-71. The PLL clocking is driven by the clock
reference on the receive (Rx) side of the digital line connection.

. Clock
~ 0
C W Z PSTN
Router2

Figure 1-71 Clock Source Example 2

Example 1-14 Clock Source Example 2

Router2(config)#controller T1 1/0
Router2(config-controller)#framing esf
Router2(config-controller)#linecoding ami
Router2(config-controller)#clock source line

Router2(config-controller)#ds@-group timeslots 1-12 type e&m-wink-start
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Network Clock Timing Voice systems that pass digitized (PCM) speech rely on the
clocking signal being embedded in the received bit stream. This reliance allows connected
devices to recover the clock signal from the bit stream and then use this recovered clock
signal to ensure that data on different channels keeps the same timing relationship with
other channels.

If a common clock source is not used between devices, the binary values in the bit
streams might be misinterpreted because the device samples the signal at the wrong
moment. For example, if the local timing of a receiving device is using a slightly shorter
time period than the timing of the sending device, a string of eight continuous binary 1s
might be interpreted as nine continuous 1s. If this data is then re-sent to further down-
stream devices that use varying timing references, the error could be compounded. By
ensuring that each device in the network uses the same clocking signal, you can ensure
the integrity of the traffic.

If timing between devices is not maintained, a condition known as clock slip can occur.
Clock slip is the repetition or deletion of a block of bits in a synchronous bit stream
because of a discrepancy in the read and write rates at a buffer.

Slips are caused by the inability of an equipment buffer store (or other mechanisms) to
accommodate differences between the phases or frequencies of the incoming and outgo-
ing signals in cases where the timing of the outgoing signal is not derived from that of the
incoming signal.

A T1 or E1 interface sends traffic inside repeating bit patterns called frames. Each frame
is a fixed number of bits, allowing a device to see the start and end of a frame. The
receiving device also knows exactly when to expect the end of a frame simply by count-
ing the appropriate number of bits that have come in. Therefore, if the timing between
the sending and receiving device is not the same, the receiving device might sample the
bit stream at the wrong moment, resulting in an incorrect value being returned.

Even though Cisco 10S can be used to control the clocking on these platforms, the
default clocking mode is effectively free running, meaning that the received clock signal
from an interface is not connected to the backplane of the router and used for internal
synchronization between the rest of the router and its interfaces. The router will use its
internal clock source to pass traffic across the backplane and other interfaces.

For data applications, this clocking generally does not present a problem because a pack-
et is buffered in internal memory and is then copied to the transmit buffer of the destina-
tion interface. The reading and writing of packets to memory effectively removes the
need for any clock synchronization between ports.

Digital voice ports have a different issue. It would appear that unless otherwise config-
ured, Cisco IOS uses the backplane (or internal) clocking to control the reading and
writing of data to the digital signal processors (DSP). If a PCM stream comes in on a
digital voice port, it will obviously be using the external clocking for the received bit
stream. However, this bit stream will not necessarily be using the same reference as the
router backplane, meaning the DSPs will possibly misinterpret the data coming in from
the controller.
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This clocking mismatch is seen on an E1 or T1 controller of the router as a clock slip. The
router is using its internal clock source to send traffic out the interface, but the traffic
coming into the interface is using a different clock reference. Eventually, the difference in
the timing relationship between the transmit and receive signals becomes so great that
the controller registers a slip in the received frame.

To eliminate the problem, change the default clocking behavior through Cisco IOS con-
figuration commands. It is absolutely critical to set up the clocking commands properly.

Even though these commands are optional, Cisco strongly recommends you enter them as
part of your configuration to ensure proper network clock synchronization:

network-clock-participate [slot slot-number | wic wic-slot | aim aim-slot-number]
network-clock-select priority {bri | t1 | e1} slot/port

The network-clock-participate command allows the router to use the clock from the line
via the specified slot, WAN interface card (WIC), or Advanced Integration Module (AIM)
and synchronize the onboard clock to the same reference.

If multiple voice WAN interface cards (VWIC) are installed, the commands must be
repeated for each installed card. The system clocking can be confirmed using the show
network clocks command.

DSO Groups For digital voice ports, a single command, dsO-group, performs the follow-
ing functions:

m  Defines the T1/E1 channels for compressed voice calls
m  Automatically creates a logical voice port

m  Defines the emulated analog signaling method the router uses to connect to the
PBX or PSTN

When you purchase a T1 or E1 connection, make sure that your service provider gives
you the appropriate settings.

Bonus Video To view a video of the author discussing digital voice port theory and
another digital voice port demonstrating digital voice port configuration, navigate to the
CVOICE page on the 1IExamAMonth.com website. The video on digital voice port theory
is entitled Let’s Ger D-I-G-I-T-A-L (Theory). The video on digital voice port configuration
is entitled Let’s Ger D-I-G-I-T-A-L (Configuration). Additional video tutorials from this
website will be recommended later in this book.

VoIP Dial Peers You must create a digital voice port on the T1 or controller to be able to
configure voice port parameters. You must also assign time slots and signaling to the logical
voice port through configuration. The first step is to create the T1 or E1 digital voice port
with the dsO-group ds0-group-no timeslots timeslot-list type signal-type command.
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Note The dsO-group command automatically creates a logical voice port that is num-
bered as slot/port:ds0-group-no.

The ds0-group-no argument identifies the DSO group (number from 0 to 23 for T1 and
from 0 to 30 for E1). This group number is used as part of the logical voice port number-
ing scheme.

The timeslots command allows the user to specify which time slots are part of the DS0O
group. The timeslot-list argument is a single time slot number, a single range of numbers,
or multiple ranges of numbers separated by commas.

The type command defines the emulated analog signaling method the router uses to con-
nect to the PBX or PSTN. The type depends on whether the interface is T1 or E1.

To delete a DSO group, you must first shut down the logical voice port. When the port is
in shutdown state, you can remove the DSO group from the T1 or E1 controller with the
no ds0-group ds0-group-no command.

Figure 1-72 shows how a dsO-group command gathers some of the DSO time slots from a
T1 line into a group that becomes a single logical voice port, which can later be
addressed as a single entity in voice port configurations. Other DSO groups for voice can
be created from the remaining time slots shown in Figure 1-72, or the time slots can be
used for data or serial pass-through.

Network Module T1
Slot 1 Voice WAN
Interface Card Slot 0

Creates DSO group, or
logical voice port,

1/0:1 by grouping 12
timeslots together.

Controller 1/0

Configures T1 T

Router(config)# controller tl1 1/0

Router (config-controller)# framing esf

Router (config-controller)# clock source line

Router (config-controller)# linecode b8zs

Router (config-controller)# dsO-group 1 timeslots 1-12 type
e&m—wink-start

Figure 1-72 T1 Voice Porr Configuration

T1 CAS Controller Configuration Example In this example, you have been asked to con-
figure a T1 controller for a voice gateway according to the following network requirements:
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Framing = ESF
Line code = B8ZS
Clock source = PSTN

DSO group = 1 will utilize 12 time slots with E&M wink-start signaling

m  Voice Port

Call progress tones = US

Companding standard = u-law

To configure controller settings for digital T1/E1 voice ports, use the following steps:

Step 1.

Step 2.

Step 3.

Enter controller configuration mode.

Router(config)#controller {t1 | e1} slot/port

Select frame type for T1 or E1 line.

T1 lines:

Router(config-controller)#framing {sf | esf}

E1 lines:

Router(config-controller)#framing {crc4 | no-crc4} [Australia]

Use this command in configurations in which the router or access server is
intended to communicate with T1 or E1 fractional data lines. The service
provider determines the framing type that is required for your T1/E1 circuit.

This command does not have a no form.
Configure the clock source.

Router(config-controller)#clock source {line [primary | bits] |
internal | free-running}

The line keyword specifies that the clock source is derived from the active
line rather than from the free-running internal clock. The following rules apply
to clock sourcing on the controller ports:

m  When both ports are set to line clocking with no primary specification,
port 0 is the default primary clock source, and port 1 is the default sec-
ondary clock source.

m  When both ports are set to line, and one port is set as the primary clock
source, the other port is by default the backup or secondary source and
is loop-timed.

m If one port is set to clock source line or clock source line primary, and
the other is set to clock source internal, the internal port recovers clock

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 1: Introducing Voice Gateways

from the clock source line port if the clock source line port is up. If it is
down, the internal port generates its own clock.

m If both ports are set to clock source internal, only one clock source
exists: internal.

Step 4.  Specify the line coding to use.
T1 lines:
Router(config-controller)#linecode {ami | b8zs}
E1 lines:
Router(config-controller)#linecode {ami | hdb3}

Use this command in configurations in which the router or access server must
communicate with T1 fractional data lines. The T1 service provider deter-
mines which line code type, either ami or b8zs, is required for your T1 cir-
cuit. Likewise, the E1 service provider determines which line code type,
either ami or hdb3, is required for your E1 circuit.

Step 5.  Define the T1 channels for use by compressed voice calls and the signaling
method the router uses to connect to the PBX or CO.

Router(config-controller)#ds@-group ds@-group-number timeslots
timeslot-1ist [service service-type] type {e&m-fgb | e&m-fgd | e&m-
immediate-start | fgd-eana | fgd-os | fxs-ground-start | fxs-loop-start
| none | r1-itu | r1-modified | ri-turkey}

The dsO-group command automatically creates a logical voice port. The
resulting logical voice port will be 1/0:1, where 1/0 is the module and slot
number and :1 is the ds0-group-number argument you assign in this step.

Step 6.  Activate the controller.
Router(config-controller)#no shutdown

Digital Voice Port Parameters

After setting up the controller, you can configure voice port parameters for that digital
voice port. When you specified a dsO-group, the system automatically created a logical
voice port. You must then enter the voice port configuration mode to configure port-spe-
cific parameters. Each voice port you set up in digital voice port configuration is one of
the logical voice ports you created with the dsO-group command.

Follow these steps to configure basic parameters for digital T1/E1 voice ports:
Step 1.  Enter voice port configuration mode.
Router(config)#voice-port slot/port:ds@-group-number

Step 2.  Sclect a two-letter keyword for the voice call progress tones and other locale-
specific parameters to be used on this voice port.

Router(config-voiceport)#cptone locale
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Step 3.  Specify the companding standard that is used to convert between analog and
digital signals.

Router(config-voiceport)#compand-type {u-law | a-law}

Note This command is used in cases when a DSP is not used, such as local cross-con-
nects, and overwrites the compand-type value set by the cptone command.

Step 4.  Activate the voice port.
Router(config-voiceport)#no shutdown

Figure 1-73 and Example 1-15 illustrate a complete digital voice port configuration that
specifies US as the type of call progress tones to use and u-law as the companding type.

T1 CAS E&M Wink-Start

Figure 1-73 Digiral Voice Port Configuration Topology

Example 1-15 Digiral Voice Port Configuration

Router3(config)#voice-port 1/0:1
Router3(config-voiceport)#cptone US
Router3(config-voiceport)#compand-type u-law

Router3(config-voiceport)#no shutdown

|
Configuring T1 CAS Trunks: Inbound E&M FGD and Outbound FGD EANA Example

Because E&M FGD (that is, Feature Group D) supports only inbound ANI, a deployment
requiring both inbound and outbound ANI can combine an E&M FGD and FGD EANA
(that is, Exchange Access North American) trunk. The FGD trunk will be used for
inbound calls, and the FGD EANA trunk will be used for outbound calls.
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In this example, you have been asked to configure a T1 controller for a voice gateway
according to the following network requirements:

m T1
m  Framing = ESF
m Line code = B8ZS
m  Time slots 1-12 should be the FGD trunk
m  Time slots 13-24 should be the FGD EANA trunk

m  The voice gateway must support inbound and outbound ANI.

Follow this procedure to configure a T1 CAS digital voice port with inbound and out-
bound ANT:

Step 1.  Enter controller configuration mode.
Router(config)#controller T1 0/0/0
Step 2.  Specify the framing format.
Router(config-controller)#framing esf
Step 3.  Specify line coding.
Router(config-controller)#linecode b8zs
Step 4. Configure one DSO group to use time slots 1 to 12 and E&M feature group-D.
Router(config-controller)#ds@-group 0 timeslots 1-12 type e&m-fgd

Step 5.  Configure another DS0 group to use time slots 13 through 24 and E&M fea-
ture group-D EANA.

Router(config-controller)#ds@-group 1 timeslots 13-24 type fgd-eana

Note This creates two voice ports: 0/0/0:0 and 0/0/0:1.

Step 6.  Configure an inbound dial peer using the 0/0/0:0 trunk, which supports
inbound ANTI:

Router(config)#dial-peer voice 1 pots
Router(config-dialpeer)#incoming called-number .
Router(config-dialpeer)#port 0/0/0:0

Step 7.  Configure an outbound dial peer using the 0/0/0:1 trunk, which supports out-
bound ANI:

Router(config)#dial-peer voice 90 pots
Router(config-dialpeer)#destination-pattern 9T
Router(config-dialpeer)#port 0/0/0:1
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Example 1-16 and Figure 1-74 illustrate the configuration previously described.

E&M FGD Time Slots
1-12, Receive ANI

Router4 E&M FGD EANA
Time Slots 13-24, Send ANI

Figure 1-74 Configuring a T1 CAS Trunk for Inbound and Ourbound Calls

Example 1-16 T1 CAS Trunk Configuration Example

Router4(config)#controller T1 0/0/0
Router4(config-controller)#framing esf
Router4(config-controller)#linecode b8zs
Router4(config-controller)#ds@-group @ timeslots 1-12 type e&m-fgd
Router4(config-controller)#ds@-group 1 timeslots 13-24 type fgd-eana
Router4(config)#dial-peer voice 1 pots
Router4(config-dialpeer)#incoming called-number .
Router4(config-dialpeer)#direct-inward-dial
Router4(config-dialpeer)#port 0/0/0:0

Router4(config)#dial-peer voice 90 pots
Router4(config-dialpeer)#destination-pattern 9T
Router4(config-dialpeer)#port 0/0/0:1

Configuring an E1 R2 Trunk Example

You use the dsO-group controller command to configure E1 R2 trunks as well. The Cisco
implementation of R2 signaling has DNIS support enabled by default. If you enable the
ANI option, DNIS information is still collected. Specification of the ANI option does not
disable the DNIS collection.

In this example, you have been asked to configure an E1 controller for a voice gateway
according to the following network requirements:

m El
m  Framing = CRC4
m Line code = HDB3
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m  Time slots 1-31 should use R2 digital signaling

m  The voice gateway must support inbound and outbound DNIS and ANI.

Follow this procedure to configure an E1 R2 digital voice port with inbound and out-
bound ANTI:
Step 1.  Enter controller configuration mode.

Router(config)#controller el 0/0/0

Step 2.  Define the DSO group.

Router(config-controller)#ds@-group @ timeslots 1-31 type r2-digital
r2-compelled ani

After the DSO group has been created, you can tune additional parameters
using the cas custom ds0-id command.

Step 3.  Customize E1 R2 signaling parameters.
Router(config-controller)#cas-custom @

Use the other cas-custom subcommands for further customization required
to accommodate a certain PBX or switch.

Router(config-ctrl-cas)#country china use-defaults

Use this command to specify the local country, regional, and some corpora-
tion settings for R2 signaling. Replace the name variable with one of the sup-
ported country names. The default country setting is ITU.

Note Cisco strongly recommends you include the use-defaults option, which enables the
default settings for a specific country.

Step 4.  Create a dial peer.

Router(config)#dial-peer voice 90 pots
Router(config-dialpeer)#destination-pattern 9T
Router(config-dialpeer)#port 0/0/0:0
Router(config-dialpeer)#direct-inward-dial

Figure 1-75 and Example 1-17 illustrate the configuration previously described.

Example 1-17 E1 R2 Trunk Configuration

Router5(config)#controller E1 0/0/0

Router5(config-controller)#ds@-group @ timeslots 1-31 type r2-digital
r2-compelled ani

Router5(config-controller)#cas-custom @
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Router5(config-ctrl-cas)#country china use-defaults
Router5(config)#dial-peer voice 90 pots
Router5(config-dialpeer)#destination-pattern 9T
Router5(config-dialpeer)#direct-inward-dial
Router5(config-dialpeer)#port 0/0/0:0

Shanghai

Router5 Inbound DNIS and ANI
Outbound DNIS and ANI

Figure 1-75 E1 R2 Trunk Configuration Topology

Configuring an ISDN Trunk

Many PBX vendors support either T1/E1 PRI or BRI connections. In Europe, where ISDN
is more popular, many PBX vendors support BRI connections. When designing how the
PBX passes voice to the network, you must ensure that the router supports the correct
connection. The first step in provisioning ISDN capabilities for T1 or E1 PRI is to enter
the basic configuration of the controllers. After the clock source, framing, and line code
are configured, ISDN voice functionality requires these configuration commands:

m  isdn switch-type: Configures the ISDN switch type. You can enter this parameter in
global configuration mode or at the interface level. If you configure both, the interface
switch type takes precedence over the global switch type. This parameter must match
the provider ISDN switch. This setting is required for both BRI and PRI connections.

m  pri-group: Configures time slots for the ISDN PRI group. T1 allows for time slots 1
through 23 to be configured as B channels, with time slot 24 allocated to the signal-
ing channel (D channel). E1 allows for time slots 1 through 31, with time slot 16 allo-
cated to the D channel. You can configure the PRI group to include all available time
slots, or you can configure only a select group of time slots.

m  isdn incoming-voice: Configures the interface to send all incoming calls to the DSP
card for processing.

m  isdn switch-type [primary-gsig | basic-gsig]: Configures the use of QSIG signaling
on the D channel. You typically use this setting when connecting via ISDN to a PBX.
The command to enable QSIG signaling is isdn switch-type primary-gsig for PRI
and isdn switch-type basic-qsig for BRI connections.
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Example 1-18 and Figure 1-76 show the configuration for a PBX connection to a Cisco
voice-enabled router. The connection is configured for QSIG signaling across all 23

time slots.
[
PBX T1 PRI
/ QaslIG T —
— Controller T1 0/0 ¢

L)

Figure 1-76 ISDN Example Configuration Topology

Example 1-18 ISDN Configuration

Router(config)#isdn switch-type primary-qsig
Router(config)#controller t1 0/0
Router(config-controller)#pri-group timeslots 1-24
Router(config-controller)#interface serial 0/0:23
Router(config-if)#isdn incoming-voice voice

The following steps detail the previous configuration:
Step 1.  Specify the CO switch type on the ISDN interface.
Router(config)#isdn switch-type primary-qsig

You have a choice of configuring the isdn-switch-type command to support
QSIG at either the global configuration level or at the interface configura-
tion level.

Step 2.  Enter controller configuration mode.
Router(config)#controller t1 0/0

Step 3.  Create an ISDN PRI group.
Router(config-controller)#pri-group timeslots 1-24

Step 4.  Enter voice port configuration mode for the D channel. Channel 23 is the D
channel, because the channel numbering begins at 0. Therefore, Channel 23 is
the 24th channel.

Router(config)#interface serial 0/0:23
Step 5. Send incoming calls to DSPs rather than internal modems.

Router(config-if)#isdn incoming-voice voice
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Step 6.  Activate the voice port.
Router(config-if)#no shutdown

Configuring a BRI Trunk Example

In this example, you have been asked to configure a BRI connection to the PSTN accord-
ing to the following network requirements. Figure 1-77 presents the topology used in
this example.

2 B Channels
+
1 D Channel

Phone1-1 Phone1-2
2001 2002

Figure 1-77 ISDN BRI Example Configuration Topology

The requirements are as follows:

m  Because the ISDN switch is located in Munich, you need to configure the isdn
switch-type as basic-net3 for Germany.

m  The DSP clocking will be synchronized with the WIC in slot 0.

B Because the possibility exists for the incoming number to be sent digit by digit and
not en bloc, you need to configure isdn overlap-receiving.

m  To define incoming calls as voice-only, configure isdn incoming-voice voice. This
will send incoming calls to the DSP resources.

m If the current configuration is set to the network-side, use the isdn protocol-emulate
user command to switch to user-side ISDN. The user-side setting is the default, so it
is not shown in the configuration.

Perform these steps to build the BRI trunk to the PSTN:
Step 1.  Configure DSP clocking so it is synchronized with the PSTN clock.

Step 2.  Configure the ISDN switch type according to the country’s ISDN implemen-
tation.
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Step 3.  Configure ISDN overlap-receiving for countries with variable-length number-
ing plans.

Step 4. Configure incoming ISDN calls as voice. The calls will be directly passed to
the DSPs.

Step 5. Configure BRI as user-side, if necessary. This is the default, so it does not
need to be configured in most circumstances.

Step 6.  Reset the interface if necessary, depending on the configuration.

Example 1-19 illustrates the completed configuration.

Example 1-19 BRI Trunk

Routeri#clear interface brio/o
Router1(config)#network-clock-participate wic 0
Routeri(config)#interface bri 0/0
Routeri(config-if)#isdn switch-type basic-net3
Routeri(config-if)#isdn overlap-receiving
Router1(config-if)#isdn incoming-voice voice
Routeri(config-if)#isdn protocol-emulate user

Configuring a PRI Trunk Example

In this example, you have been asked to configure a PRI connection to the PSTN accord-
ing to the following network requirements. Figure 1-78 presents the topology used in
this example.

30 B Channels
+
1 D Channel

e ol B ~-~<Z ISDN PRI

Router2

Figure 1-78 ISDN PRI Example Configuration Topology

The requirements are as follows:

m  The ISDN switch is located in Munich, Germany. According to the ISDN Switch Type
BRI Parameters table, you need to configure the isdn switch-type as primary-net5.

www.it-ebooks.info

115


http://www.it-ebooks.info/

116 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

m  The DSP clocking will be synchronized with the WIC in slot 0.

m  The line coding for the E1 controller will be linecoding ami. (This is not shown in
Example 1-20, because this is the default configuration.)

m  The framing needs to be defined for the E1 controller. In this case, crc4 framing will
be used. (This is not shown in Example 1-20, because this is the default configuration.)

m  The clock source will be set to the PSTN. (This is the default setting, so it is also not
shown in the configuration.)

m  The logical voice ports need to be created. This is done with the pri-group timeslots
1-31 command, which defines all 30 B channels as logical voice ports. (Again, this is
the default configuration.)

m A variable-length numbering plan needs to be configured. Although the users have a
four-digit extension, the switchboard is available via a 0 extension. You therefore
configure overlap-receiving.

m  To define incoming calls as voice-only, you configure isdn incoming-voice voice. This
will send incoming calls to the DSP resources.

Perform these steps to build the PRI trunk to the PSTN:

Step 1.

Step 2.
Step 3.

Step 4.

Step 5.
Step 6.
Step 7.

Step 8.

Step 9.

Configure the ISDN switch type according to the country’s ISDN implemen-
tation.

Configure DSP clocking so it is synchronized with the PSTN clock.

Configure the E1 line code. Refer to the local service provider for the cor-
rect setting.

Configure the E1 frame format. Refer to the local service provider for the cor-
rect setting.

Configure the clock source to define which side will provide clocking.
Configure a logical voice port to define which channels will be used for voice.

Configure ISDN overlap-receiving for countries with variable-length number-
ing plans.

Configure incoming ISDN calls as voice. The calls will be directly passed to
the DSPs.

Reset the interface if necessary, depending on the configuration.

Example 1-20 illustrates the completed configuration.

Example 1-20 PRI Trunk

Router2(config)#network-clock-participate wic 0

Router2(config)#isdn switch-type primary-net5
Router2(config)#controller e1 0/0/0
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Router2(config-controller)#pri-group timeslots 1-31
Router2(config)#interface Serial@/0/0:15
Router2(config-if)#isdn switch-type primary-net5

Router(config-if)#isdn overlap-receiving

Router2(config-if)#isdn incoming-voice voice

Verifying Digital Voice Ports

After configuring the voice ports on your router, perform the following steps to verify
proper operation:

Step 1.

Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Pick up the handset of an attached telephony device, and check for a dial
tone. Note that current versions of Cisco I0S require a POTS dial peer be
configured for the voice port being tested before a dial tone will be heard.

If you have a dial tone, check for DTMF detection. If the dial tone stops when
you dial a digit, the voice port is probably configured properly.

Use the show voice port summary command to identify the port numbers of
voice interfaces installed in your router.

Use the show voice port command to verify voice port parameter settings.

Use the show running-config command to verify the codec complexity set-
ting for digital T1/E1 connections.

Use the show controller command to verify the digital T1/E1 controller is up
and no alarms have been reported, and to display information about clock
sources and other controller settings.

Use the show voice dsp command to display voice-channel configuration
information for all DSP channels.

Use the show voice call summary command to verify the call status for all
voice ports.

Use the show call active voice command to display the contents of the active
call table, which shows all the calls currently connected through the router or
concentrator.

Use the show call history voice command to display the contents of the call
history table.

Following are some examples of commands used to verify digital port configurations.
Example 1-21 shows the output of the show voice port summary command. For exam-
ple, the highlighted portion of the output shows the status of an FXS port.
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Example 1-21 show voice port summary Command

Router#show voice port summary
IN ouT

PORT CH SIG-TYPE ADMIN OPER STATUS STATUS EC
0:17 18 fxo-1s down down idle on-hook 'y
0:18 19 fxo-1s up dorm idle on-hook 'y
0:19 20 fxo-1ls up dorm idle on-hook 'y
0:20 21 fxo-1ls up dorm idle on-hook 'y
0:21 22 fxo-1s up dorm idle on-hook 'y
0:22 23 fxo-1ls up dorm idle on-hook 'y
0:23 24 e&m-imd up dorm idle idle y
1/1 — fxs-1s up dorm on-hook idle y
1/2 — fxs-1s up dorm on-hook idle y
1/3 — e&m-imd up dorm idle idle y
1/4 — e&m-imd up dorm idle idle y
1/5 — fxo-1s up dorm idle on-hook vy
1/6 — fxo-1s up dorm idle on-hook vy

Example 1-22 shows the output of the show voice port command.

Example 1-22 show voice port Command

Router#show voice port

DS@® Group 1:0 - 1:0

Type of VoicePort is CAS

Operation State is DORMANT
Administrative State is UP

No Interface Down Failure

Description is not set

Noise Regeneration is enabled

Non Linear Processing is enabled

Music On Hold Threshold is Set to -38 dBm
In Gain is Set to @ dB

Out Attenuation is Set to @ dB

Echo Cancellation is enabled

Echo Cancel Coverage is set to 8 ms
Playout-delay Mode is set to default
Playout-delay Nominal is set to 60 ms
Playout-delay Maximum is set to 200 ms
Connection Mode is normal

Connection Number is not set

Initial Time Out is set to 10 s
Interdigit Time Out is set to 10 s
Call-Disconnect Time Out is set to 60 s
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Ringing Time Out is set to 180 s
Companding Type is u-law

Region Tone is set for US

Wait Release Time Out is 30 s

Station name None, Station number None

Voice card specific Info Follows:
DS@ channel specific status info:
IN ouT
PORT CH SIG-TYPE OPER STATUS STATUS TIP

RING

Example 1-23 shows the output of the show controller T1 command. You can use this

command to verify operation of the controller plus correct framing, line code, and

clock source.

Example 1-23 show controller T1 Command

Router#show controller T1 1/0/0
T1 1/0/0 is up.
Applique type is Channelized T1
Cablelength is long gain36 0db
No alarms detected.
alarm-trigger is not set

Framing is ESF, Line Code is B8ZS, Clock Source is Line.

Data in current interval (180 seconds elapsed):
0 Line Code Violations, @ Path Code Violations

0 Slip Secs, @ Fr Loss Secs, @ Line Err Secs, @ Degraded Mins

0 Errored Secs, 0 Bursty Err Secs, @ Severely Err Secs, 0 Unavail Secs

Example 1-24 shows the output of the show voice dsp command.

Example 1-24 show voice dsp Command

Router#show voice dsp

TYPE DSP CH CODEC VERS STATE STATE RST AI PORT TS ABORT TX/RX-PAK-CNT

C549 007 00 {medium} 3.3 IDLE idle o 0 1/0:1 4 0 0/0
.13

C549 008 00 {medium} 3.3 IDLE idle o 0 1/0:1 5 0 /0
.13

C549 009 00 {medium} 3.3 IDLE idle o 0 1/0:1 6 0 /0
.13

C549 010 00 {medium} 3.3 IDLE idle o 0 1/0:1 7 0 /0
.13
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C549 011 00 {medium} 3.3 IDLE idle o 0 1/0:1 8 0 0/0
.13

C549 012 00 {medium} 3.3 IDLE idle o 0 1/0:1 9 0 0/0
.13

C542 001 01 g71iulaw 3.3 IDLE idle o 0 2/0/0 0 512/519
.13

C542 002 01 g71iulaw 3.3 IDLE idle o 0 2/0/1 0 505/502
.13

C542 003 01 g71t1alaw 3.3 IDLE idle o 0 2/1/0 0 28756/28966
.13

C542 004 01 g71tlulaw 3.3 IDLE idle o 0 2/1/1 0 834/8

Example 1-25 shows the output of the show voice call summary command.

Example 1-25 show voice call summary Command

Router#show voice call summary

PORT CODEC VAD VTSP STATE VPM STATE
1/015.1 g729r8 y S_CONNECT S_TSP_CONNECT
1/015.2 g729r8 y S_CONNECT S_TSP_CONNECT
1/015.3 @g729r8 y S_CONNECT S_TSP_CONNECT
1/015.4 g729r8 y S_CONNECT S_TSP_CONNECT
1/015.5 @g729r8 y S_CONNECT S_TSP_CONNECT
1/015.6 g729r8 y S_CONNECT S_TSP_CONNECT
1/015.7 Qg729r8 y S_CONNECT S_TSP_CONNECT
1/015.8 @g729r8 y S_CONNECT S_TSP_CONNECT
1/015.9 @g729r8 y S_CONNECT S_TSP_CONNECT
1/015.10 g729r8 y S_CONNECT S_TSP_CONNECT
1/015.11 g729r8 y S_CONNECT S_TSP_CONNECT
1/015.12 g729r8 y S_CONNECT S_TSP_CONNECT

Example 1-26 shows the output of the show call active voice command.

Example 1-26 show call active voice Command

Router#show call active voice
GENERIC:

SetupTime=94523746 ms
Index=448

PeerAddress=##73072

PeerSubAddress=
PeerId=70000
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PeerIfIndex=37
LogicalIfIndex=0
ConnectTime=94524043
DisconnectTime=94546241
CallOrigin=1

ChargedUnits=0

InfoType=2
TransmitPackets=6251
TransmitBytes=125020
ReceivePackets=3300
ReceiveBytes=66000

VOIP:

ConnectionId[@x142E62FB Ox5C6705AF 0x0@ 0x385722B0]
RemoteIPAddress=171.68.235.18

RemoteUDPPort=16580

RoundTripDelay=29 ms
SelectedQoS=best-effort
tx_DtmfRelay=inband-voice
SessionProtocol=cisco
SessionTarget=ipv4:171.68.235.18
OnTimeRvPlayout=63690
GapFillWithSilence=0 ms
GapFillWithPrediction=180 ms
GapFillWithInterpolation=0 ms
GapFillWithRedundancy=0 ms
HiWaterPlayoutDelay=70 ms
LoWaterPlayoutDelay=30 ms
ReceiveDelay=40 ms

LostPackets=0 ms
EarlyPackets=1 ms
LatePackets=18 ms

VAD = disabled

CoderTypeRate=g729r8
CodecBytes=20

cvVoIPCallHistoryIcpif=0

SignalingType=cas
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Example 1-27 shows the output of the show call history voice command.

Example 1-27 show call history voice Command

Router#show call history voice

GENERIC:

SetupTime=94893250 ms

Index=450

PeerAddress=##52258

PeerSubAddress=

PeerId=50000

PeerIfIndex=35

LogicalIfIndex=0

DisconnectCause=10
DisconnectText=normal call clearing.

ConnectTime=94893780
DisconectTime=95015500
CallOrigin=1

ChargedUnits=0

InfoType=2

TransmitPackets=32258

TransmitBytes=645160

ReceivePackets=20061

ReceiveBytes=401220

VOIP:

ConnectionId[@x142E62FB 0x5C6705B3 0x0® 0x388F851C]
RemoteIPAddress=171.68.235.18

RemoteUDPPort=16552

RoundTripDelay=23 ms
SelectedQoS=best-effort
tx_DtmfRelay=inband-voice
SessionProtocol=cisco
SessionTarget=ipv4:171.68.235.18
OnTimeRvPlayout=398000
GapFillwWithSilence=0 ms

GapFillWithPrediction=1440 ms
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GapFillWithInterpolation=0 ms
GapFillWithRedundancy=0 ms
HiWaterPlayoutDelay=97 ms
LoWaterPlayoutDelay=30 ms
ReceiveDelay=49 ms
LostPackets=1 ms
EarlyPackets=1 ms

LatePackets=132 ms
VAD = disabled
CoderTypeRate=g729r8

CodecBytes=20
cvVoIPCallHistoryIcpif=0

Cross-Connecting a DSO with an Analog Port

The channel bank feature provides support for the TDM cross-connect functionality
between analog voice ports and digital DSOs on the same NM-HD-2VE using CAS, as
shown in Figure 1-79. The cross-connect works as a switch between the selected time
slots on the T1/E1 CAS trunk and an analog voice interface.

EXO e10/0
010 [Ty CAS
DSO
f =
FXS

01N

Figure 1-79 DSO0 ro Analog Port Crossover Example

These restrictions apply:

m  The configuration for cross-connect must be on the same network module.
B A maximum of four FXS or FXO ports can be cross-connected to a T1 interface.

B A BRI-to-PRI or analog-to-BRI/PRI cross-connect cannot be configured; the only
connection for cross-connect is analog-to-T1/E1 CAS (that is, a DS0O group).

m  The DSO group must contain only one time slot. The signaling type of the DS0O
group must match that of the analog voice port.

m If the channel bank feature is used for the T1 controller, the rest of the unused DS0O
group cannot be used for fractional PRI signaling.
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To establish a channel bank (cross-connect) connection between an analog voice port and
a T1 DSO0, configure the connect command in global configuration mode. The parameters
of this command include the analog voice port identifier, and the controller identifier
with the DSO number that should be cross-connected. Example 1-28 offers an example of
the DSO to analog port crossover as depicted in Figure 1-78.

Example 1-28 DSO0 ro Analog Port Crossover

controller el 0/0

ds@-group 0 timeslots 5 type fxs-ground-start

ds@-group 1 timeslots 8 type e&m-fgd
voice-port 0/0:0

signal loop-start

voice-port 0/0:1

operation 2-wire

type 1

signal wink-start
connect connectl voice-port 0/1/0 e1 0/0 0
connect connect1 voice-port 0/1/1 el 0/0 1

Echo Cancellation

Echo is the sound of your own voice reverberating in the telephone receiver while you are
talking. When timed properly, echo is not a problem in a conversation; however, if the
echo interval exceeds approximately 25 ms, it can be distracting to the speaker. In the
traditional telephony network, echo is generally caused by an impedance mismatch when
the four-wire network is converted to the two-wire local loop.

Echo Origin

Figure 1-80 shows an example of a two- to four-wire hybrid circuit. Hybrid echo is
caused by an impedance mismatch in the hybrid circuit. This mismatch causes the trans-
mit (Tx) signal to appear on the receive (Rx) signal.

Two-Wire Four-Wire Trunk Two-Wire

Subscriber Subscriber
Loop Loop
e

Figure 1-80 Echo Origin

The telephone company (telco) usually applies its own port tuning techniques to mini-
mize echo. Echo is constant in a telco environment; however, low delay and low ampli-
tude typically make echo not an issue.
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For echo to be a problem, all of the following conditions must exist:

B Ananalog leakage path between analog Tx and Rx paths
m  Sufficient delay in echo return for echo to be perceived as annoying

m  Sufficient echo amplitude to be perceived as annoying

Talker Echo

Talker echo occurs when the speech energy of a talker, transmitted down the primary sig-
nal path, is coupled into the receiving path from the far end (or tail circuit). Talkers then
hear their own voice, delayed by the total echo path delay time. If the echoed signal has
sufficient amplitude and delay, the result can be annoying to the customer and can inter-
fere with the normal speech process. Talker echo, as illustrated in Figure 1-81, is usually a
direct result of the two- to four-wire conversion that takes place in the PSTN.

Talker Echo (Most Common)

Figure 1-81 Talker Echo

Listener Echo

Listener echo occurs at the far end by circulating voice energy, as shown in Figure 1-82.
Listener echo is generally caused by the two- and four-wire hybrid transformers (caused
by the echo being echoed). The voice of the talker is echoed by the far-end hybrid, and
when the echo comes back to the listener, the hybrid on the side of the listener echoes
the echo back toward the listener. The effect is that the person listening hears both the
talker and an echo of the talker.

Echo Cancellation

An echo canceller is a tool that you can use to control echo. An echo canceller reduces
the level of echo that leaks from the Rx path (from the gateway out into the tail circuit)
into the Tx path (from the tail circuit into the gateway). From the perspective of the echo
canceller in a voice gateway, the Rx signal is a voice that comes across the network from
another location. The Tx signal is a mixture of the voice call in the other location and the
echo of the original voice, which comes from the tail circuit on the initiating end and is
sent to the receiving end.
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Listener Echo (Less Common)

Figure 1-82 Listener Echo

Echo cancellers face into the PSTN tail circuit and eliminate echo occurring in the tail
circuit. The echo canceller in the originating gateway looks out into the tail circuit. By
design, echo cancellers are limited by the total amount of time that they wait for the
reflected speech to be received, which is known as an echo tail. The echo tail is normal-
ly 32 ms.

Echo cancellation is implemented in the DSP firmware on Cisco voice gateways and is
independent of other functions implemented in the DSP, such as the DSP protocol and
compression algorithm. In voice packet-based networks, echo cancellers are built into the
low-bit-rate codecs and operate on each DSP.

Echo Canceller Operation

An echo canceller removes the echo portion of the signal coming out of the tail circuit
and headed into the WAN. To do this, the echo canceller learns the electrical characteris-
tics of the tail circuit and forms its own model of the tail circuit in its memory, and cre-
ates an estimated echo signal based on the current and past Rx signal. The echo canceller
subtracts the estimated echo from the actual Tx signal coming out of the tail circuit. The
quality of the estimation is continuously improved because the echo canceller monitors
the estimation error.

Echo Canceller Components

A typical echo canceller includes two components: a convolution processor and a nonlin-
ear processor (NLP), as shown in Figure 1-83.

Metrics used to measure and influence echo cancellation include ERL, ERLE, ACOM,
output attenuation, and input gain:

m  ERL (echo return loss): Represents the reduction of returning echo (larger is better)

m  ERLE (ERL enhancement): Additional echo loss from canceller
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m  ACOM (A COMbined value) = ERL + ERLE (larger is better)
m  Use output attenuation and input gain to tune ERL to at least 6 dB
Echo Cancel Coverage

(Tail Length)
Tail Circuit

+ Output Attenuation

ACOM H(t) -

g(t)
P . S
SOouT SIN ERL

Figure 1-83 Echo Canceller

The convolution processor first captures and stores the outgoing signal toward the far-
end hybrid. The convolution processor then switches to monitoring mode and, when the
echo signal returns, estimates the level of the incoming echo signal, and subtracts the
attenuated original voice signal from the echo signal.

The time that it takes to adjust the level of attenuation to the original signal is called the
convergence time. Because the convergence process requires that the voice signal be
stored in memory, the echo canceller has limited coverage of tail circuit delay, normally
64 ms, 96 ms, and up to 128 ms. After convergence, the convolution processor provides
about 18 dB of ERLE. Because a typical analog phone circuit provides at least 12 dB of
ERL (that is, the echo path loss between the echo canceller and the far-end hybrid), the
expected permanent ERL of the converged echo canceller is about 30 dB or greater.

Configuring Echo Cancellation

Echo canceller coverage (also known as tail coverage or tail length) is the length of time
that the echo canceller stores its approximation of an echo in memory. An echo canceller
can eliminate the maximum echo delay.

The echo canceller faces into a static tail circuit with an input and an output. If a word
enters a tail circuit, the echo is a series of delayed and attenuated versions of that word,
depending on the number of echo sources and delays associated with them. After a cer-
tain period, no signal comes out. This time period is known as the ringing time of the
tail circuit—the time required for all of the ripples to disperse. To fully eliminate all
echoes, the coverage of the echo canceller must be as long as the ringing time of the tail
circuit. Use the following command to set the tail coverage. (The available time options
and the default value differ per platform and Cisco IOS version.)

Router(config-voiceport)#echo-cancel coverage {8 | 16 | 24 | 32 | 48 | 64}
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To change the threshold at which the gateway will be able to detect echo, use the follow-
ing command:

Router(config-voiceport)#(no) echo-cancel enable

For example, if you have a worst-case ERL of 6 (echo-cancel erl worst-case 6), when you
speak into the phone you can expect at least 6 dB of attenuation on the signal by the
time it gets back to the original source (echo). In general, you do not need to change this
value from the default of 6. Setting the worst-case ERL does not directly modify the
inbound or outbound signals. This is purely a configuration parameter for the echo can-
celler to help it distinguish between echo and a new signal.

You can disable and re-enable the echo canceller using the echo-cancel enable and no
echo-cancel enable commands in voice port configuration mode. The canceller is enabled
by default.

Voice Packets Processing with Codecs and DSPs

Because WAN bandwidth is probably the most expensive component of an enterprise
network, network administrators must know how to calculate the total bandwidth
required for voice traffic and how to reduce overall bandwidth consumption. This section
describes in detail codecs, DSPs, codec complexity, and the bandwidth requirements for
VoIP calls. Several variables affecting total bandwidth are explained, as well as how to
calculate and reduce total bandwidth consumption.

Codecs

A codec is a device or program capable of performing encoding and decoding on a digi-
tal data stream or signal. Various types of codecs are used to encode and decode or com-
press and decompress data that would otherwise use large amounts of bandwidth on
WAN links. Codecs are especially important on lower-speed serial links, where every bit
of bandwidth is needed and utilized to ensure network reliability.

One of the most important factors for a network administrator to consider while building
voice networks is proper capacity planning. Network administrators must understand
how much bandwidth is used for each VoIP call. To understand bandwidth, the adminis-
trator must know which codec is being utilized across the WAN link. With a thorough
understanding of VoIP bandwidth and codecs, the network administrator can apply
capacity planning tools.

Coding techniques are standardized by the ITU. The ITU-T G-series codecs are among
the most popular standards for VoIP applications.

Following is a list of codecs supported by Cisco IOS gateways:
B G.711: The international standard for encoding telephone audio on a 64-kbps channel.

It is a PCM scheme operating at an 8-kHz sample rate, with 8 bits per sample. With
G.711, the encoded voice is already in the correct format for digital voice delivery in
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the PSTN or through PBXs. It is widely used in the telecommunications field because
it improves the signal-to-noise ratio without increasing the amount of data.

There are two subsets of the G.711 codec:
®  mu-law: Used in North American and Japanese phone networks
m  a-law: Used in Europe and elsewhere around the world

Both mu-law and a-law subsets use digitized speech carried in 8-bit samples. They
use an 8-kHz sampling rate with 64 kbps of bandwidth demand.

G.726: An ITU-T Adaptive Differential Pulse-Code Modulation (ADPCM) coding at
40, 32, 24, and 16 kbps. ADPCM-encoded voice can be interchanged between pack-
et voice, PSTN, and PBX networks if the PBX networks are configured to support
ADPCM. The four bit rates associated with G.726 are often referred to by the bit
size of a sample, which are 2 bits, 3 bits, 4 bits, and 5 bits, respectively.

G.728: Describes a 16-kbps Low-Delay Code Excited Linear Prediction (LDCELP)
variation of CELP voice compression. CELP voice coding must be translated into a
public telephony format for delivery to or through the PSTN.

G.729: Uses Conjugate Structure Algebraic Code Excited Linear Prediction (CS-
ACELP) compression to code voice into 8-kbps streams. G.729a (that is, G.729
Annex A) requires less computation, but the lower complexity is not without a trade-
off because speech quality is marginally worsened. Also, G.729D (that is, G.729
Annex B) adds support for VAD and CNG, to cause G.729 to be more efficient in its
bandwidth usage. The features of G.729a and G.729b can be combined into
G.729ab. Standard G.729 operates at 8 kbps, but there are extensions that provide
6.4 kbps (Annex D) and 11.8 kbps (Annex E) rates for marginally worse and better
speech quality, respectively.

G.723: Describes a dual-rate speech coder for multimedia communications. This
compression technique can be used for compressing speech or audio signal compo-
nents at a very low bit rate as part of the H.324 family of standards. This codec has
two bit rates associated with it:

B r63: 6.3 kbps; using 24-byte frames and the MPC-MLQ (Multipulse LPC with
Maximum Likelihood Quantization) algorithm

m  r53: 5.3 kbps; using 20-byte frames and the ACELP algorithm

The higher bit rate is based on ML-MLQ technology and provides a somewhat higher
quality of sound. The lower bit rate is based on CELP and provides system designers
with additional flexibility.

GSM Full Rate Codec (GSMFR): Introduced in 1987, the GSMFR speech coder has
a frame size of 20 ms and operates at a bit rate of 13 kbps. GSMFR is an RPE-LTP
(Regular Pulse Excited—Linear Predictive) coder. To write Voice XML scripts that can
function as the user interface for a simple voice-mail system, the network must sup-
port GSMFR codecs. The network messaging must be capable of recording a voice
message and depositing the message to an external server for later retrieval. This
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codec supports the Cisco infrastructure and application partner components
required for service providers to deploy unified messaging applications.

m Internet Low Bit Rate Codec (iLBC): Designed for narrowband speech, it results in a
payload bit rate of 13.33 kbps for 30-ms frames and 15.20 kbps for 20-ms frames.
The algorithm is a version of Block-Independent Linear Predictive Coding, with the
choice of data frame lengths of 20 and 30 ms. The encoded blocks have to be encap-
sulated in a suitable protocol for transport, such as RTP. This codec enables graceful
speech quality degradation in the case of lost frames, which occurs in connection
with lost or delayed IP packets.

The network administrator should balance the need for voice quality against the cost of
bandwidth in the network when choosing codecs. The higher the codec bandwidth, the
higher the cost of each call across the network.

Impact of Voice Samples and Packet Size on Bandwidth

Voice sample size is a variable that can affect total bandwidth used. A voice sample is
defined as the digital output from a codec’s DSP encapsulated into a protocol data unit
(PDU). Cisco uses DSPs that output samples based on digitization of 10 milliseconds’
worth of audio. Cisco voice equipment encapsulates 20 ms of audio in each PDU by
default, regardless of the codec used. You can apply an optional configuration command
to vary the number of samples encapsulated. When you encapsulate more samples per
PDU, the total bandwidth is reduced. However, encapsulating more samples per PDU
comes at the risk of larger PDUs, which can cause variable delay and severe gaps if PDUs
are dropped. Table 1-14 demonstrates how the number of packets required to transmit
one second of audio varies with voice sample sizes.

Using a simple formula, it is possible for you to determine the number of bytes encapsu-
lated in a PDU based on the codec bandwidth and the sample size (20 ms is the default):

Bytes per Sample = (Sample Size * codec Bandwidth) / 8
If you apply G.711 numbers, the formula reveals the following:

Bytes per Sample = (.020 * 64000) / 8
Bytes per Sample = 160

Notice from Table 1-14 that the larger the sample size, the larger the packet, and the
fewer the encapsulated samples that have to be sent (which reduces bandwidth).

Evaluating Quality of Codecs

There is a saying in the business world that you cannot manage what you cannot measure.
Fortunately, multiple measurements are available for the voice quality of various codecs.
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Table 1-14 Impact of Voice Samples

Codec Bandwidth (bps) Sample Size (Bytes) Packets
G.711 64,000 240 33
G.711 64,000 160 50
G.726r32 32,000 120 33
G.726r32 32,000 80 50
G.726r24 24,000 80 25
G.726r24 24,000 60 33
G.726r16 16,000 80 25
G.726r16 16,000 40 50
G.728 16,000 80 13
G.728 16,000 40 25
G.729 8000 40 25
G.729 8000 20 50
G.723r63 6300 48 16
G.723r63 6300 24 33
G.723r53 5300 40 17
G.723r53 5300 20 33

Mean Opinion Score

Mean opinion score (MOS) is a scoring system for voice quality. An MOS is generated
when listeners evaluate prerecorded sentences that are subject to varying conditions, such
as compression algorithms. Listeners then assign values to the sentences based on a scale
from 1 to 5, where 1 is the worst and 5 is the best.

The test scores are then averaged to a composite score. The test results are subjective,
because they are based on the opinions of the listeners. The tests are also relative,
because a score of 3.8 from one test cannot be directly compared to a score of 3.8 from
another test. Therefore, a baseline for all tests must be established so that the scores can
be normalized and compared.

Perceptual Evaluation of Speech Quality

Perceptual Evaluation of Speech Quality (PESQ) is a family of standards comprising a
test methodology for automated assessment of the speech quality as experienced by a
user of a telephony system. Defined as ITU-T recommendation P.862 (February 2001), it
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is a worldwide applied industry standard for objective voice quality testing, used by
phone manufacturers, network equipment vendors, and telco operators. PESQ can take
into account codec errors, filtering errors, jitter problems, and delay problems that are
typical in a VoIP network. PESQ scores range from 1 (worst) to 4.5 (best), with 3.8 con-
sidered toll quality that can be mapped to MOSs. PESQ replaces its predecessor,
Perceptual Speech Quality Measurement (PSQM).

Perceptual Evaluation of Audio Quality

Perceptual Evaluation of Audio Quality (PEAQ) is a standardized algorithm for objective-
ly measuring perceived audio quality, not only speech. Defined as ITU-R recommenda-
tion BS.1387, it utilizes software to simulate perceptual properties of the human ear and
then integrate multiple model output variables into a single metric. PEAQ characterizes
the perceived audio quality as subjects would do in a listening test. PEAQ results princi-
pally model MOSs that cover a scale from 1 (bad) to 5 (excellent).

The PEAQ technology is protected by several patents and is available under license,
together with the original code for commercial applications. However, free, unvalidated
PEAQ model implementations exist.

Test Method Comparison

Table 1-15 summarizes the key features of the described methods: mean opinion score,
Perceptual Evaluation of Speech Quality, Perceptual Evaluation of Audio Quality, and the
predecessor of PESQ, Perceptual Speech Quality Measurement. In essence, PSQM,
PESQ, and PEAQ provide an objective methodology that can be mapped to the subjec-
tive MOS model. The current standards, PESQ and PEAQ), include a complete range of
factors that would be also considered by a subjective test. PEAQ differs from PESQ
mainly in that it is also used to evaluate other audio types.

Table 1-15  Voice Quality Test Method Comparison

Feature MOS PSQM PESQ PEAQ
Test method Subjective Objective Objective Objective
End-to-end Inconsistent No Yes Yes

packet loss test

End-to-end jitter Inconsistent No Yes Yes

test

Measurement Voice and other  Voice Voice Voice and other
subject audio audio
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Codec Quality

Table 1-16 provides the average MOSs for most typical codecs. These values represent
MOSs under ideal network conditions—no packet loss, low delay, and no jitter. The MOS
values measured under heavy network load will differ from the values shown in this table.

Table 1-16 Codec Quality

Codec Bandwidth (kbps) MOS
G.711 64 4.3
G.726r32 32 3.8
G.726r24 24 3.75
G.726r16 16 3.7
G.728 16 3.75
iLBC 15.2 414
GSM Full Rate 13 3.5
G.729 8 392
G.729a 8 3.7
G.723r63 6.3 3.7
G.723r53 5.3 3.65

Evaluating Overhead

The packetization period and the related voice payload size affect the raw voice band-
width. Table 1-17 illustrates the most common codecs with selected packetization peri-
ods, payload sizes, packet ratios, and the resulting voice bandwidth, including the over-
head introduced by Layer 3 and above. The longer the packetization period is, the larger
the sample size is, and the lower the Layer 3+ voice bandwidth is.

Table 1-17 Evaluating Overbead

Codec Packetization = Voice Payload Packets per Layer 3+
Period Second Bandwidth per
Call
G.711 20 ms 160 byte 50 80 kbps
G.711 30 ms 240 byte 33 74 kbps
G,729 20 ms 20 byte 50 24 kbps
G.729 30 ms 30 byte 33 19 kbps
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To compute the total call bandwidth, the additional Layer 2 header must be considered,
using the following formula:

BW per call = (Voice payload + L3+ overhead + L2 overhead) * Packet ratio) * 8
bits/byte

Several factors must be included in calculating the overhead of a VoIP call. Layer 2 and
security protocols significantly add to the packet size.

Data-Link Overhead

A significant contributing factor to bandwidth is the Layer 2 protocol that is used to
transport VoIP. VoIP alone carries a 40-byte IP, User Datagram Protocol (UDP), and Real-
Time Transport Protocol (RTP) header. The larger the Layer 2 overhead, the more band-
width that is required to transport VoIP:

m IEEE 802.3 Ethernet: Carries 18 bytes of overhead: 6 bytes for source MAC, 6
bytes for destination MAC, 2 bytes for type, and 4 bytes for CRC.

m IEEE 802.1Q Ethernet: In addition to the 802.3 overhead, there is a 32-bit 802.1Q
header that carries, among others, a 12-bit VLAN ID.

B PPP: Carries 4 to 8 bytes of overhead. The PPP header includes a 1- to 2-byte flag to
indicate the beginning or end of a frame (in successive frames, only one character is
used), 0 to 1 address byte, 0 to 1 control byte, 1- to 2-byte protocol field, and 2
bytes for CRC. If both PPP peers agree to perform address and control field com-
pression during Link Control Protocol (LCP) negotiation, the control and address
fields are not included. If both PPP peers agree to perform protocol field compres-
sion during LCP negotiation, the protocol field is 1 byte.

m  Frame Relay: Carries 6 bytes of overhead: 2 bytes of header, 2 bytes of trailer
(CRC), and 2 bytes of flags.

B Frame Relay Fragmentation Implementation Agreement (FRFE12): In addition to
the Frame Relay overhead, there is a 2-byte FRE12 subheader that includes 4 bits of
flags and a 12-bit sequence number to facilitate reassembly at the remote end.

IP and Upper Layers Overhead

The IP and transport layers also have overhead to contribute to the size of the packets:
m  IP: Adds a 20-byte header

m  UDP: Adds an 8-byte header

m  RTP: Adds a 12-byte header

VPN Overhead
VPN encapsulation adds additional overhead to the VoIP packets:

®  Encapsulating Security Payload (ESP): Adds typically a 50- to 57-byte overhead. Two
variables affect the ESP overhead: cipher block size and the authentication algorithm.
The typical block size is 8 octets, but Advanced Encryption Standard (AES) works with
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16-octet block sizes. The block size influences the size of the initialization vector field,
which is the same as the block size plus the padding overhead, which can be up to block
size minus 1 octet. The authentication algorithm yields different fingerprint sizes:

B Message Digest 5 (MD5): 16 octets

m  Secure Hash Algorithm 1 (SHA-1): 20 octets

m  Secure Hash Algorithm 192 (SHA-192): 24 octets
m  Secure Hash Algorithm 256 (SHA-256): 32 octets

®  Generic Routing Encapsulation (GRE), Layer 2 Tunneling Protocol (L2TP): Adds a
24-byte header.

®  Multiprotocol Label Switching (MPLS): Adds a 4-byte header for every label carried
in the packet. A label stack might include multiple labels in an MPLS VPN or traffic
engineering environment.

Bandwidth Calculation Example

The example calculates the total bandwidth for a G.711 voice call with 50 pps carried
over a Frame Relay network.

To compute the total call bandwidth, this formula is used:

Bandwidth per call = (Voice payload + Layer 3 _overhead + Layer 2_overhead) *
PACKET ratio) * 8 bits/byte

For the specified call, the bandwidth computes to the following:

Bandwidth per call = (160 + 40 + 6) * 50) * 8 bits/byte = 82,400 b/s = 82.4 kbps

Per-Call Bandwidth Using Common Codecs
Table 1-18 includes the total call bandwidth used by the most common codecs. It lists the
Layer 3+ bandwidth and the total call bandwidth over 802.3 Ethernet and Frame Relay
networks. The Layer 3+ bandwidth takes into account the voice payload and IP, UDP, and
RTP overhead. The 802.3 Ethernet and Frame Relay bandwidths consider the additional
Layer 2 overhead. The table is produced using the formula introduced earlier.

Table 1-18 Per-Call Bandwidth

Codec Voice Packets per Only Layer 3+Call over Call over
Payload Second Frame Relay 802.3
Ethernet
G.711 160 bytes 50 80 kbps 82.4 kbps 87.2 kbps
G.711 240 bytes 33 74.66 kbps 76.27 kbps 79.47 kbps
G.729 20 bytes 50 24 kbps 26.4 kbps 31.2 kbps
G.729 30 bytes 33 18.66 kbps 20.27 kbps 23.47 kbps
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Digital Signal Processors

A DSP is a specialized microprocessor designed specifically for digital signal processing.
DSPs enable Cisco platforms to efficiently process digital voice traffic. DSPs on a router
provide stream-to-packet signal processing functionality that includes voice compression,
echo cancellation, and tone- and voice-activity detection.

A media resource is a software-based or hardware-based entity that performs media-
processing functions on the data streams to which it is connected. A few examples are
media-processing functions that include mixing multiple streams to create one output stream
(conferencing), passing the stream from one connection to another (media termination point),
converting the data stream from one compression type to another (transcoding), echo can-
cellation, signaling, termination of a voice stream from a TDM circuit (coding/decoding),
packetization of a stream, and streaming audio (annunciation).

The terms DSP and media resource are often used interchangeably in some documentation.

The four major functions of DSPs in a voice gateway are as follows:

m  Transcoding: Transcoding is the direct digital-to-digital conversion from one codec
to another. Transcoding compresses and decompresses voice streams to match end-
point-device capabilities. Transcoding is required when an incoming voice stream is
digitized and compressed (by means of a codec) to save bandwidth, but the local de-
vice does not support that type of compression. Ideally, all IP telephony devices
would support the same codecs, but this is not the case. Rather, different devices sup-
port different codecs.

Transcoding is processed by DSPs on a DSP farm. Sessions are initiated and man-
aged by Cisco Unified Communications Manager. Cisco Unified Communications
Manager also refers to transcoders as hardware MTPs.

If an application or service can handle only one specific codec type, which is usually
G.711, a G.729 call from a remote site must be transcoded to G.711. This can be
done only via DSP resources. Because applications and services are often hosted in
main sites, DSP transcoding resources are most common in central sites.

m  Voice termination: Voice termination applies to a call that has two call legs, one leg
on a TDM interface and the second leg on a VoIP connection. The TDM leg must be
terminated by hardware that performs coding/decoding and packetization of the
stream. DSPs perform this termination function. The DSP also provides echo cancel-
lation, voice activity detection, and jitter management at the same time it performs
voice termination.

m  Media termination point (MTP): An MTP is an entity that accepts two full-duplex
voice streams using the same codec. It bridges the media streams and allows them to
be set up and torn down independently. The streaming data received from the input
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stream on one connection is passed to the output stream on the other connection,
and vice versa. In addition, the MTP can be used to transcode a-law to mu-law and
vice versa, or it can be used to bridge two connections that utilize different packeti-
zation periods. MTPs are also used to provide further processing of a call, such as
RFC 2833 support.

m  Audio conferencing: In a traditional circuit-switched voice network, all voice traffic
goes through a central device (such as a PBX system), which provides audio conferenc-
ing services as well. Because IP phones transmit voice traffic directly between phones,
a network-based conference bridge is required to facilitate multiparty conferences.

A conference bridge is a resource that joins multiple participants into a single call. It can
accept any number of connections for a given conference, up to the maximum number of
streams allowed for a single conference on that device. A one-to-one correspondence
exists between media streams connected to a conference and participants connected to
the conference. The conference bridge mixes the streams together and creates a unique
output stream for each connected party. The output stream for a given party is the com-
posite of the streams from all connected parties minus their own input stream. Some con-
ference bridges mix only the three loudest talkers on the conference and distribute that
composite stream to each participant (minus their own input stream if they are one of the
talkers).

Hardware conference bridges are used in two environments. They can be used to increase
the conferencing capacity in a central site without putting an additional load on Cisco
Unified Communications Manager servers, which can host software-based conference
bridges. More important is the use of hardware conference bridges in remote sites. If no
remote-site conference resources are deployed, every conference will be routed to central
resources, resulting in sometimes-excessive WAN usage.

In addition, DSP-based conference bridges can mix G.711 and G.729 calls, thus support-
ing any call-type scenario in multisite environments. In contrast, software-based confer-
ence bridges deployed on Cisco Unified Communications Manager servers can mix only
G.711 calls.

Hardware Conferencing and Transcoding Resources

Figure 1-84 shows a multisite environment with deployed DSP resources. Router2 in
Chicago is offering DSP-based conferencing services to support mixed codec environ-
ments and optimal WAN usage.
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Figure 1-84 Media Resource Deployment Example

The central gateway, Routerl, offers transcoding and conferencing services. The
transcoding resources can be used to transcode G.729 to G.711 and then connect to an
application server or even a software-based Cisco Unified Communications Manager
conference bridge.

DSP Chip

The DSP chip plays a crucial role in the Cisco Unified Communications system. The DSP
chip comes in several form factors, from soldered on to the main board of the Cisco
Unified IP phone or gateway, to the modular packet voice DSP module (PVDM). The
PVDM can have multiple DSPs on the module.

The type of DSP chip, the number of DSP resources, and the type of codec that is used
all factor into the calculation of how many simultaneous calls can be processed.

DSP Modules

Currently, there are two major types of high-density PVDMs: PVDM generation 2
(PVDM2) and PVDM generation 3 (PVDM3). The Cisco 2800 and 3800 Series platforms
support only the PVDM2 modules. The Cisco 2900 and 3900 Series platforms support
both the PVDM2 and PVDM3 modules. The PYDM3 modules provide higher density
(up to four times higher) than the PVDM2s. They also provide improved performance in
terms of the number of conference and transcoding sessions supported.

PVDM?2 is installed in

m  Motherboard PVDM2 slot on Cisco 2800 and 3800 Series ISRs

m  Cisco High Density Digital Voice Network Modules (NMHDV2, NM-HDV2-
1T1/E1, and NM-HDV2-2T1/E1)

m  PVDM2 Adapter for PVDMS3 slot on Cisco 2900, 3900 Series ISRs
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PVDM3 is installed in

m  Motherboard PVDMS3 slot on Cisco 2900, 3900 Series ISRs

m  Cisco 2901 and 2911 routers have two slots each, Cisco 2921 and 2951 routers have
three slots each, and Cisco 3925 and 3945 routers have four slots each.

m  Cisco IOS Software Release 15.0.1(M) and later

Table 1-19 lists the major differences between PVDM2 and PVDM3 modules. Each series
includes multiple models that differ in the number and capacity of the DSPs that they
have on board. The number (8, 16, 32, 64, and so on) in the model name indicates the
maximum number of G.711 voice calls that a particular module can support.

Table 1-19 DSP Module Comparison

PVDM2 PVDM3
Platform support Cisco 2800, 3800, 2900, 3900 Cisco 2900,3900 Series ISRs
Series ISRs
Models PVDM2-8, PVDM2-16, PVDM3-16, PVDM3-32,
PVDM2-32, PVDM2-48, PVDM3-64, PVDM3-128,
PVDM2-64" PVDM3-192, PVDM3-256*
Capabilities Voice/fax Voice/video (no Cisco Fax
Relay)
Resource sharing Per-module and per-chassis ~ DSP resources in motherboard
sharing slots shared across the chassis
backplane
Coexistence Can coexist on the Cisco 2900 and 3900 Series ISR platforms

but PVDM2 cannot be installed directly on the motherboard

*Number in the model name identifies the number of supported G.711 channels

All features supported by PVDM2s are supported on PVDM3s, except Cisco Fax Relay,
which is no longer supported on PVDM3s. PVDM3 modules have a number of new fea-
tures, including video support.

The PVYDM2 and PVDM3 modules can coexist as long as they are not both installed in
the same domain. The motherboard PVDM slots form one domain, and each service
module slot forms a separate domain. The motherboard domain can contain either all
PVDM2 modules or all PVDM3 modules. A service module domain can contain only
PVDM2 modules housed by the NM-HDV2 carrier card. If a mix of PVDM2s and
PVDM3s are detected on the motherboard slots, then the PVDM2s will be deactivated,
allowing only the PVDM3s to be used actively. If PVDM2s are detected in service mod-
ule slots and PVDM3s are installed on the motherboard, then both will continue to func-
tion in their own domains and coexist.
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Codec Complexity

Codec complexity refers to the amount of processing that is required to perform voice
compression. Codec complexity affects call density, which is the number of calls that are
reconciled on the DSPs. With higher codec complexity, fewer calls can be processed, as
illustrated in Table 1-20. A higher codec complexity might be required to support a par-
ticular codec or combination of codecs. A lower codec complexity supports the greatest
number of voice channels, if the lower complexity is compatible with the particular
codecs in use.

Table 1-20 Media Termination and Transcoding

Low Complexity Medium Complexity High Complexity

G.711 and Clear- G.729A, G.729AB, G.723.1, G.728, G.729,
Channel Codec G.726, G.722, and Fax G.729B, iLBC, and
Relay Modem Relay

PVDM2-8 8 4 4

PVDM2-16 16 8 6

PVDM2-32 32 16 12

PVDM2-48 48 24 18

PVDM2-64 64 32 24

PVDM3-16 16 12 10

PVDM3-32 32 21 14

PVDM3-64 64 42 28

PVDM3-128 128 96 60

PVDM3-192 192 138 88

Recommended Usage in Deployment Models

The selection of the appropriate codec depends on the VoIP path that the call takes, as
follows:

B Single-site deployment: In this deployment model, the VoIP calls are made within the
same site. The site consists of LAN or MAN networks where enough bandwidth is
available. G.711 and G.722 codecs are recommended to provide the best voice qual-
ity. The bandwidth usage of the codec is not a concern within a single site.

m  Multisite WAN with centralized or distributed call signaling and clustering over
the WAN: In these models, intrasite calls should use the same codecs as in single
site—G.711 or G.722—as these codecs offer the best voice quality and the band-
width consumption is not a problem. Intersite calls should use G.729 using any annex
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type. This codec family consumes very little bandwidth per call and guarantees good
voice quality. It is widely supported in the industry, so the interoperability with other
vendors is guaranteed.

Packet Voice DSP Module Conferencing

PVDM2 modules offer more flexibility in resource sharing than the PVDM2 modules.
The PVDM3 modules have a universal firmware image that allows sharing DSP resources
between transcoding, voice, and conference calls. On the PVDM2, you can use the same
DSP for voice and transcoding calls, but a different DSP firmware image is required for
conference calls. If a PVDM?2 DSP is assigned for a conferencing session, it cannot be
used for transcoding or voice calls at the same time. Note that conferencing needs a dedi-
cated PVDM2 DSP, but not a dedicated PVDM2 module. For example, the PVDM2-64
contains four DSPs; if you use one of them for conferencing, the other three can be used
for other purposes. The number of supported conferences and participants depends on
codec complexity. As an example, the PYDM3-256 module supports the following:

m 66 G.711 conferences with 8 participants each

B 6 G.711 conferences with 64 participants each

m 30 G.722 conferences with 8 participants each

m 36 G.729 or G.729A conferences with 8 participants each

m 18 iLBC conferences with 8 participants each

m  Up to 32 participants per G.729, G.729A, or G.722 conference

m  Up to 16 participants per iLBC conference

DSP Calculator

For easier DSP calculation, a DSP calculator tool is available at the following URL (and
requires appropriate login credentials for the Cisco website):

http://cisco-apps.cisco.com/web/applicat/dsprecal/dsp _calc.html

Note The DSP calculator requires that you log in to Cisco.com with appropriate cre-
dentials.

The following example shows how to calculate the required DSPs to deploy the following
media resources on a single gateway:

Router model: Cisco 2811
Cisco I0OS release: 12.4(6)T

Installed voice interface cards (VIC): Onboard slot 0, VWIC2-1IMFT-T1/E1 used as a PRI
T1 with 23 voice bearer channels
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Number of G.711 calls: 23
Number of transcoding sessions: 8 G.711 to G.729a

Number of conferences: Four mixed-mode conferences
Follow these steps to perform the calculation:

Step 1.  Select the correct router model, in this case Cisco 2811.

Step 2.  Select the correct Cisco IOS release: Mainline Release, T Train Release, or
Special Release, as shown in Figure 1-85. In this case, 12.4(6)T is selected.
Different Cisco IOS releases might lead to different DSP calculations, because
the firmware of a DSP depends on the Cisco IOS version used.

@ Select the Cisco 10S release.
@ Select the router model.

= DSP Calculator stems - Windows Intarnet Explarar
GE - [ mttvmnmcsco.comoopbinfsuppeet 05Piceco srodsell CIEE h ek
Flo  Edk View Favorites  Tooks  Help
W 4 |2 o5 Caledator - Cisco Systems = s B & - [ Page - G Todk -
Logged in | Contacts & Feedback | Help | SdeMap | Select § Location / Language 2
aliali
cisco (Swanch | oo

Products & Services | Ordering | Technienl Support & Docu nentstion | Leaming & Events | Partners & Reseliers | About Caco

HOME Tools & Resources

TECHNICAL SUFPORT & DSP Calculater
DOCUNENTATION

TOOLS & RESOURCES [ SELECT AQUTER | CONFISUAE ACUTER | CONFIGUAE OPTIONS RESULTE

Fesdback | el

Select Router and Software Versions

KI5 Upgrads Panner

105 Mainling Release SuleclUne v for) 1700 Seres Desian Toot
KIS T Train Release | 124(6)T ‘ﬂ’"— TAC Cose Open
105 Special Release Selact Ona Vi 18K Caxe ey
Produgts & Servioes
Note Rrieases dsplayed are vaid for the plattorm seiscied Cingy 1750 Sevies Nisdlr Agpess

C ) Series Wedular Ac
Resters niroducton
Cico 2000 Senes Modulr Sccess
Boslens birpdyction

Cinco 37 odylar A

C 0 Series Wedular Ac
Besters lntrodustion

]

Techeicnl Suppon & Decumentation | Leaming & Events | Pamners & Reselers | Ab

rigihts reserved. Tarmy god Gongitices, Privecy Ststemant Gookia Policy and Tragemany of Gise Systers, e

Figure 1-85 DSP Calculator (Steps 1 and 2)

Step 3.  Sclect the appropriate VIC configuration. In this case, VWIC2-IMFT-T1/E1
(T1 voice) is selected, as shown in Figure 1-86. The T1 voice option is neces-
sary because the VWIC2 supports both E1 and T1.

Step 4.  Specify the maximum number of calls for a specific codec or fax configura-
tion. In this case, a full T1 is configured for PRI—that is, 23 G.711 calls, as
illustrated in Figure 1-86.
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Figure 1-86 DSP Calculator (Steps 3 and 4)

Note A full T1 PRI supports only 23 voice channels. A T1 configured for channel associ-
ated signaling (CAS) or a T1 configured for Nonfacility Associated Signaling (NFAS) can
support as many as 24 voice channels.

Step 5.  Specify the number of transcoding sessions with the appropriate codec, as
shown in Figure 1-87. In this example, 8 G.711 to G.729a sessions are
required.

Step 6.  Specify the number of conferences required on the gateway, either single-
mode G.711 or mixed-mode conferences, as demonstrated in Figure 1-87.

Step 7.  After entering all parameters, you can calculate the required DSP resources. For
our example, five C5510 DSPs need to be deployed, as shown in Figure 1-88.
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@Specify the number of transcoding sessions.
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Figure 1-87 DSP Calculator (Steps 5 and 6)

Configuring DSPs

The codec complexity can be configured to tell the gateway how many DSP resources to
allocate to a voice channel. These settings are available:

m  High complexity: This option supports any high-complexity codec or a combination
of high- and lower-complexity codecs.

®  Medium complexity: This option supports any medium-complexity codec or a com-
bination of medium- and low-complexity codecs. It offers the greatest number of
voice channels, if the lower complexity is compatible with the particular codecs in
use. All medium-complexity codecs can also be run in high-complexity mode, but
fewer (usually about half) of the channels are available per DSP.

m  Flex: In this option, more voice channels can be connected (or configured in the
case of DSO groups and PRI groups) to the module than the DSPs can accommodate.
If all voice channels should go active simultaneously, the DSPs become oversub-
scribed, and calls that are unable to allocate a DSP resource fail to connect. This is
the default setting.
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m  Secure: This option supports the Secure Real-Time Transport Protocol (SRTP) pack-
age capability for media encryption and authentication. This setting supports the
lowest number of selected low- and medium-complexity codecs (G.711 a-law and
mu-law, G.729, and G.729A) per DSP.
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Figure 1-88 DSP Calculator (Step 7)

The DSP resources, when installed on a voice gateway, do not have to be configured to
support voice termination. In certain situations, it is necessary to fine-tune their opera-
tions. For fine-tuning, the voice-card slor command is used to enter the voice card config-
uration mode. The voice card corresponds to a service module installed on the gateway.

Router(config)#voice-card slot

www.it-ebooks.info

145


http://www.it-ebooks.info/

146 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

The dspfarm command adds a specified voice card to the DSP resource pool. If there are
not enough DSPs on the motherboard to terminate the required PRI and CAS channels,
you can use the dspfarm command under the available voice card (NM-HDV2 or another
network module with PVDM2s). The DSPs of that voice card will be added to the shared
resource pool. This method allows the termination of PRI and CAS channels, but not ana-
log circuits.

Router(config-voicecard)#dspfarm
The codec complexity command sets the codec complexity on a voice card.
Router(config-voicecard)#codec complexity {flex | high | medium | secure}

The codec sub-sample command is used for applications that have strict requirements for
round-trip delay times. This command reduces the G.711 sampling period inside the DSP
from the default value of 10 ms to 5 ms, thus reducing the delay. However, this reduces
the channel density of G.711 channels from 16 to 14. There is no difference in secure
channel density if this mode is enabled.

Router(config-voicecard)#codec sub-sample

For codec complexity to change, all of the DSP voice channels must be in the idle state.
Example 1-29 illustrates a codec complexity configuration.

Example 1-29 Voice Card Configuration Example

Router(config)#voice-card 1
Router(config-voicecard)#codec complexity ?
flex Set codec Flex complexity, higher call density.
high Set codec to high complexity, lower call density.
medium Set codec to mid range complexity and call density
secure Set codec complexity to secure.
Router(config-voicecard)#codec complexity flex

Router(config-voicecard)#codec sub-sample

When you use the codec complexity high command to change codec complexity, the
system prompts you to remove all existing DS0O or PRI groups using the specified voice
card. Then all DSPs are reset, loaded with the specified firmware image, and released.

The complexity of DSPs can be verified with the show voice dsp command, as shown in
Example 1-30.

Example 1-30 Verifying Codec Complexity

HQ-1#show voice dsp

DSP DSP DSPWARE CURR BOOT PAK TX/RX
TYPE NUM CH CODEC VERSION STATE STATE RST AI VOICEPORT TS ABORT PACK COUNT
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---------------------------- FLEX VOICE CARD @ ------cmcmmmmm i ot
*DSP VOICE CHANNELS*
CURR STATE : (busy)inuse (b-out)busy out (bpend)busyout pending
LEGEND : (bad)bad (shut)shutdown (dpend)download pending
DSP DSP DSPWARE CURR BOOT PAK TX/RX
TYPE NUM CH CODEC VERSION STATE STATE RST AI VOICEPORT TS ABRT PACK COUNT
*DSP SIGNALING CHANNELS*
DSP DSP DSPWARE CURR BOOT PAK TX/RX
TYPE NUM CH CODEC VERSION STATE STATE RST AI VOICEPORT TS ABRT PACK COUNT
C5510 002 01 {flex} 8.2.0 alloc idle o 0 0/2/0 02 0 0/0
C5510 002 02 {flex} 8.2.0 alloc idle 0 0 0/2/1 02 0 0/0
------------------------ END OF FLEX VOICE CARD @ ------------- st

Configuring Conferencing and Transcoding on Voice Gateways

The configuration of transcoding and conferencing on a voice gateway involves DSP
resource requirements, Skinny Client Control Protocol (SCCP) configuration, DSP farm
and DSP farm profile configuration, and hardware configurations.

The basic steps for configuring conferencing and transcoding on voice gateway routers
are as follows:

Step 1.  Determine DSP resource requirements: DSPs reside either directly on a voice

network module (such as the NM-HD-2VE), on PVDM2s that are installed in
a voice network module (such as the NM-HDV2), or on PVDM2s that are
installed directly onto the motherboard (such as on the Cisco 2800 and 3800

Series voice gateway routers). You must determine the number of PVDM2s or

network modules required to support your conferencing and transcoding
services and install the modules on your router.

Step 2.  Enable SCCP: The Cisco IOS router containing DSP resources communicates

with Cisco Unified Communications Manager using SCCP. Therefore, SCCP
needs to be enabled and configured on the router.

Step 3.  Configure enhanced conferencing and transcoding: Configuring conferenc-
ing and transcoding on the voice gateway includes the following substeps:

m  Enable DSP farm services.
m  Configure a DSP farm profile.

B Associate a DSP farm profile to a Cisco Unified Communications
Manager group.

m  Verify DSP farm configuration.
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The remainder of this section explores DSP farm configuration tasks, including both
Cisco IOS configuration and Cisco Unified Communications Manager configuration.
Examples are provided for each configuration task.

DSP Farms

A DSP farm is the collection of DSP resources available for conferencing, transcoding,
and MTP services. DSP farms are configured on the voice gateway and managed by Cisco
Unified Communications Manager through SCCP.

The DSP farm can support a combination of transcoding sessions, MTP sessions, and
conferences simultaneously. The DSP farm maintains the DSP resource details locally.
Cisco Unified Communications Manager requests conferencing or transcoding services
from the gateway, which either grants or denies these requests, depending on resource
availability. The details of whether DSP resources are used, and which DSP resources are
used, are transparent to Cisco Unified Communications Manager.

The DSP farm uses the DSP resources in network modules on Cisco routers to provide
voice conferencing, transcoding, and hardware MTP services.

Consider the topology in Figure 1-89. Prior to actual media resource configuration, the
DSPs need to be enabled for DSP farm usage. The dsp services dspfarm voice card con-
figuration mode command allocates the DSPs to the DSP farm.

San Jose

Cisco Unified CM
10.1.1.201
Y

) « P > Transcoding . Conferencing
* * /,/ \\\
ya Vit N
‘ L o N [=
: e ) o
! AN a4 L
N e

Chicago

Router1 AN i Router2
| | P ¢ ’
i
./ 1P
Phone1-1 Phone1-2 Phone2-1 Phone2-2
1001 1002 2001 2002

Figure 1-89 DSP Farm Configuration Topology Example

These commands are issued on both gateways, Routerl and Router2, as illustrated in
Examples 1-31 and 1-32.
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Example 1-31 Allocating DSPs ro a DSP Farm on Routerl

Routeri(config)#voice-card 0
Routeri(config-voicecard)#dsp services dspfarm

Example 1-32 Allocating DSPs ro a DSP Farm on Router2

Router2(config)#voice-card 0
Router2(config-voicecard)#dsp services dspfarm

DSP Profiles

DSP farm profiles are created to allocate DSP farm resources. Under the profile, you
select the service type (conference, transcode, MTP), associate an application, and speci-
fy service-specific parameters such as codecs and the maximum number of sessions. A
DSP farm profile allows you to group DSP resources based on the service type.
Applications associated with the profile, such as SCCP, can use the resources allocated
under the profile. You can configure multiple profiles for the same service, each of which
can register with one Cisco Unified Communications Manager group. The profile ID and
service type uniquely identify a profile, allowing the profile to uniquely map to a Cisco
Unified Communications Manager group that contains a single pool of Cisco Unified
Communications Manager servers.

When the DSPs are ready, the DSP profile is configured using the dspfarm profile com-
mand. In this example, because transcoding is required on Routerl, the dspfarm profile 1
transcoding command is used. On Router2, the dspfarm profile 1 conferencing com-
mand creates a profile for conferencing.

Because both G.711 and G.729 are used in this deployment, multiple codecs are enabled
in both the transcoding and conferencing profiles using the codec codec-rype command.
Configurations for Routerl and Router2 are provided in Examples 1-33 and 1-34.

Example 1-33 Creating a DSP Profile on Routerl

Routeri(config)#dspfarm profile 1 transcode
Routeri(config-dspfarm-profile)#codec g711ulaw
Routeri(config-dspfarm-profile)#codec g711alaw
Routeri(config-dspfarm-profile)#codec g729ars8
Routeri(config-dspfarm-profile)#codec g729abr8
Routeri(config-dspfarm-profile)#codec ¢g729r8
Routeri(config-dspfarm-profile)#maximum sessions 6
Routeri(config-dspfarm-profile)#associate application SCCP
Routeri(config-dspfarm-profile)#no shutdown

Example 1-34 Creating a DSP Profile on Router2

Router2(config)#dspfarm profile 1 conference
Router2(config-dspfarm-profile)#codec g711iulaw
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Router2(config-dspfarm-profile)#codec g711alaw
Router2(config-dspfarm-profile)#codec g729ars8
Router2(config-dspfarm-profile)#codec g729abr8
Router2(config-dspfarm-profile)#codec ¢g729brs8
Router2(config-dspfarm-profile)#maximum sessions 2
Router2(config-dspfarm-profile)#associate application SCCP
Router2(config-dspfarm-profile)#no shutdown

Note Because mixed-mode conferencing is configured, the two configured conferences
require a full DSP. If only G.711 would be allowed, a single DSP on a PVDM2 would allow
up to eight conferences.

SCCP Configuration

After the profiles are set up, both routers should be configured for SCCP. As a reminder,
the SCCP protocol is used for signaling between Cisco Unified Communications
Manager and the router containing the DSP resources.

Both routers use their Fast Ethernet 0/1 interface as the SCCP source interface, and the IP
address of the primary Cisco Unified Communications Manager is 10.1.1.201. Because
Cisco Unified Communications Manager 8.0 is deployed, 7.0+ is specified in the SCCP
configuration on each router to ensure full interoperability between the router and Cisco
Unified Communications Manager. Note that Cisco IOS 15.1(1)T1 is used in this example.
Future Cisco IOS versions might support an 8.0 parameter for the sccp ccm command.

After the Cisco Unified Communications Manager servers have been defined, the SCCP
groups can be configured. Again, Fast Ethernet 0/1 is used as the source interface for the
group, and the previously defined Cisco Unified Communications Manager is associated
using the associate ccm 1 priority 1 command. Note that the San Jose Cisco Unified
Communications Manager server references the identifier option previously specified.

Then, the DSP farm profile is associated with the SCCP group using the associate profile
command. The register XCODERouter1 option used on Routerl assigns the name
XCODERouterl to the profile. This name will be used when registering with Cisco
Unified Communications Manager and will be required when configuring the Cisco
Unified Communications Manager to point back to the DSP resource. On Router2, the
register CFBRouter2 option is used, because this profile is a conference bridge.

These commands are issued on both gateways, Routerl and Router2, as illustrated in
Examples 1-35 and 1-36.

Example 1-35 Configuring SCCP on Routerl

Routeri(config)#sccp local FastEthernet 0/1
Router1(config)#sccp ccm 10.1.1.201 identifier 1 priority 1 version 7.0+
Routeri(config)#sccp
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Router1(config)#sccp ccm group 1
Routeri(config-sccp-ccm)#bind interface FastEthernet 0/1
Router1(config-sccp-ccm)#associate ccm 1 priority 1
Routeri(config-sccp-ccm)#associate profile 1
Routeri(config-sccp-ccm)#register XCODERouter1

Example 1-36 Configuring SCCP on Router2

Router2(config)#sccp local FastEthernet 0/1

Router2(config)#sccp ccm 10.1.1.201 identifier 1 priority 1 version 7.0+
Router2(config)#sccp

Router2(config)#sccp ccm group 1

Router2(config-sccp-ccm)#bind interface FastEthernet 0/1
Router2(config-sccp-ccm)#associate ccm 1 priority 1
Router2(config-sccp-ccm)#associate profile 1
Router2(config-sccp-ccm)#register CFBRouter2

Unified Communications Manager Configuration

After the Cisco I0S configuration is complete, the media resources need to be added to
Cisco Unified Communications Manager.

Continuing with the current example, a conference bridge is defined in the Media
Resource > Conference Bridge menu option, as shown in Figure 1-90.

Go to Media Resources > Conference Bridge
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Figure 1-90 Navigating ro the Conference Bridge Configuration Screen
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The newly added conference bridge now needs to be set up. Because the conference
bridge is using a PVDM2 deployed on an ISR, the Conference Bridge Type needs to be
Cisco IOS Enhanced Conference Bridge, as illustrated in Figure 1-91.

After you select the correct type, specify the parameters described in Table 1-21 and

illustrated in Figure 1-92.
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Figure 1-91 Defining a Conference Bridge Type

Note For simplicity, the device pool and location are left at their defaults.

Table 1-21 Conference Bridge Configuration

Parameter Value

Description

Conference Bridge Type Cisco I0S Enhanced Media
Termination Point

Select the platform housing the
DSPs to be used as a confer-
encing resource.

Conference Bridge Name CFBRouter2

This needs to match the name
previously configured in the
associate profile command on
the gateway.
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Table 1-21 Conference Bridge Configuration

Parameter Value Description

Description CFBRouter2 Choose a meaningful descrip-
tion.

Device Pool Default Select the correct device pool.

Common Device < None > Optionally select a Common

Configuration Device Configuration.

Location < None > Select the correct location.

Device Security Mode

Non Secure Conference

Set the conference bridge to

Bridge either a nonsecure or an
encrypted conference bridge.
Use Trusted Relay Point Default Optionally select a Trusted

Relay Point (TRP), which iden-
tifies an MTP or transcoder
that is identified as a TRP.

Conference Bridge Name must match the
name used in the SCCP group configuration.
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Figure 1-92 Specifying Conference Bridge Parameters
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To add a transcoding resource, navigate to the Media Resource > Transcoder menu
option. Because PVDM2s are also used for transcoding, select Cisco I0S Enhanced
Media Termination Point as the Transcoder Type. After you select the correct type, spec-
ify the parameters as described in Table 1-22 and illustrated in Figure 1-93.

Table 1-22 Transcoder Configuration

Parameter Value Description
Transcoder Type Cisco IOS Enhanced Media  Select the platform housing the
Termination Point DSPs to be used as a confer-

encing resource.

Description XCODERouterl Choose a meaningful
description.
Device Name XCODERouterl This needs to match the name

previously configured in the
associate profile command on
the Routerl gateway.

Device Pool Default Select the correct device pool.
Common Device < None > Optionally select a Common
Configuration Device Configuration.

Special Load Information — This should be left blank.
Trusted Relay Point check Unchecked Check to identify the

box transcoding resource as a

Trusted Relay Point (TRP).

Cisco 10S Configuration Commands for Enhanced Media Resources

As previously demonstrated, you need to configure DSP-based media resources both on
the hardware platform (for example, a Cisco I0S router) and on Cisco Unified
Communications Manager. For reference, the following discussion details the Cisco I0S
configuration commands for making router-based DSP resources available to Cisco
Unified Communications Manager.
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Device Name must match the name
used in the SCCP group configuration.
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Figure 1-93 Specifying Transcoder Parameters

DSP Farm Configuration Commands for Enhanced Media Resources

Prior to creating a DSP farm profile, you need to enable the DSPs for DSP services. You
do this in the respective voice card configuration mode. After you have enabled DSPs for
media resources, you can configure a DSP farm profile for conferencing, transcoding, or

as an MTP. The commands required to perform this initial DSP farm configuration are
provided in Table 1-23.
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Table 1-23 DSP Farm Configuration Commands

Command Description

voice-card slor To enter voice card configuration mode and configure a voice
card, use the voice-card command in global configuration mode.

dsp services dspfarm The router must be equipped with one or more voice network
modules that provide DSP resources. DSP resources are used
only if this command is configured for the particular voice card.

dspfarm profile profile-  To enter DSP farm profile configuration mode and define a pro-
identifier {conference | file for DSP farm services, use the dspfarm profile command in
mtp | transcode} global configuration mode. To delete a disabled profile, use the

no form of this command.

If the profile is successfully created, the user enters the DSP farm
profile configuration mode. Multiple profiles can be configured
for the same service. If a profile is active, the user will not be
allowed to delete the profile.

The profile identifier uniquely identifies a profile. If the service
type and profile identifier are not unique, a message is displayed
that asks the user to choose a different profile identifier.

You can choose the profile type by using one of these options:
« To create a conference bridge, use the conference option.

« To create a transcoder, use the transcode option.

« To create a media termination point, use the mtp option.

Within the DSP farm configuration, you need to specify the supported codecs and maxi-
mum number of sessions. This configuration directly affects the number of required
DSPs, so ensure that the configuration matches the design specifications.

You also need to associate the DSP farm profile with SCCP. This is done using the
associate application sccp command. The DSP farm configuration mode commands are
provided in Table 1-24.
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Table 1-24 DSP Farm Profile Configuration Mode Commands

Command

Description

codec {codec-type |
pass-through}

To specify the codecs supported by a DSP farm profile, use the
codec command in DSP farm profile configuration mode. To remove
the codec, use the no form of this command.

Depending on the media resource, multiple codecs can be config-
ured. Using higher-complexity codecs, such as G.729, might decrease
the number of sessions per DSP.

The pass-through option is available only for MTPs and is typically
used for RSVP-based call admission control.

maximum sessions
number

To specify the maximum number of sessions supported by a profile,
use the maximum sessions command in DSP farm profile configura-
tion mode. To reset to the default, use the no form of the command.
For conferencing, the number specifies the number of conferences,
not participants.

associate application
sccp

To associate the SCCP to the DSP farm profile, use the associate
application command in DSP farm profile configuration mode. To
remove the protocol, use the no form of this command.

This also requires a correct sccp group configuration to work cor-
rectly.

SCCP Configuration Commands for Enhanced Media Resources

Configuring enhanced media resources includes the SCCP configuration that will be used
to register with Cisco Unified Communications Manager. Global configuration includes
the configuration of the individual Cisco Unified Communications Managers, the local
SCCP interface used for signaling, and activating SCCP.

The SCCP configuration commands are shown in Table 1-25.
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Table 1-25 SCCP Configuration Commands

Command

Description

sccp ccm {ip-address | dns}
identifier identifier-number
[priority priority] [port port-
number]| [version version_
number]

To add a Cisco Unified Communications Manager server to
the list of available servers and set various parameters,
including the IP address or Domain Name System (DNS)
name, port number, and version number, use the sccp ccm
command in global configuration mode. To remove a partic-
ular server from the list, use the no form of this command.
You can configure up to four Cisco Unified
Communications Manager servers, a primary and up to
three backups, to support DSP farm services. To do this,
use the priority option, with 1 being the highest priority
and 4 being the lowest.

To add the Cisco Unified Communications Manager server
to a Cisco Unified Communications Manager group, use
the associate ccm command.

sccp local interface-type inter-

To select the local interface that SCCP applications

face-number [port port-number] (transcoding and conferencing) use to register with Cisco

Unified Communications Manager, use the sccp local com-
mand in global configuration mode. To deselect the inter-
face, use the no form of this command. This should be
either a LAN interface or a loopback interface and needs to
be reachable from Cisco Unified Communications Manager.
WAN interfaces should be avoided. The port option should
be used only if the default port 2000 has been changed on
Cisco Unified Communications Manager.

sccp

To enable the SCCP protocol and its related applications
(transcoding and conferencing), use the sccp command in
global configuration mode. To disable the protocol, use the
no form of this command.

SCCP and its related applications (transcoding and confer-
encing) become enabled only if DSP resources for these
applications are configured, DSP farm service is enabled,
and the Cisco Unified Communications Manager registra-
tion process is completed.

The no form of this command disables SCCP and its appli-
cations by unregistering from the active Cisco Unified
Communications Manager, dropping existing connections,
and freeing allocated resources.
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After globally configuring SCCP, you need to create an SCCP group. An SCCP group ref-
erences previously configured Cisco Unified Communications Managers and then associ-
ates a DSP profile with the group. To bind an SCCP group to a local interface, use the bind
interface command. Table 1-26 describes these SCCP group configuration commands.

Table 1-26 SCCP Group Configuration Commands

Command

Description

sccp ccm group
group_number

To create a Cisco Communications Manager group and enter
SCCP Cisco Unified Communications Manager configuration
mode, use the sccp ccm group command in global configuration
mode. To remove a particular Cisco Unified Communications
Manager group, use the no form of this command.

Use this command to group Cisco Unified Communications
Manager servers that are defined with the sccp ccm command.
You can use the associate profile command to associate desig-
nated DSP farm profiles so that the DSP services are controlled by
the Cisco Unified Communications Manager servers in the group.

associate ccm identifier-
number priority priority

To associate a Cisco Unified Communications Manager with a
Cisco Communications Manager group and establish its priority
within the group, use the associate ccm command in the SCCP
Cisco Unified Communications Manager configuration mode. To
disassociate a Cisco Unified Communications Manager from a
Cisco Unified Communications Manager group, use the no form
of this command.

The identifier-number references the Cisco Unified
Communications Managers that were previously configured
using the sccp ccm command.

You can configure up to four Cisco Unified Communications
Manager servers, a primary and up to three backups, to support
DSP farm services. To do this, use the priority option, with 1
being the highest priority and 4 being the lowest.

associate profile profile-
identifier register device-
name

To associate a DSP farm profile with a Cisco Unified
Communications Manager group, use the associate profile com-
mand in SCCP Cisco Unified Communications Manager configu-
ration mode. To disassociate a DSP farm profile from a Cisco
Unified Communications Manager, use the no form of this com-
mand. The profile option references the identifier of a DSP farm
profile configured using the dspfarm profile command.

The device name must match the name configured in Cisco
Unified Communications Manager. Otherwise, the profile is not
registered to Cisco Unified Communications Manager.

Each profile can be associated to only one Cisco Unified
Communications Manager group.

continues
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Table 1-26 SCCP Group Configuration Commands

Command Description
bind interface interface-  To bind an interface to a Cisco Communications Manager group,
type interface-number use the bind interface command in SCCP Cisco Unified

Communications Manager configuration mode. To unbind the
selected interface, use the no form of this command.

The selected interface is used for all calls that belong to the pro-
files associated to this Cisco Unified Communications Manager
group. If the interface is not selected, it uses the best interface’s
Cisco IP address in the gateway. Interfaces are selected according
to user requirements. If only one group interface exists, configu-
ration is not needed.

Verifying Media Resources

To verify the configuration of a DSP farm profile, use the show dspfarm profile com-
mand. Example 1-37 shows the DSP farm profile with ID 1 used for conferencing. Also
note the “Number of Resource Configured : 2” line, which is set by the maximum ses-
sion 2 command.

Example 1-37 show dspfarm profile Command

Router2#show dspfarm profile 1
Dspfarm Profile Configuration

Profile ID = 1, Service = CONFERENCING, Resource ID = 1

Profile Description

Profile Admin State : UP

Profile Operation State : ACTIVE

Application : SCCP Status : ASSOCIATED

Resource Provider : FLEX_DSPRM Status : UP

Number of Resource Configured : 2

Number of Resource Available : 2

Codec Configuration

Codec : g711ulaw, Maximum Packetization Period : 30 , Transcoder: Not Required
Codec : g711alaw, Maximum Packetization Period : 30 , Transcoder: Not Required
Codec : g729ar8, Maximum Packetization Period : 60 , Transcoder: Not Required
Codec : g729abr8, Maximum Packetization Period : 60 , Transcoder: Not Required
Codec : g729r8, Maximum Packetization Period : 60 , Transcoder: Not Required
Codec : g729br8, Maximum Packetization Period : 60 , Transcoder: Not Required
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To check the DSP status used for DSP farm profiles, use the show dspfarm dsp all com-
mand. Example 1-38 shows two available DSPs configured for conferencing.

Example 1-38 show dspfarm dsp all Command

Router2#show dspfarm dsp all
SLOT DSP VERSION STATUS CHNL USE TYPE RSC_ID BRIDGE_ID PKTS_TXED PKTS_RXED

5 1.0.6 up N/A  FREE conf 1
5 1.0.6 up N/A FREE conf 1

(SIS

Total number of DSPFARM DSP channel(s) 2

Summary

The main topics covered in this chapter are the following:

m  Voice gateways support the Cisco Unified Communications architecture by convert-
ing voice signals and offering advanced voice features.

m  Call routing involves incoming and outgoing call legs that correspond to inbound
and outbound dial peers.

m  Gateways support various interface types: analog with inband signaling (FXO, FXS,
FXS-DID, E&M), digital with CAS signaling (T1/E1 CAS), and digital with CCS sig-
naling (T1/E1 PRI, BRI).

m  Voice conversion into VoIP uses codecs with varying complexity and MOS, and is
performed by dedicated DSPs.

Chapter Review Questions

The answers to these review questions are in the appendix.

1. Which two of the following VoIP signaling protocols does a Cisco Unified
Communications gateway support? (Choose two.)

a. RTP
b. SIP
c. SS7

e

MGCP
e. ISDN
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2. Which two functionalities differentiate multisite WAN deployment with centralized
call processing from multisite deployment with distributed call processing?
(Choose two.)

c.
d.

e.

a. Intersite VoIP signaling
b.

Codecs that should be used in the WAN
PSTN signaling protocol
SRST

The need for DSP resources

3. Which statement describes G.729 Annex B?

a.
b.
c.

d.

It uses higher bandwidth than G.729A.
It uses lower bandwidth than G.729 Annex A.
It is more susceptible to delay, variation, and “tandeming” than G.729 Annex A.

It has higher complexity than G.729 Annex A.

4. Which two functions are performed by a POTS dial peer? (Choose two.)

a.

b.

Providing an address for the edge network or device

Providing a destination address for the edge device that is located across the
network

c. Routing the call across the network

Identifying the specific voice port that connects the edge network or device

Associating the destination address with the next-hop router or destination
router, depending on the technology that is used

5. Which special character in a destination pattern string is used as a wildcard?

a.
b.
c.

d.

Asterisk (¥)
Pound sign (#)
Comma (,)

Period (.)

6. What happens when no matching dial peer is found for an outbound call leg?

C.

e

a. The default dial peer is used.
b.

Dial peer 0 is used.
The POTS dial peer is used.

The call is dropped.
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7. Which parameter is configured only for POTS dial peers?
a. answer-address
b. destination-pattern
c. incoming called-number
d. port
8. What command is used to configure a T1 controller for CAS?
a. pri-group
b. bri-group
c. dsO-group
d. dsl-group
9. Which condition must occur for echo to become a problem?
a. Disabled echo canceller
b. Sufficient voice amplitude
c. Leakage between transmit (Tx) and receive (Rx) paths
d. Incorrectly selected tie-line (two-wire versus four-wire)
10. Which two statements describe PVDM2 and PVYDM3? (Choose two.)
. Both can be installed on router motherboards.

a
b. Both can be installed in appropriate PVDM adapters.

o

Both support voice and video.

e

Both can be installed in a Cisco 3900 Series Integrated Services Router
platform.
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Chapter 2

Configuring Basic Voice over IP

After reading this chapter, you should be able to perform the following tasks:

m  Describe how VoIP signaling and media transmission differs from traditional voice
circuits, and explain how voice is sent over IP networks, including analog-to-digital
conversion, coding, packetization, and all variants of RTP.

m  Describe the characteristics of H.323 and explain when to use it.
B Describe the characteristics of SIP and explain when to use it.
m  Describe the characteristics of MGCP and explain when to use it.

m  Discuss special requirements for VoIP call legs, including the need for QoS,
fax/modem relay, and DTMF support.

m  Describe how to configure dial peers to meet special requirements.

VoIP transmission differs from traditional circuit-switched telephony in the way that the
calls are signaled and the voice media is transported through the network. Successful
implementation of a VoIP network relies heavily on the correct deployment of VoIP gate-
way signaling protocols: H.323, Session Initiation Protocol (SIP), and Media Gateway
Control Protocol (MGCP). The VoIP network provides special transmission methods for
fax, modem, and dual-tone multifrequency (DTMF) tones. This chapter describes the
characteristics and implementation of the gateway signaling protocols and explains the
configuration of VoIP dial peers to support advanced features such as fax/modem pass-
through and relay and DTMF relay.

Voice Coding and Transmission

The inherent characteristics of a converged voice and data IP network present certain
challenges to network engineers and administrators in delivering voice traffic correctly.
This section describes the challenges of integrating a voice and data network and
explains the technologies that enable voice media transmission.
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VoIP Overview

VolIP transports voice information over IP networks, which use packet-switched for-
warding. This principle differs from the circuit-switched technology of traditional tele-
phone networks, where a channel is set up between the communicating endpoints
through the telecommunications infrastructure. Table 2-1 contrasts traditional telephony
with VoIP.

Table 2-1 VoIP and Traditional Telephony Comparison

Traditional Telephony VolP
Transmission technology Circuit-switched Packet-switched
Basic signaling functions Supervisory, address, informa- Supervisory, address, informa-
tional tional
Signaling protocols and Digital: SS7, ISDN, QSIG H.323, SIP, MGCP, SCCP
methods Analog: loop-start, ground-

start, immediate-start, wink-
start, delay-start, DTMF, pulse

Transmission method Dedicated circuit Bundle of UDP flows

Before a call is established, signaling methods are used to detect an off-hook state,
collect a called number, and inform the network about the call. The signaling
protocols fulfill similar functions, and must meet additional requirements imposed by
the IP-based transmission method—for example, negotiation of VoIP transmission
parameters such as codecs.

As introduced in Chapter 1, “Introducing Voice Gateways,” and described in more detail
later in this chapter, the four VoIP signaling protocols are H.323, Session Initiation
Protocol (SIP), Media Gateway Control Protocol (MGCP), and Skinny Client Control
Protocol (SCCP). Each protocol is best suited for specific scenarios.

The media is transported over IP networks in Real-time Transport Protocol (RTP)
packets that are encapsulated in User Datagram Protocol (UDP) flows. An RTP flow
is unidirectional. Therefore, a voice call typically includes two unidirectional RTP
flows.

Major Stages of Voice Processing in VolP

For transmission over an IP network, the voice wavelength must be sampled, quantized,
encoded, optionally compressed, and then encapsulated in a VoIP packet, as illustrated in
Figure 2-1.
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1. Sampling 7. VolP Decapsulation
1 2. Quantization ,
1+ 3. Encoding ! 8. Decoding
i 9. Modulation
A~

Voice Gateway

6. Transport Through IP Network

Figure 2-1 VoIP Call-Processing Srages

The first four steps are performed by a digital signal processor (DSP) in the originating
gateway and are detailed in the following section. The VoIP packets are then delivered to
the destination gateway, and the voice information is retrieved from the packet. Finally, a
DSP on the terminating gateway decodes the payload and modulates the wavelength to
reverse the process performed on the originating gateway.

VolP Components

Figure 2-2 depicts the basic components of a packet voice network.
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Figure 2-2 VoIP Components
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The components shown are as follows:

Cisco Unified IP Phones: Provides an IP endpoint for voice communication.

Gatekeeper: Provides call admission control (CAC), bandwidth control and manage-
ment, and address translation.

Gateway: Provides translation between VoIP and non-VoIP networks such as a public
switched telephone network (PSTN). Gateways also provide physical access for local
analog and digital voice devices such as telephones, fax machines, key sets, and PBXs.

Cisco Unified Border Element (Cisco UBE): Interconnects two VoIP networks. It
acts as a proxy between signaling protocols and can be configured to provide proxy
services to the media stream.

Multipoint control unit (MCU): Provides real-time connectivity for participants in
multiple locations to attend the same videoconference or meeting.

Call agent: Provides call control for Cisco Unified IP Phones, CAC, bandwidth con-
trol and management, and address translation.

Application servers: Provide services such as voice-mail, unified messaging, interac-
tive voice response (IVR), presence information, multimedia conferencing, and others.
Videoconference station: Provides access for end-user participation in videoconfer-
encing. The videoconference station contains a video capture device for video input
and a microphone for audio input. The user can view video streams and hear the au-
dio that originates at a remote user station.

Table 2-2 describes the steps to convert voice information to VoIP.

Table 2-2 Converting Voice to VoIP

Step

Procedure Description

1.

Sample the analog The sampling rate must be at least twice the highest

signal regularly. frequency to produce playback that does not appear
choppy. The sampling rate used in telephony is 8000
samples per second (8 kHz), which reflects the fact
that the bulk of human voice energy is carried in
the spectrum of 0-4 kHz.

Quantize the sample. Quantization consists of a scale made up of 8 major
segments. Each segment is subdivided into 16 inter-
vals. The segments are not equally spaced but are
actually finest near the origin. Intervals are equal with-
in the segments but different when they are compared
between the segments. Finer graduations at the origin
result in less distortion for lower volume samples.

Encode the value into Coding maps a value derived from the quantization
an 8-bit digital form. to an 8-bit number (octet).

(Optional) Compress the Signal compression is used to reduce the bandwidth
samples to reduce bandwidth. usage per call.
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The first three steps describe the pulse-code modulation (PCM) process, which
corresponds to the G.711 codec. Step 4 explains compression that is performed by
low-bandwidth codecs, such as G.729, G.728, G.726, or Internet Low Bitrate
Codec (iLBC).

Sampling
Sampling, as illustrated in Figure 2-3, is a process that takes readings of the waveform
amplitude at regular intervals, by a process called pulse-amplitude modulation (PAM).
The output is a series of pulses that approximates the analog waveform. For this output
to have an acceptable level of quality for the signal to be reconstructed, the sampling rate
must be rapid enough.

Analog Waveform

Time

Figure 2-3 Sampling

Harry Nyquist developed a mathematical proof about the rate at which a waveform can
be sampled and the information that can be recovered from those samples. The Nyquist
theorem states that when a signal is instantaneously sampled at the transmitter in regular
intervals and has a rate of at least twice the highest channel frequency, the samples will
contain sufficient information to allow an accurate reconstruction of the signal at the
receiver.
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Although the human ear can sense sounds from 20 to 20,000 Hz, speech encompasses
sounds from about 200 to 9000 Hz. The telephone channel was designed to operate

at frequencies of 300 to 4000 Hz. This economical range offers enough fidelity for
voice communications, although higher frequency samples are not transmitted. The
removal of higher frequencies leads to issues with sounds such as “s” or “th.” The
voice frequency of 4000 Hz requires 8000 samples per second; that is, one sample every
125 microseconds.

Quantization

Quantization divides the range of amplitude values that are present in an analog signal
sample into a set of discrete steps that are closest in value to the original analog signal.
Each step is assigned a unique digital codeword. Quantization matches a PAM signal to a
segmented scale. The scale measures the amplitude (height) of the PAM signal and
assigns an integer number to define that amplitude.

Figure 2-4 shows quantization in action. In the example, the x-axis represents time, and
the y-axis represents the voltage value. The output is a series of pulses that approximates
the analog waveform.

The voltage range is divided into 16 segments (0 to 7 positive, and 0 to 7 negative).
Starting with segment 0, each segment has less-granular intervals than the previous
segment, which reduces the signal-to-noise ratio (SNR) and makes the segment
uniform. This segmentation also corresponds closely to the logarithmic behavior of
the human ear.

Segment 2

+ Segment 1

Segment 0 |
l l
Segment 0 Each sample is 1/8000 of a Time
second apart.
- Segment 1 Types:
mu-law
a-law
Segment 2

Figure 2-4 Quantization
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The two principal schemes for generating these samples in electronic communication are
a-law and mu-law. a-law and mu-law are audio compression schemes, defined by ITU-T

G.711, that compress 16-bit linear PCM data down to 8 bits of logarithmic data. The a-

law standard is primarily used in Europe and the rest of the world, while mu-law is used

in North America and Japan.

The similarities between mu-law and a-law include the following:

m  Both are linear approximations of the logarithmic input/output relationship.

m  Both are implemented using 8-bit codewords (256 levels, one for each quantization
interval). Eight-bit codewords allow for a bit rate of 64 kbps. This is calculated by
multiplying the sampling rate (twice the input frequency) by the size of the code-
word (2 * 4 kHz * 8 bits = 64 kbps).

m  Both break a dynamic range into a total of 16 segments:
m  FEight positive and eight negative segments.
m  Each segment is twice the length of the preceding one.
m  Uniform quantization is used within each segment.
m  Both use a similar approach to coding the 8-bit word:
m  First bit (MSB) identifies polarity.
m  Bits two, three, and four identify segment.
m  Final four bits quantize the segment.

The differences between mu-law and a-law include the following:

m Different linear approximations lead to different lengths and slopes.

B The numerical assignment of the bit positions in the 8-bit codeword to segments and
the quantization levels within segments are different.

B a-law provides a greater dynamic range than mu-law.

m  mu-law provides better signal-distortion performance for low-volume signals than
a-law.

®  a-law requires 13 bits for a uniform PCM equivalent, while mu-law requires 14 bits
for a uniform PCM equivalent.

m  An international connection must use a-law, and mu-law to a-law conversion is the
responsibility of the mu-law country.
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Coding

Coding converts an integer base-10 number to a binary number. The output of coding is
a binary expression in which each bit is either a 1 (pulse) or a 0 (no pulse). After PAM
samples an input analog voice signal, the next step is to encode these samples in prepara-
tion for transmission over a telephony network. This process is called pulse-code modu-
larion (PCM).

The PCM process, as shown in Figure 2-5, mathematically converts the value obtained
from PAM sampling to another binary value within the range —127 to +127. It is at this
stage that companding, the process of first compressing an analog signal at the source
and then expanding this signal back to its original size when it reaches its destination, is
applied. This entire process is generally referred to as PCM coding. A DSP, which is a spe-
cialized chip, quickly performs the PCM process.

nonmannon

Segment Interval
Sign:
1 = Positive
0 = Negative

Example: mu-law = +99 and a-law = +28

Figure 2-5 Coding

In the United States, Canada, and Japan, mu-law is used. The rest of the world uses a-law.
Both mu-law and a-law companding produces PCM values in the range of -127 to +127.
Both mu-law and a-law represent a positive sign value with a value of 1, and a negative
sign value with a value of 0. This representation is a departure from the “normal” compu-
tational use where positive is usually represented by 0.

Of the two methods, a-law appears to be the more logical method, because a PCM
value of +127 is represented as 11111111; in other words, a positive sign value (the first
bit) followed by a binary value of 127 composed of the segment and interval bits.
Similarly, -32 is represented as 00100000. Mu-law operates a bit differently by logically
inverting the segment and interval bits. Using mu-law companding, the value of +127
becomes 10000000; in other words, a positive sign value (the first bit) followed by the
bit inverse of +127.

Note When a mu-law country connects with an a-law country, the mu-law end must con-
vert its signal.

Uncompressed digital speech signals are sampled at a rate of 8000 samples per second,
with each sample consisting of 8 bits. This corresponds to 64 kbps per call. Multiple
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algorithms have been developed to allow voice transmission at lower bandwidth
consumption. The most common coder-decoder (codec) algorithms are presented in
Table 2-3 together with their bandwidth.

Table 2-3 Compression

Codec Bandwidth (kbps)
G.711 64
G.726r32 32
G.726124 24
G.726r16 16

G.728 16

iLBC (Internet Low Bitrate Codec) 15.2,13.3
GSM Full Rate (GSM-FR) 13

G.729 (A/B/AB) 8
G.723r63 6.3
G.723r53 5.3

VolP Packetization

After the voice wavelength is digitized, the DSP collects the digitized data for an amount
of time until there is enough data to fill the payload of a single packet.

The example in Figure 2-6 shows how PCM samples are packaged into the payload of a
single packet using the G.711 codec. With G.711, either 20 ms or 30 ms worth of voice
wavelength is transmitted in a single packet.

20 ms worth of voice wavelength corresponds to 160 samples (at 8000 samples per sec-
ond, 10 ms would correspond to 80 samples, and 20 ms would be 160 samples). With 20
ms worth of voice wavelength, 50 VoIP packets are transmitted in each direction in 1 sec-
ond (1 second consists of 50 20-ms intervals: 1 sec / 20 ms = 50).

Similarly, 30 ms worth of voice wavelength corresponds to 240 samples (at 8000 samples
per second, 10 ms would equal 80 samples, and 30 ms would be 240 samples). With 30
ms worth of voice, approximately 33 VoIP packets are transmitted in each direction in 1
second (1 second consists of 33.[3] 30-ms intervals: 1 sec / 30 ms = 33.[3]).

Packetization Rate

The length of voice information carried in a single packet affects the payload size, which
is referred to in Table 2-4 as the size of collected G.711 samples for a single packet.
Before the payloads are transmitted over the IP network, they must be encapsulated in a
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packet that introduces an additional overhead caused by Open Systems Interconnection
(OSI) Layers 3 and above. These headers consume additional bandwidth, in addition to
the 64 kbps required for raw voice transmission. The bandwidth overhead depends on
packet rate, as shown in Table 2-4.

|10010111 | Sample 1
|10010110| Sample 2
|10010101| Sample 3

|10010100| Sample 4
10010011 | Sample 5

VolP Header [10010111]10010110]10010101]10010100[10010011] --- [10110001]

G.711 20 ms of samples (160 bytes)
G.711 30 ms of samples (240 bytes)

Figure 2-6 PCM (G.711)

Table 2-4 Packetization Rate

20 ms Voice 30 ms Voice 40 ms Voice 60 ms Voice 80 ms Voice
Lengthina Lengthina Lengthina Lengthina Lengthina
Packet Packet Packet Packet Packet

Packetization 50 pps 33.3 pps 25 pps 16.7 pps 12.5 pps
rate

Size of collect- 160 bytes 240 bytes 320 bytes 480 bytes 640 bytes
ed G.711 sam-

ples for a single

packet

Uncompressed 64 kbps 64 kbps 64 kbps 64 kbps 64 kbps
raw voice band-
width

Layer 3+ 80 kbps 74.7 kbps 72 kbps 69.3 kbps 68 kbps
uncompressed

VolIP band-

width
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Codec Operations

Figure 2-7 illustrates the operation of an optional codec algorithm. G.729 is presented in
this example. The DSP samples, quantizes, and encodes the analog waveform at the input.
The DSP generates one codeword for each 10 ms worth of voice. The codewords are
encapsulated in the payload of VoIP packets. A single VoIP packet carries by default 20
ms worth of audio, encapsulating two G.729 codewords in one payload. Another sup-
ported packetization rate is 30 ms, in which the VoIP packets are generated every 30 ms
and carry three G.729 codewords in each packet.

DSP

Codeword Generated Every 10 ms

110ms 110msl10msl10msl10msl

I Codeword " Codeword " Codeword ” Codeword ” Codeword ” Codeword I

\ J \ J\ J
Y Y Y

T R

IVOlP Header I Payload I |VOIP Header I Payload I I VolP Header I Payload I

Figure 2-7 Codec Operations (G.729)

Packetization and Compression Example

Table 2-5 illustrates the common operation modes of the G.729 codec: 50-pps rate with
20 ms worth of voice wavelength in a single packet, and 33.3-pps rate with 30 ms worth
of voice wavelength in a single packet. After compression, the payload size is 20 bytes or
30 bytes, respectively. In both modes, the compressed raw voice bandwidth is 8 kbps,
but the Layer 3+ bandwidth depends on the packetization rate, and is 24 kbps and 18.7
kbps, respectively.

Table 2-5 Example: Packetization Rate

20 ms Voice Length in a 30 ms Voice Length in a

Packet Packet
Packetization rate 50 pps 33.3 pps
Size of collected, compressed 20 bytes 30 bytes
G.729 samples for a single
packet
Compressed raw voice band- 8 kbps 8 kbps
width
Layer 3+ G.729 VoIP band- 24 kbps 18.7 kbps
width
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The call bandwidth can be computed using the following formula:

Bandwidth per Call = (Voice Payload + Layer 3 Overhead + Layer 2 Overhead) *
Packets per Second * 8 bits/Byte

The examples shown in Table 2-5 do not consider Layer 2 overhead, which varies based
on the packet technology in use.

VoIP Media Transmission

In a VoIP network, the actual voice conversations are transported across the transmission
media using RTP and RTCP, or its derivatives, SRTP and cRTP. RTP defines a standardized
packet format for delivering audio and video over the Internet. RTCP is a companion pro-
tocol to RTP, and provides for the delivery of control information for individual RTP
streams. cCRTP and SRTP were developed to enhance the use of RTP.

Datagram protocols, such as UDP, send the media stream as a series of small packets. This
is simple and efficient; however, packets can be lost or corrupted in transit. Depending on
the protocol and the extent of the loss, the client might be able to recover the data with
error correction techniques, might interpolate over the missing data, or might suffer a
data dropout. RTP and RTCP were specifically designed to stream media over networks.
They are both built on top of UDP.

RTP is streamed between two VoIP endpoints, such as H.323 gateways, as illustrated in
Figure 2-8.

H.323

Vi o m/< £/

RTP Stream

Figure 2-8 RTP Stream

The following lists the primary protocols involved in voice media transmission:
®  Real-time Transport Protocol (RTP): Delivers the actual audio and video streams
over networks

m  Real-time Transport Control Protocol (RTCP): Provides out-of-band control infor-
mation for an RTP flow

m  Compressed RTP (cRTP): Compresses IP#/UDP/RTP headers on low-speed serial links

m  Secure RTP (SRTP): Provides encryption, message authentication and integrity, and
replay protection to RTP
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The next sections describe each protocol in greater detail.

Real-Time Transport Protocol

RTP, described in RFC 3550, defines a standardized packet format for delivering audio
and video over an IP network.

RTP typically runs on top of UDP so that it can use the multiplexing and checksum serv-
ices of that protocol. RTP applications are typically sensitive to delays; so, UDP is a bet-
ter choice than the more complex TCP. RTP does not have a standard port on which it
communicates. The only standard that it obeys is that UDP communications are done via
an even port, and the next higher odd port is used for RTCP communications. Although
there are no standards assigned, RTP commonly uses ports 16384 to 32767. The fact that
RTP uses a dynamic port range makes it difficult for it to traverse firewalls.

The functions of RTP include the following:

m Payload type identification, which identifies the type of payload carried in the
packet, such as codec, or media format. This identifier allows the changing of
codecs and data formats while the flow is active, as is the case with fax and modem
pass-through.

m  Sequence numbering, which monitors the sequence of arriving packets and is prima-
rily used to detect packet loss. RTP does not request retransmission if a packet is lost.

m Time stamping, which is necessary to place the arriving packets in the correct timing
order. The dejitter buffer evaluates this parameter when compensating the variable
path delay.

RTP supports both unicast and multicast transmission. In addition to the roles of sender
and receiver, RTP also defines the roles of translator and mixer to support the multicast
requirements. Figure 2-9 depicts the structure of an RTP header.

Voice
Payload

Layer 2 IP
Header Header

Figure 2-9 RTP Header

Real-Time Transport Control Protocol

RTCP, defined in RFC 3550, is a sister protocol of RTP. RTCP provides out-of-band con-
trol information for an RTP flow. Although it is used periodically to transmit control
packets to participants in a streaming multimedia session, the primary function of RTCP
is to provide feedback on the quality of service (QoS) being provided by RTP.
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RTCP gathers statistics on a media connection, such as bytes sent, packets sent, lost
packets, jitter, feedback, and round-trip delay. Applications use this information to adjust
the transmission parameters.

There are several types of RTCP packets: sender report packet, receiver report packet,
source description RTCP packet, goodbye RTCP packet, and application-specific RTCP
packet.

RTCP provides the following feedback on current network conditions:

m  RTCP provides a mechanism for hosts involved in an RTP session to exchange infor-
mation about monitoring and controlling the session. RTCP monitors the quality of
elements such as packet count, packet loss, delay, and interarrival jitter. RTCP trans-
mits packets as a percentage of session bandwidth, but at a specific rate of at least
every 5 seconds.

m  The RTP standard states that the Network Time Protocol (NTP) time stamp is based
on synchronized clocks. The corresponding RTP time stamp is randomly generated
and based on data packet sampling. Both NTP information and RTP information are
included in RTCP packets by the sender of the data.

RTCP provides a separate flow from RTP for transport used by UDP, as shown in Figure
2-10. When a voice stream is assigned UDP port numbers, RTP is typically assigned an
even-numbered port and RTCP is assigned the next odd-numbered port. Each voice call
has four ports assigned: RTP with RTCP in the transmit direction and RTP with RTCP in
the receive direction.

Gatekeeper

H g 323

L/ MA m,( -/ 4

RTCP

Figure 2-10 RCTP Flow

Compressed RTP

The overhead introduced by packet headers is often considerably larger than the voice
payload. The overhead consists of an IP (20 octets), UDP (8 octets), and RTP header (12
octets) and amounts to 40 bytes.

cRTP, specified in RFCs 2508, 2509, and 3545, was developed to decrease the size of the
IP, UDP, and RTP headers. cRTP maps the IP/UDP/RTP header to 2 bytes (without check-
sum) or 4 bytes (with checksum).

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2: Configuring Basic Voice over IP - 179

RTP header compression is supported on point-to-point interfaces, such as serial lines
using Frame Relay, High-Level Data Link Control (HDLC), or PPP encapsulation. It is a
link-local mechanism that must be enabled on both sides of the link.

cRTP is recommended for slow-speed links less than or equal to 768 kbps, as emphasized
in Figure 2-11. On faster links, the bandwidth savings might be offset by an increase in
CPU utilization on the router.

cRTP on Low-Speed
Serial Links (< = 768 kbps)

v
2~ S0/0
ﬁ_l A./( S0/0 A./( //

RTP/RTCP Stream

Figure 2-11 ¢RTP Flow

During compression of an RTP stream, a session context is defined. For each context, the
session state is established and shared between the compressor and the decompressor.
The context state consists of the complete IP/UDP/RTP headers, a few first-order differ-
ential values, a link sequence number, a generation number, and a delta coding table. The
context state must be synchronized between compressor and decompressor for success-
ful decompression to take place.

After the context state is established, compressed packets might be sent. The compressed
header carries pointers to the respective context entities and the difference from the pre-
vious packet (delta).

Secure RTP

SRTP, defined in RFC 3711, is designed to provide encryption, message authentication
and integrity, and replay protection to the RTP data in both unicast and multicast applica-
tions. Figure 2-12 shows an SRTP flow between two voice gateways.

./ - —50/0 S0/0 (2 /
4./<. v 4./<. J

SRTP Stream

Figure 2-12 SRTP Flow
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SRTP also has a sister protocol, called Secure RTCP (SRTCP). SRTCP provides the same
security-related features to RTCP as those provided by SRTP to RTP. SRTP can be used
in conjunction with compressed RTP.

SRTP’s security features include encryption, authentication and integrity, and replay pro-
tection, as discussed in the following sections.

Encryption

Encryption is the conversion of data into a form, called a cipbertext, which cannot be
understood by unauthorized people. This feature is also referred to as privacy. It ensures
that the conversation content is kept private among the endpoints. If an attacker inter-
cepts the packets, the attacker will not be able to decipher them. Decryption is the
process of converting encrypted data back into its original form, so that it can be under-
stood. SRTP uses Advanced Encryption Standard (AES).

Authentication and Integrity

Encryption algorithms do not secure message integrity themselves, allowing the attacker
to forge data. SRTP provides the means to ensure packet integrity.

Hashed Message Authentication Code-Secure Hash Algorithm 1 (HMAC-SHA-1) authen-
ticates the message and protects its integrity. Authentication provides the assurance that
the VoIP stream is coming from the authentic endpoint, and not someone impersonating
the endpoint. This method produces a 160-bit result, which is then truncated to 80 bits to
become the authentication tag that is then appended to the packet. The HMAC is calcu-
lated over the packet payload and material from the packet header, including the packet
sequence number. If an attacker tampers with the packets, the recipients will detect the
tampering by verifying the HMAC authenticator.

Replay Protection

SRTP uses sequencing to protect against replay attacks. A replay attack is a form of cryp-
tographic attack, in which the hacker sends outdated information to force some action on
the recipient end. To prevent such attacks, the receiver maintains the indices of previously
received messages, comparing them with the index of each newly received message and
admitting the new message only if it has not been played before. This function relies on
the integrity protection that prevents spoofing of message indices.

Secure RTP Packet Format

SRTP differs from RTP only in the encrypted voice payload and the 32-bit SHA-1 authen-
tication tag that is added to the packet. The authentication tag holds the first 32 bits of
the 160-bit SHA-1 hash digest that was computed from the RTP header and the encrypt-
ed voice payload (“truncated fingerprint”). The shortening of the fingerprint from 20 to 4
bytes is considered to offer sufficient integrity protection while keeping the overhead at
a minimum.

The fields used in the RTP header, as shown in Figure 2-13, such as Payload Type,
Sequence Number, Time Stamp, and the remaining flags are carried in SRTP packets in
cleartext, allowing the same packet processing as with RTP.
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\Y |P|X| CcC |M| PT | Sequence Number
Time Stamp

Synchronization Source (SSRC) Identifier
Contributing Sources (CSRC) Identifier (Optional)

RTP Extension (Optional)

SRTP MKI—O0 Bytes for Voice

SHA-1 Authentication Tag (Truncated Fingerprint)

Encrypted Data Authenticated Data

Figure 2-13 SRTP Packet Format

The RTP packet header and the RTP payload (encrypted voice) are authenticated. RTP
encryption is performed before RTP authentication.

VolIP Media Considerations

VoIP consists of two key components: signaling and media, as depicted in Figure 2-14.
The signaling protocols use static port numbers. The default values are H.323 (TCP/UDP
port 1720), SIP (TCP/UDP port 5060), MGCP (UDP/2427), SCCP (TCP/2000). Static
ports allow the firewalls to easily identify the signaling traffic and either allow or block it,
depending on the security policy.

Signaling Session

RTP/RTCP Stream

Figure 2-14 VoIP Signaling and Media Flows

RTP and RTCP streams use dynamically negotiated UDP port numbers. Static access con-
trol list (ACL) filters are not able to selectively allow or block certain media streams.

Stateful firewalls, such as the Cisco Adaptive Security Appliance (ASA), track the RTP
port negotiation managed by the signaling protocol and selectively allow the negotiated
UDP ports if the preceding signaling session was permitted by the firewall policy. All
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other ports remain blocked, and only the currently negotiated ports are passed through.
This technique works well if the RTP and RTCP sessions flow over the same firewall as
the signaling messages. If the paths diverge, the RTP and RTCP streams will be dropped
by a firewall, because that firewall has not processed the signaling messages and there-
fore has not opened the UDP ports. To avoid such problems, the network design should
ensure that the media streams take the same path as the signaling.

In intersite communications, the enterprise often secures the traffic exchanged between
the locations. The most common VPN technology used in such cases is IP Security
(IPsec), with Encapsulating Security Payload (ESP) as the encryption and authentication
protocol, as shown in Figure 2-15. ESP provides the same type of security as SRTP.
Protecting the voice media using both IPsec and SRTP at the same time is superfluous,
because it increases the overhead and consumes computational resources without adding
any significant security advantage.

IPsec Tunnel

Encrypted Data (Black Box)

IP ESP Protected Voice
Header Header Payload

Figure 2-15 Using IPsec to Protect Voice

If both security methods (SRTP and IPsec) are deployed in the network, SRTP is typically
recommended to secure calls, for these reasons:

B SRTP creates less overhead than IPsec, thus consuming less bandwidth and improv-
ing delay.

B SRTP can protect all other VoIP calls, such as from roaming users, allowing a more
uniform approach to voice security.

Voice Activity Detection

Voice Activity Detection (VAD) is a technology that builds on the nature of human con-
versation, where one person speaks while others listen. This typical unidirectional conver-
sation is illustrated in Figure 2-16.

VAD classifies VoIP packets into three classes: speech, silence, and unknown. With VAD
enabled, speech and unknown packets are sent over the network and silence packets are
discarded.
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Listening Speaking

Figure 2-16 Unidirectional Nature of Human Conversation

VAD provides a maximum of 35 percent bandwidth savings based on an average volume
of more than 24 calls. Bandwidth savings of 35 percent is a subjective figure and does not
take into account loud background sounds, differences in languages, and other factors.
The savings will vary on every individual voice call or on any specific point measurement.

Note For the purposes of network design and bandwidth engineering, VAD should not
be taken into account, especially on links that will simultaneously carry fewer than 24
voice calls.

Various features, such as music on hold (MOH) and fax, render VAD ineffective. When a
network is engineered for the full voice call bandwidth, all savings provided by VAD are
available to data applications.

The degradation in voice quality might be noticeable when the initial sounds are
chopped off after a period of silence. In such cases, the disabling of VAD usually solves
the problem.

Bandwidth Savings

Table 2-6 indicates the bandwidth savings achieved by VAD when transmitting VoIP
packets over Frame Relay links. The table compares the raw codec bandwidth (codec
speed) with the effective bandwidths, taking into account the entire overhead (Layer 2
and above), with and without VAD.

Table 2-6 Average Bandwidth Savings for VAD

Codec Codec Speed Sample Size Frame Relay Frame Relay
without VAD with VAD
G.711 64 kbps 240 bytes 76.3 kbps 49.6 kbps
G.711 64 kbps 160 bytes 82.4 kbps 53.6 kbps
iLBC 13.3 kbps 30 bytes 26.1 kbps 17.0 kbps
iLBC 15.2 kbps 20 bytes 34.4 kbps 22.4 kbps
G.729 8 kbps 30 bytes 20.3 kbps 13.2 kbps
G.729 8 kbps 20 bytes 26.4 kbps 17.2 kbps
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Voice Port Settings for VAD

VAD is enabled by default if the negotiated codec supports it. It can be disabled in the
dial-peer configuration mode. VAD operation is illustrated in Figure 2-17.

Speaking Listening
EXS ~ . IP WAN r
Comfort
Noise
VAD

Figure 2-17 VAD Operation

Two VAD-related parameters are configured on voice ports: comfort noise generation
(CNG) and music threshold.

CNG creates subtle background noise to fill silent gaps during the conversation. If com-
fort noise is not generated, the resulting silence can fool the caller into thinking the call is
disconnected instead of being merely idle. CNG provides locally generated white noise to
give the speaker the impression of background noise coming from the other end.

The music threshold specifies the minimal decibel level of music played when calls are
put on hold. The music threshold might be tuned to ensure that MOH is correctly inter-
preted as media and not classified as silence packets.

Voice Signaling Protocols: H.323

H.323 gateways are among the most common Cisco 10S voice gateways within Cisco
Unified Communications Manager environments. H.323 gateways are the endpoints on a
LAN that provide real-time, two-way communications between H.323 terminals on the
LAN and other ITU-T terminals on the network. H.323 gateways can also communicate
with other H.323 gateways. Gateways enable H.323 terminals to communicate with ter-
minals that are not H.323 terminals by converting protocols. Gateways are the point
where a circuit-switched call is encoded and repackaged into IP packets. Because gate-
ways function as H.323 endpoints, they provide admission control, address lookup and
translation, and accounting services.

H.323 Architecture

H.323 is a suite of protocols that ITU defines for multimedia conferences over LANS. It
was developed based on ISDN Q.931 as a protocol to provide IP networks with tradition-
al telephony functionality. H.323 is a mature, vendor-neutral protocol that is currently the
most widely deployed standards-based voice and videoconferencing standard for packet-
switched networks.
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H.323 is a peer-to-peer protocol in which each gateway plays an equal part in the signal-
ing process and must maintain its own dial plan to make call forwarding decisions. This
characteristic differentiates H.323 from server-client signaling protocols such as MGCP,
where the gateway registers on the call agent to receive further instructions. H.323 is sup-
ported on all Cisco voice gateways and all Cisco Unified Communications call control
platforms.

H.323 describes an infrastructure of terminals, common control components, services,
and protocols that is used for multimedia (voice, video, and data) communications.

An H.323 gateway is an optional type of endpoint that provides interoperability between
H.323 endpoints and endpoints that are located on a Switched Circuit Network (SCN),
such as the PSTN or an enterprise voice network. Ideally, the gateway is transparent to
both the H.323 endpoint and the SCN-based endpoint.

H.323 Advantages

There are several advantages to using H.323 gateways as voice gateways:

m  Self-sufficient dial plan per gateway: It enables processing the call routing locally
without relying on a call agent, as is the case with MGCP.

m  Call-routing configuration can be more specific than on Cisco Unified
Communications Manager: Cisco IOS gateways enable translating and matching to
the called number and the calling number, which can improve call routing. Cisco
Unified Communications Manager matches only the called number. For example,
this difference enables call routing from specific callers to a special destination.

m  There is no need for extra call routing configurations that are related to Cisco
Unified Survivable Remote Site Telephony (SRST): Because the call routing configu-
ration is done directly on the gateway, no additional dial plan is required for SRST.

m Translations can be defined per gateway: This supports regional requirements such
as calling party transformations or special number formats. All incoming and outgo-
ing calls can be translated directly on the gateway to meet the internally used num-
ber format.

m  There is no dependency on the Cisco Unified Communications Manager: Because
the configuration is performed on the gateway and the H.323 umbrella is a peer-to-
peer protocol, there is no dependence on software versions and feature sets of other
signaling components.

m  More voice interface types are supported: Because the Cisco Unified
Communications Manager does not need to control the interface cards within
H.323 environments, more interface cards are supported when you use H.323 rather
than MGCP.

m  ISDN Nonfacility Associated Signaling (NFAS) is supported: The H.323 gateway
signaling protocol supports NFAS, which MGCP does not.
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m  Enhanced fax support: Fax support is better on H.323 gateways than on MGCP
gateways because H.323 supports T.37 and T.38. An H.323 gateway can route a fax
direct inward dialing (DID) number directly to a Foreign Exchange Station (FXS)
port on the gateway.

m  Enhanced call preservation: Call preservation is useful when a gateway and its com-
municating peer (typically a Cisco Unified IP Phone) are collocated while the call is
signaled over a Cisco Unified Communications Manager resident in another site.
When the WAN connectivity fails, the media connection between the gateway and
the phone will remain active because of the call preservation enhancements.

H.323 Network Components

Figure 2-18 shows some typical terminal devices in an H.323 network.

Multipoint
H.323 H.323 Control Unit
Terminal Terminal
Gatekeeper
0, 0 &
| | Gateway | Gateway | Gateway
Cisco o — A~ H.3_20
Unified o < X Terminal
Border [ i) |A_\ ’
Element ! =/ ~/

Terminal

:‘\/:\ Gateway (POTS)
3 L) LS

Speech Only Speech Only
[, =
Terminal

(Telephone) (Telephone)

Figure 2-18 H.323 Devices

An H.323 network includes the following components:

m  Terminals: H.320 (ISDN), H.323, H.324 (plain old telephone service [POTS])
m  Gateways

m  Gatekeepers
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m  Multipoint control units

m  Cisco Unified Border Element (covered in Chapter 6, “Using Gatekeepers and Cisco
Unified Border Elements”)

H.323 Terminals

An H.323 terminal is an endpoint that provides real-time voice (and optionally, video and
data) communications with another endpoint, such as an H.323 terminal or MCU. The
communications consist of control, indications, audio, moving color video pictures, or
data between the two terminals. A terminal might provide the following:

m  Audio only

®  Audio and data

m  Audio and video

®  Audio, data, and video

The terminal can be a computer-based videoconferencing system or other device.

An H.323 terminal must be capable of transmitting and receiving voice that is encoded
with G.711 (a-law and mu-law), and might support other encoded voice formats, such as
G.729 and G.723.1.

H.323 Gateways

Figure 2-19 shows a gateway connecting an H.323 device, and a terminal that is not an
H.323 terminal, such as an analog telephone. The H.323 device can be an H.323 terminal,
MCU, gatekeeper, or another H.323 gateway.

H.323 Device
D H.323 Gateway
5 Protocol
T H.323 Translation Non-H.323 _/
4-'\ - Endpoint and Media Endpoint A
/<_ Transcoding
it Telephone
-—_

Figure 2-19 H.323 Gateways

Gateways allow H.323 devices to communicate with devices that are running other proto-
cols. They provide protocol conversion between the devices that are running different
types of protocols. Ideally, the gateway is transparent to both the H.323 endpoint and
the non-H.323 endpoint.
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An H.323 gateway performs these services:

m  Translation between audio, video, and data formats
m  Conversion between call setup signals and procedures

m  Conversion between communication control signals and procedures

H.323 Gatekeepers

An H.323 gatekeeper, as depicted in Figure 2-20, provides address translation and access
control for H.323 terminals, gateways, and MCUs. Gatekeepers are optional nodes that
manage endpoints in an H.323 network. The endpoints communicate with the gatekeeper
using the Registration, Admission, and Status (RAS) protocol.

i Multipoint
H.323 H.323 Control Unit

Terminal Terminal

Gatekeeper
=
i

— '
{

| ctpn H.320

' -~ ,i N = i = Terminalg

Intranet Internet . '

| L) L

(POTS)
D H.323
’ Terminal

Figure 2-20 H.323 Gatekeeper Functions

Endpoints attempt to register with a gatekeeper on startup. When they want to commu-
nicate with another endpoint, they request admission to initiate a call. If the gatekeeper
decides that the call can proceed, it returns a destination IP address to the originating
endpoint. This IP address might not be the actual address of the destination endpoint,
but an intermediate address, such as the address of a proxy or a gatekeeper that routes
call signaling.
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When a gatekeeper is included, it performs these functions:
m  Address translation: Converts an alias address to an IP address

m  Admission control: Limits access to network resources based on call bandwidth
restrictions

®  Bandwidth control: Responds to bandwidth requests and modifications
B Zone management: Provides services to registered endpoints

The gatekeeper might also perform these functions:

m  Call authorization: Rejects calls based on authorization failure

B Bandwidth management: Limits the number of concurrent accesses to IP internet-
work resources (call admission control [CAC])

m  Call management: Maintains a record of ongoing calls H.323 gatekeepers are covered
in more detail in a later module.

H.323 Multipoint Control Units

A multipoint control unit, as shown in Figure 2-21, is an endpoint on the network that
allows three or more endpoints to participate in a multipoint conference. It controls and
mixes video, audio, and data from endpoints to create a robust multimedia conference.
An MCU might also connect two endpoints in a point-to-point conference, which might
later develop into a multipoint conference.

Multipoint
H.323 H.323 Control Unit

Terminal Terminal Multimedia
Gatekeeper Conferencing Mixing
Audio, Video, and Data
r«,ff:\
1

‘ ‘ | Gateway H.320
>

=~ ~ e Terminal
& & A =0

Intranet Internet .
=
H.324

Terminal
(POTS)

=
N
A 9
N

H.323

U' Terminal

Figure 2-21 H.323 MCU Functions
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Multipoint conferences rely on a single MCU to coordinate the membership of a confer-
ence. Each endpoint has an H.245 control channel connection to the MCU.

Either the MCU or the endpoint initiates the control channel setup. H.323 defines three
main types of multipoint conferences: centralized, distributed, and ad hoc, as illustrated
in Figure 2-22.

obased

Centralized Multipoint Decentralized Multipoint

AdHoc ... Audio

Figure 2-22 Conference Types

The three main types of multipoint conferences are

Centralized multipoint conference: The endpoints must have their audio, video, or
data channels connected to a multipoint processor (MP). The MP performs mixing
and switching of the audio, video, and data, and if the MP supports the capability,
each endpoint can operate in a different mode.

Distributed multipoint conference: The endpoints do not have a connection to an
MP. Instead, endpoints multicast their audio, video, and data streams to all partici-
pants in the conference. Because an MP is not available for switching and mixing,
any mixing of the conference streams is a function of the endpoint, and all endpoints
must use the same communication parameters.

Ad hoc multipoint conference: An ad hoc multipoint conference is a hybrid situa-
tion, in which the audio and video streams are managed by a single MCU, but where
one stream relies on multicast (according to the distributed model) and the other uses
the MP (as in the centralized model). Any two endpoints in a call can convert their re-
lationship into a point-to-point conference. When the point-to-point conference is
created, other endpoints become part of the conference by accepting an invitation
from a current participant, or the endpoint can request to join the conference.

H.323 Regional Requirements Example

In the scenario enumerated in Figure 2-23, Maria in Spain with the number 917216111
calls Alice in the United States and Frank in Germany.
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Calling Party: 34917216111 .
Type: international Maria
(Spain)

Calling Alice in the
United States.

Calling Frank
in Germany.

Translate calling number

and route to destination.
Translate calling number ~—Z 0 —
and route to destination. =7 =
Y Y
=/ ~/
u.s. Germany
Gateway Gateway ©
Alice (U.S.) | have an external call. | have an external call. (Gz:;r;kn )
To call back, | need to To call back, | need to Y
dial 901134917216111. dial 00034917216111.

Figure 2-23 Manipulating Caller ID Information Based on Destination Country

The procedure enabling Alice and Frank to call back Maria using their missed call list is

as

1.

follows:

When a caller (Maria) in Spain dials an international number, the number sent out as
the calling party by the Spanish provider is 34917216111 with “international” as the
type of number (TON), because the International Direct Dialing (IDD) prefix for
Spain is 34.

Maria places a call to Alice in the United States.

When the call arrives on the U.S. gateway, the calling party number (34917216111)
is translated to meet the common dialing regulations of the United States: 011 is
prepended as the international dialing prefix, and a leading 9 is prepended as the
access code for external calls from the company network.

The missed calls list on Alice’s phone displays a call from 901134917216111, and
she will be able to reach Maria by using the callback feature.

Maria places a call to Frank in Germany. The calling party number for Maria is
34917216111 with the international TON.
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6. When the call arrives on the German gateway, the calling party number
(34917216111) is translated to meet the dialing regulations of Germany: 00 is
prepended as the IDD prefix and a leading 0 is prepended as the access code for
external calls from the company network.

7. The missed calls list on Frank’s phone displays a call from 00034917216111, and he
will be able to reach Maria by using the callback feature.

H.323 Call Flows

Figure 2-24 shows the elements of an H.323 terminal and highlights the protocol infra-
structure of an H.323 endpoint.

System Control Video /0 Audio 1O Use_r D_ata
and User Equioment Equioment Applications
Interface quip quip T.120

System Control

H.245 Codec Codec
(_:ontr_ol H.261 G.711, G.722,
Signaling H.263 GG7';’2,8GG7_2,:2391 ,

H.225
(o1 |
Signaling

Receive Path
Delay

RAS
Control

H.225

| H.225 Layer |

| LAN Stack |

Figure 2-24 H.323 Protocol Stack

H.323 is considered an “umbrella protocol” because it defines all aspects of call transmis-
sion, from call establishment to capabilities exchange to network resource availability.
H.323 defines these protocols:

m  H.225 for call setup: The call-signaling function allows an endpoint to create con-
nections with other endpoints. The call-signaling function defines call setup procedures
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that are based on the ISDN ITU Q.931 protocol, which allows interoperability with
the PSTN and Signaling System 7 (SS7).

m  H.225 for Registration, Admission, and Status (RAS) control: The RAS signaling
function uses a separate signaling channel to perform registration, admissions, band-
width changes, status, and disengage procedures between endpoints and a gatekeeper.

m  H.245 for capabilities exchange: The H.245 control channel is separate from the
call signaling channel and is responsible for these functions:

Logical channel signaling: Opens and closes the RTP or RTCP media streams.
Capabilities exchange: Negotiates audio, video, and codec capabilities.

Master or responder determination: Determines which endpoint is a master
and which is a responder. It is used to resolve conflicts during the call.

Mode request: Requests a change in mode, or capability, of the media stream.

H.323 Slow Start Call Setup

Figure 2-25 shows an H.323 slow start call setup exchange between two gateways.

H.225/Q.931
Call Setup

H.245
Capabilities
Negotiation

PSTN/
Private
Voice

@ Ringback Tone
—

H.323 H.323
Gateway Gateway

- = - =
"\ N\ Private
A_-/<. ¥ ,,./<. v Voice
Initiate Call
o — : @ Call Setup

@ call Proceeding

@ Alerting

Q Connect

e Ring Called Party
—
e Answer Call

-—

9 Capabilities Exchange

m Open Logical Channel

RTP Stream / "\
RTP Stream {
RTCP Stream |

® Media (RTP)

E @ Master/Slave Determination :

Figure 2-25 H.323 Slow Start Call Setup
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The same procedure is used when one or both endpoints are H.323 terminals:

1.
2.

o

© ® N O

10.

11.

12.

An endpoint initiates a call.

The originating gateway initiates an H.225 session with the terminating gateway on
TCP port 1720. The originating gateway determines the terminating gateway ad-
dress from its local configuration.

The terminating gateway acknowledges the Call Setup with the Call Proceeding
message.

The terminating gateway sends the ringing signal to the recipient telephone.

The terminating gateway notifies the originating gateway about the ringing with the
Alerting message.

The originating gateway signals the ringback tone to the originating endpoint.
The recipient takes the phone off-hook.
The terminating gateway sends the Connect message to the originating gateway.

The endpoints open another channel for the H.245 control function. The H.245
control function negotiates capabilities.

The H.245 control function determines the master/slave roles to resolve potential
conflicts.

The H.245 control function exchanges Open Logical Channel (OLC) messages that
describe RTP flows.

The gateways start transmitting media over the RTP channels and exchanging call
quality statistics using RTCP.

H.323 Slow Start Call Teardown

Figure 2-26 shows an H.323 slow start call termination between two gateways.
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H.323 H.323
Gateway Gateway

/ PSTN/ SO SO
Private A\ A\ Private _/ ’
- Voice ,4_-/<. v ,1_-/<. v Voice

RTP Stream / "\

RTP Stream {

RTCP Stream \
"y

E g Close Logical Channel :

0 Hang Up

e Close Logical Channel ACK

H.245
Teardown e End Session Command
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9 End Session Command ACK
H.225 Call
Teardown 1 @ Release Complete

Figure 2-26 H.323 Slow Starr Call Teardown

The following list describes each step:

1. One communicating party hangs up. This example shows the endpoint behind the
terminating gateway, but this procedure would be mirrored if the endpoint behind the
originating gateway hung up.

2. The terminating gateway sends the Close Logical Channel message to the originating
gateway.

3. The originating gateway acknowledges the message.

4. The terminating gateway sends the End Session Command message to the originat-
ing gateway.

5. The originating gateway acknowledges the message.

6. The terminating gateway sends the Release Complete message to the originating
gateway.
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H.225 RAS Call Setup

Figure 2-27 shows an H.323 basic call setup exchange between two gateways that are
registered to a gatekeeper. The same procedure is used when one or both endpoints are
H.323 terminals.

H.323 Gatekeeper

H.323 ~ H.323
Gateway . z Gateway
/ PSTN/ o P e
Private N\ Network N\ Private ./ ’
- Voice ! ,,./<. v Voice
Initiate Call ! ! :
o — @ ARQ | :
H.225 ' i .
RAS : @ ACF i :
: @ Call Setup | :
: i :
H.225 : i @ ARQ :
RAS : .
: 0O AcF :
H.225/Q.931 : :
Call Setup : e Call Proceeding :
: o i @ Ring Called Party
' Alerting P —
. ' ' Answer Call
Ringback Tone ' @
@ 9 — @ Connect P
E @ Capabilities Exchange :
H.245 : @ Master/Slave Determination :
Capabilities : :
Negotiation : @ Open Logical Channel :
: RTP Stream a\X
RTP Stream { ARQ = Admission Request
ACF = Admission Confirm
® Media (RTP) RTCP Stream |
Sy

Figure 2-27 H.225 RAS Call Setup

The following list describes each step:
1. An endpoint initiates a call.

2. The originating gateway initiates an H.225 session with the gatekeeper on registered
RAS port TCP/1719. The gatekeeper listens on TCP port 1718 for discovery mes-
sages, and the discovery process must be completed before the gateway can send
RAS messages to the gatekeeper. The gateway sends the Admission Request (ARQ).
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The gatekeeper returns the Admission Confirmation (ACF) that includes the IP
address of the terminating gateway.

The originating gateway initiates an H.225 session with the terminating gateway on
port TCP/1720 using the H.225/Q.931 Call Setup message.

The terminating gateway sends ARQ to the gatekeeper (TCP/1719) requesting per-
mission to accept the call.

The gatekeeper returns ACF to the terminating gateway, granting permission to
accept the call.

The terminating gateway acknowledges the Call Setup with the Call Proceeding
message to the originating gateway.

The terminating gateway sends the ringing signal to the recipient telephone.

The terminating gateway notifies the originating gateway about the ringing with
the Alerting message.

The originating gateway signals the ringback tone to the originating endpoint.
The recipient takes the phone off-hook.
The terminating gateway sends the Connect message to the originating gateway.

The endpoints open another channel for the H.245 control function. The H.245
control function first negotiates capabilities.

The H.245 control function determines the master/slave roles to resolve potential
conflicts.

The H.245 control function exchanges Open Logical Channel messages that
describe RTP flows.

The gateways start transmitting media over the RTP channels and exchanging call
quality statistics using RTCP.

H.225 RAS Call Teardown

Figure 2-28 shows an H.323 call termination between two gateways that are registered to
a gatekeeper.
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H.323 Gatekeeper
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Private
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Figure 2-28 H.225 RAS Call Teardown

The following list describes each step:
1. A communicating party hangs up.

2. The terminating gateway sends the Close Logical Channel message to the originating
gateway.

3. The originating gateway acknowledges the message.

4. The terminating gateway sends the End Session Command message to the originat-
ing gateway.

5. The originating gateway acknowledges the message.

6. The terminating gateway sends the Release Complete message to the originating
gateway.

7. Both gateways send Disengage Request (DRQ) messages to the gatekeeper.

8. The gatekeeper replies to both DRQs with Disengage Confirm (DCF) messages.
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Codecs in H.323

The H.245 call control performs three functions when a call is being set up:

m  Capability negotiation: The most important H.245 function, enables devices to com-
municate without having prior knowledge of the capabilities of the remote entity. It
negotiates audio/video/text codecs, additional parameters such as VAD, and enables
real-time data conferencing. The capabilities are offered using Terminal Capabilities
Set (TCS) messages, and answered using an Acknowledge, Reject, or Confirm.

m  Master/slave determination: Occurs after the first TCS message is sent. H.323
attempts to determine which device is the “master” and which is the “slave.” The mas-
ter of a call settles all “disputes” between the two devices. For example, if the slave
attempts to open an incompatible media flow, the master takes the action to reject
the incompatible flow. The determination principle selects the endpoint with the
larger terminal type value as master. There are four terminal types (ordered from the
highest to the lowest value): MCU, gatekeeper, gateway, and terminal. If the terminal
type values are the same, the master is set to the endpoint with the larger
statusDeterminationNumber, which is a random number that is generated by each
party, in the range from 0 to 224 — 1.

m  Logical channel signaling: Occurs after capabilities are exchanged and master/slave
determination is completed. The devices open media flows, referred to as “logical
channels.” This is done by sending an OLC message that carries the RTP/RTCP ports
and receiving an acknowledgment message. Upon receipt of the acknowledgment
message, an endpoint might then transmit audio or video to the remote endpoint.

Negotiation in Slow Start Call Setup

Figure 2-29 provides a detailed description of all H.225 and H.245 messages that are
exchanged during call setup without a gatekeeper. It shows that the H.245 exchange is
triggered by the terminating gateway in Step 9. The capability negotiation and
master/slave determination is performed in the first six H.245 messages (Steps 9 through
15). After the capabilities have been confirmed and the master determined, the originat-
ing gateway starts the logical channel signaling phase that consists of four messages
(Steps 16 through 19). When the OLC messages (with RTP/RTCP port numbers) have
been confirmed, the gateways start streaming voice media.
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Figure 2-29 Slow Start Call Setup Negotiation

H.323 Fast Connect

Figure 2-30 shows an H.323 setup exchange that uses the Fast Connect abbreviated pro-
cedure available in H.323 version 2.
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H.323 H.323
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H.225 Call Setup message carries multiple H.245 TCS/OLC
combinations, based on the number of codecs.
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The Fast Connect (Fast Start) procedure reduces the number of round-trip exchanges and
achieves the capability exchange and logical channel assignments in one round trip. Fast
Connect is widely supported in the industry.

Figure 2-30 H.225 Fast Connect

The Fast Connect feature occurs in these steps:
1. An endpoint initiates a call.

2. The originating gateway initiates an H.225 session with the destination gateway on
registered TCP port 1720. The Call Setup message is combined with the H.245 con-
trol channel and includes a set of capabilities and logical channel descriptions. The
number of these proposals depends on the number of codecs that are supported by
the originating gateway.

3. The terminating gateway responds using the Call Proceeding message that carries
the confirmation for one TCS variant and includes the OLC information about the
RTP/RTCP port numbers.

4-9. The remaining H.225 exchange follows the same pattern as in the standard call
setup procedure, after which the RTP media and RTCP monitoring channels start.
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H.323 Early Media

The Early Media feature, as described by Figure 2-31, builds on the Fast Connect
exchange. Both gateways negotiate the capabilities, such as codecs, and the RTP/RTCP
port numbers within the first two messages (Call Setup and Call Proceeding). When the
Early Media is also negotiated, they open the media channels before any other H.225
messages are exchanged.

H.323 H.323
Gateway Gateway

= = =
Private \ N\ Private _/ ’
Voice ,,./<. 1 4./<. Y Voice

0 Initiate Call |
—_—> 9 Call Setup

H.225 Call Setup message carries multiple H.245 TCS/OLC
combinations, based on the number of codecs, and requests
Early Media.

@ Calling Proceeding

H.225 Call Proceeding message carries confirmation for one
TCS/OLC variant and confirms Early Media.

RTP Stream /\
RTP Stream {
RTCP Stream \ )
oy
@ Alerting @ Ring Called Party

e Answer Call
—

© Early Media allows streaming
of media (announcements, MOH)
before the call is accepted.

@ Ringback Tone
«——— @ Connect

Figure 2-31 H.323 Early Media

Early Media allows sending of media from the called party or an application server to the
caller, prior to the call being accepted. Early Media is usually sent from the PSTN and
carries ringing tones or announcements. If no audio information is available for transmis-
sion before the call is accepted, the media streams carry silence.

An example of Early Media is the streaming of announcements that cell phone operators
allow their subscribers to customize. When a cell phone owner records their own
announcement, it is played whenever the extension is called and the cell phone is ringing.
If that call travels over an IP network using H.323 signaling, H.323 Early Media is used.
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Configuring H.323 Gateways

A Cisco voice gateway must have at least one VoIP dial peer to act as an H.323 originat-
ing gateway. The default protocol of a VoIP dial peer is set to H.323. Therefore, the gate-
way will use H.323 to signal any calls that are matched by the outbound VoIP dial peer
with the default protocol.

A Cisco gateway is, by default, enabled to act as an H.323 terminating gateway. When an
H.323 call is received on that gateway, even when no dial peers exist, the gateway tries to
use the default dial peer to match the incoming setup request. If VoIP dial peers exist, the
gateway tries to find the inbound dial peer using the commands incoming called-
number, answer-address, and destination-pattern (in this order).

H.323 service is an integral part of the VoIP service and cannot be controlled separately
from the VoIP service. VoIP service is enabled by default and can be disabled by the
administrator.

To disable or re-enable the VoIP service, you must enter the voice service voip configura-
tion mode using the voice service voip global configuration command. The VoIP services
are enabled by default and can be disabled using the shutdown command. The forced
option causes the gateway to immediately terminate all in-progress calls. Disabling the
VoIP service affects all VoIP signaling protocols and media transmissions.

The dial-peer voice command, as follows, is used to define dial peers, including VoIP dial
peers. An H.323 gateway needs VoIP dial peers to make VoIP calls using H.323. The rag
parameter is a locally significant number.

Router(config)#dial-peer voice tag voip

H.323 Gateway Configuration Example

Figure 2-32 shows two H.323 gateways that are configured with the dial peers that allow
H.323-based calls between two network locations. The VoIP dial peers use H.323 by
default. H.323 signaling messages are transported by default over TCP. They use the des-
tination IP address that is specified in the dial-peer session target command. The source
address is taken from the outgoing interface toward that session target (the routing table
points over the outgoing interface to the destination address).

VoIP service is enabled by default, and therefore does not appear in the configuration. It
could be disabled using the shutdown command in voice service VoIP configuration mode.
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1/0/0 / 2001
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_/ : N LA / 2002
10/0 | _ »
1001
dial-peer voice 1 voip dial-peer voice 1 voip
incoming called-number . incoming called-number .
! !
dial-peer voice 10 pots dial-peer voice 10 pots
destination-pattern 1001 destination-pattern 2001
port 1/0/0 port 1/0/0
! 1
dial-peer voice 20 voip dial-peer voice 11 pots
destination-pattern 200. destination-pattern 2002
session target ipv4:10.2.1.1 port 1/0/1
1
dial-peer voice 20 voip
destination-pattern 100.
session target ipv4:10.1.1.1

Figure 2-32 H.323 Gateway Configuration Example

Customizing H.323 Gateways

The most common H.323 customization tasks include the following:

m  Defining the session transport protocol: TCP or UDP

B Selecting a source IP address by binding the gateway functionality to a network
interface

m  Tuning H.225 timers

H.323 Session Transport

To customize the H.323 gateway parameters, you enter the voice service VoIP configura-
tion mode using the voice service voip global configuration command.

Router(config)#voice service voip

From the voice service VoIP configuration mode, you can enter H.323 configuration
mode using the h323 command. The h323 command does not have a default behavior or
values. The no h323 command does not disable the H.323 service but only removes all
commands that were previously configured in the H.323 configuration mode.

Router(config-voi-serv)#h323

You can change the H.323 transport protocol using the session transport udp command
in the H.323 configuration mode. To change the transport back to the default TCP set-
ting, issue the no session transport udp command. UDP session transport allows the
shortest call setup time, theoretically in as few as 1.5 round trips. TCP takes longer due to
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its overhead and acknowledgment exchange, but guarantees packet delivery. UDP might
be chosen if communicating with third-party devices with UDP support.

Router(config-serv-h323)#session transport udp

Idle Connection and H.323 Source IP Address

To tune the H.225 idle call connection timer, use the h225 timeout tcp call-idle command
in the H.323 configuration mode. The default idle call connection timer is 10 seconds.

Router(conf-serv-h323)#h225 timeout tcp call-idle {value | never}

To configure the interface binding feature, issue the h323-gateway voip bind srcaddr
command in the interface configuration mode. It must be the interface with which the
H.323 gateway service should be associated. The command points to an IPv4 or IPv6
address of that interface. The address will be used as the source IP address for all outgo-
ing H.323 traffic, including H.225, H.245, and RAS signaling.

Router(config-if)#h323-gateway voip bind srcaddr ip-address

H.225 Timers

To tune H.225 timers, create an H.323 voice class using the voice class h323 command.
The voice class is identified using a tag. In the H.323 voice class configuration mode, you
can tune these timers:

m  The h225 timeout tcp establish command defines the timeout, after which the H.225
TCP session times out if the gateway does not receive a response. This timeout
should be shortened if a backup terminating gateway exists, so that the originating
gateway does not have to wait the default 15 seconds before contacting the backup
device. A timeout of 3 seconds is recommended if the gateway communicates with a
Cisco Unified Communications Manager cluster with multiple redundant servers.

Router(config)#voice class h323 h323 class _tag
Router(config-class)#h225 timeout tcp establish value

m  The h225 timeout setup defines the response timeout value for outgoing Call Setup
messages. Its default value of 15 seconds works well in most cases.

Router(config-class)#h225 timeout setup value
Router(config-dial-peer)#voice-class h323 h323 voice class_tag

Finally, the H.323 voice class must be associated with dial peers. This association is con-
figured with the voice-class h323 command.
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H.323 Gateway Tuning Example

Figure 2-33 shows the configuration of these features:

m Interface binding: The gateway uses the 10.1.1.1 address for all outgoing H.323 pack-
ets. The gateway uses two redundant WAN interfaces, and the interface binding de-
couples H.323 signaling from the physical path.

m  Transport protocol: The transport protocol is set to TCP. This command will not
show in the configuration, because it is the default setting.

m  H.225 TCP establish timeout: The TCP establish timeout is shortened to 3 seconds
to speed up fallback to the backup gateway if the primary fails. The primary gateway
(10.2.1.1) is reached over the dial peer 1 with the best preference 0 (not shown because
it is the default value). The dial peer 2 with preference 1 points to the secondary gate-

way 10.3.1.1.
Loopback 0: 10.1.1.1 =~
Y 200x
ol )
V= /7,
L f ,1./<. \ N}1
=

interface Loopback0

ip address 10.1.1.1 255.255.255.255
h323-gateway voip bind srcaddr 10.1.1.1
!

voice service voip
h323
session transport tcp
voice class h323 10
h225 timeout tcp establish 3
1
dial-peer voice 1 voip
voice-class h323 10
destination-pattern 200.
session target ipv4: 10.2.1.1
1
dial-peer voice 2 voip
voice-class h323 10
destination-pattern 200.
session target ipv4: 10.3.1.1
preference 1

Figure 2-33 H.323 Gateway Tuning Example

Verifying H.323 Gateways

Use the show gateway command to verify that the H.323 gateway is operational and to
display the current status of the gateway.

The sample output provided in Example 2-1 shows the report that appears when a gate-
way is not registered with a gatekeeper.
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Example 2-1 H.323 DTMF Configuration Example

Router#show gateway

H.323 ITU-T Version: 4.0 H323 Stack Version: 0.1
H.323 service is up

This gateway is not registered to any gatekeeper
Alias 1list (CLI configured) is empty

Alias list (last RCF) is empty

H323 resource thresholding is Disabled

Voice Signaling Protocols: SIP

Session Initiation Protocol (SIP) is one of the most important voice signaling protocols
within service provider VoIP networks and is supported by most IP telephony system
vendors. As such, it is an ideal protocol for interconnecting different VoIP systems and
networks. An understanding of the features and functions of SIP components, and the
relationships that the components establish with each other, is important in implement-
ing a scalable, resilient, and secure SIP environment. This section describes how to con-
figure SIP and explores the features and functions of the SIP environment, including its
components, how these components interact, and how to accommodate scalability and
survivability.

SIP Architecture

The Internet Engineering Task Force (IETF) developed SIP as an alternative to H.323. SIP
is a common standard that is based on the logic of the World Wide Web and very simple
to implement. It is widely used with gateways and proxy servers within service provider
networks for internal and end-customer signaling. Like other VoIP protocols, SIP is
designed to address the functions of signaling and session management within a packet
telephony network.

SIP operates on the principle of session invitations that are based on an HTTP-like
request and response transaction model. Each transaction consists of a request that
invokes a particular method, or function, on the server and at least one response.
Through invitations, SIP initiates sessions or invites participants into established sessions.
Descriptions of these sessions are advertised by any one of several means, including the
Session Announcement Protocol (SAP) defined in RFC 2974. SAP incorporates a session
description according to the Session Description Protocol (SDP) defined in RFC 2327.

SIP uses other IETF protocols to define other aspects of VoIP and multimedia sessions;
for example, URLs for addressing, Domain Name System (DNS) for service location, and
Telephony Routing over IP (TRIP) for call routing.

SIP is a peer-to-peer protocol where Internet endpoints (called user agents [UAs]) initiate
sessions, similar to an H.323 peer. The UAs discover each other and agree on a session
that they would like to share. For locating session participants and other functions, SIP
enables the creation of an infrastructure of network hosts (called proxy servers) to which
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user agents can send registrations, invitations to sessions, and other requests. SIP is an
agile, general-purpose tool for creating, modifying, and terminating sessions, which
works independently of underlying transport protocols and without depending on the
type of session that is being established.

Unlike H.323, SIP uses ASCII text-based messages to communicate. Therefore, it allows
for easy troubleshooting by analyzing the signaling content.

Signaling and Deployment

SIP supports five methods of establishing and terminating multimedia communications,
which result in the following capabilities:

m  Determines the location of the target endpoint: SIP supports address resolution,
name mapping, and call redirection.

m  Determines the media capabilities of the target endpoint: SIP determines the low-
est level of common services between the endpoints through SDP. Conferences are
established using only the media capabilities that can be supported by all endpoints.

m  Determines the availability of the target endpoint: If a call cannot be completed
because the target endpoint is unavailable, SIP determines whether the called party is
connected to a call already or did not answer in the allotted number of rings. SIP
then returns a message indicating why the target endpoint was unavailable.

m  Establishes a session between the originating and target endpoints: If the call can
be completed, SIP establishes a session between the endpoints. SIP also supports
midcall changes, such as the addition of another endpoint to the conference or the
changing of a media characteristic or codec.

B Manages the transfer and termination of calls: SIP supports the transfer of calls
from one endpoint to another. During a call transfer, SIP simply establishes a session
between the transferee and a new endpoint (specified by the transferring party) and
terminates the session between the transferee and the transferring party.

SIP Architecture Components
As illustrated in Figure 2-34, SIP is a peer-to-peer protocol.

As previously mentioned, the peers in a session are called user agents. A UA can function
in one of these two roles:

B User agent client (UAC): A client application that initiates a SIP request

B User agent server (UAS): A server application that contacts the user when a SIP invi-
tation is received and then returns a response on behalf of the user to the invitation
originator

Typically, a UA can function as a UAC or a UAS during a session, but not both in the
same session. Whether the endpoint functions as a UAC or a UAS depends on the UA that
initiated the request; the UAC initiates the session and the UAS terminates the session.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2: Configuring Basic Voice over IP - 209

SIP Proxy, Registrar,
Location, and
Redirect Servers

SIP
UA Client—Initiating Party
SiP UA Server—Receiving Party SiP
SIP User
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SIP Gateway
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T1 or PRI
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Figure 2-34 SIP Architecture Components

From an architectural standpoint, the physical components of a SIP network are grouped
into these two categories:

m  Clients (endpoints)
m  Phone: An IP telephone acts as a UAS or UAC on a session-by-session basis.

m  Gateway: A gateway acts as a UAS or UAC and provides call control support.
Like in H.323, SIP gateways provide many services, the most common being a
translation function between SIP endpoints and other device types, such as
PSTN destinations.

B Servers: Registrar, proxy, redirect, and location

SIP Servers

The different server roles in the SIP environment have these characteristics:

B Registrar server: Receives requests from UACs for registration of their current loca-
tion. Registrar servers are often located near or even collocated with other network
servers, most often a location server.

m  Proxy server: An intermediate component that receives SIP requests from a client
and then forwards the requests on behalf of the client to the next SIP server in the
network. The next server can be another proxy server or a UAS. Proxy servers can
provide functions such as authentication, authorization, network access control,
routing, reliable request transmissions, and security.
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B Redirect server: Provides the client with information about the next hop or hops
that a message should take, and then the client contacts the next-hop server or UAS
directly. When the redirect server sends a redirect message to the client, the client
resends the invitation to the server identified in the redirection message. The client
can be redirected either to another network server or to the UAS in the terminating
endpoint.

B Location server: Implements mechanisms to resolve addresses. These mechanisms
can include a database of registrations or access to commonly used resolution tools
such as Finger protocol, whois, Lightweight Directory Access Protocol (LDAP), or
operating system—dependent mechanisms. A registrar server can be modeled as one
subcomponent of a location server; the registrar server is partly responsible for popu-
lating a database that is associated with the location server.

Note SIP servers can interact with other application services, such as LDAP servers, a
database application, or an XML application. These application services provide back-end
services, such as directory, authentication, and billing services.

SIP Architecture Examples

As shown in Figure 2-35, Cisco Unified Communications implementations can deploy SIP
on the following products:

m  Cisco Unified Communications Manager

m  Cisco Unified Communications Manager Business Edition

m  Cisco Unified Communications Manager Express

--——, Cisco Unified
Communications

IP Network

—— ien Manager Express
) SIP Trunk from Carrier l_l* Cisco Un!fied_
Carrier E ¢ Communications
Manager
Cisco Unified g ey Intersite SIP Trunk eyl Cisco Unified
Communications h > .-l Communications
Manager » E < > E < Manager
) i — 7 ~>7Z_ Cisco Unified
Cisco Voice A_\ i IP Network Communications
Gateway

Manager Express

1

4-/<- N

Figure 2-35 SIP Architecture Examples
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m  Cisco Smart Business Communications System
m  Cisco voice gateways

m  Cisco Unified IP Phones running SIP firmware, which register on a Cisco Unified
Communications Manager or Cisco Unified Communications Manager Express

m  Cisco Unified IP Phones running SIP firmware and connecting directly to an Internet
telephony service provider (ITSP)

m  SIP trunks to a carrier, and between corporate offices

SIP Call Flows

Figure 2-36 depicts the direct call setup and teardown between two SIP gateways.

) SIP SIP
Calling Party Gateway Gateway Called Party

—~

i IP N\ - bR
l 1-/<- -/

@ 'nitiate Call
— @ Invite (SDP)

© 100 Trying © Ring Called Party [ElSSICIIEI
L _— and SDP
@ Ringback Tone © 180 Ringing @ Answer Call (UDP or TCP)
<~ | @ 2000k -

© Ack

| @ RTP Stream

@ BYE

® 200 OK Signaling

| Media (UDP)

Figure 2-36 Direct Call Setup

When a UAC recognizes the address of a terminating endpoint from cached information,
or has the capacity to resolve it by some internal mechanism, the UAC might initiate
direct (UAC-to-UAS) call setup procedures. If a UAC recognizes the destination UAS, the
client communicates directly with the server. In situations in which the client is unable to
establish a direct relationship, the client solicits the assistance of a network server.

Direct call setup proceeds as follows:
1. Endpoint initiates a call.

2. The originating UAC sends an invitation (INVITE) to the UAS of the recipient. The
message includes an endpoint description of the UAC and the SDP description of
the supported media parameters.
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3. The UAS of the recipient responds to the INVITE message using the 100 Trying
message.

4. The terminating gateway sends the ringing signal to the recipient telephone.

5. The recipient UAS informs the UAC about the ring signal with the Ringing mes-
sage.

6. The originating gateway sends the ringback tone to the caller telephone.
7. The called telephone is taken off-hook.

8. If the UAS of the recipient determines that the call parameters are acceptable, it
responds positively to the originator UAC using the 200 OK message.

9. The originating UAC issues an acknowledgment (ACK) to the UAS.

10. At this point, the UAC and UAS have all the information that is required to estab-
lish RTP sessions between them.

11.  One of participants terminates the call. Its UA sends the BYE message to the
other UA.

12. The BYE message is confirmed by the 200 OK message.

SIP Call Setup Using Proxy Server

The proxy server procedure, as diagramed in Figure 2-37, is transparent to a UAC. The
proxy server intercepts and forwards an invitation to the destination UAS on behalf of
the originator.

. SIP Proxy SIP
Calling Party Gateway Server Gateway Called Party
* SE \\—/\/ l 1-/<-
Invite (SDP) |  Invite (SDP)
SIP Signaling 100 Trying
and SDP 100 Trying
< L
(UDP or TCP) 180 Ringing 180 Ringing
D ——
200 OK 200 OK
e
ACK ACK
—
RTP Stream
Media (UDP) |
BYE BYE
200 OK 200 OK

Figure 2-37 SIP Call Setup Using Proxy Server
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A proxy server responds to the issues of the direct method by centralizing control and
management of call setup and providing a more dynamic and up-to-date address resolu-
tion capability. The benefit to the UAC is that it does not need to learn the coordinates of
the destination UAS, yet it can still communicate with the destination UAS. The disadvan-
tages of this method include an increase in the signaling and the dependency on the proxy
server. If the proxy server fails, the UAC is incapable of establishing its own sessions.

Note Although the proxy server acts on behalf of a UA for call setup, the UAs establish
RTP sessions directly with each other.

SIP Call Setup Using Redirect Server

A redirect server is programmed to discover a path to the destination. Instead of forward-
ing the INVITE to the destination, the redirect server reports back to a UA with the desti-
nation coordinates that the UA should try next. The operation of a SIP redirect server is
pictured in Figure 2-38.

. SIP Redirect SIP
Caling Party  Gateway Server Gateway Called Party
B IP +
R0 | |
/s :
Invite
—_—
SIP Signaling Moved
and SDP -
(UDP or TCP) Invite
100 Trying
180 Ringing
200 OK
ACK
" RTP Stream
Media (UDP)
BYE
200 OK

Figure 2-38 SIP Call Setup Using Redirect Server

A redirect server implements many of the features of the proxy server. In the redirect
server scenario, fewer messages are exchanged than in the case of the proxy server. The
UAC has a heavier workload because it must initiate the subsequent invitation.
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When a redirect server is used, the call setup procedure starts when the originating UAC
sends an INVITE to the redirect server. The redirect server, if required, consults the loca-
tion server to determine the path to the recipient and its IP address. The redirect server
returns a “moved” response to the originating UAC with the IP address obtained from the
location server. The originating UAC acknowledges the redirection and continues as
described in the direct call setup procedure.

SIP Addressing

SIP addresses use Internet URLs. Their general form is name@domain. An address in SIP
is defined in the syntax with “sip:” or “sips:” (for secure SIP connections) as the URL
type. The URLs identify the originator, the current destination, the final recipient, and
any contact party. When two UAs communicate directly with each other, the current des-
tination and final recipient URLs are the same. However, the current destination and the
final recipient are different if a proxy or redirect server is used.

To obtain the IP address of a SIP UAS or a network server, a UAC performs address reso-
lution of a user identifier. An address consists of an optional user ID, a host description,
and optional parameters to qualify the address more precisely. The host description
might be a domain name or an IP address. A password is associated with the user ID, and
a port number is associated with the host description.

SIP Addressing Variants Example
Table 2-7 provides examples of SIP addresses.

Table 2-7 SIP Address Types

Address Type Example

Fully qualified domain name (FQDN) sip:jdoe@cisco.com

E.164 (PSTN) address sip:14085551234@gateway.com;user=phone
Mixed format sip:14085551234;password=changeme@10.1.1.1

In the second example, sip:14085551234@gateway.com; user=phone, the user=phone
parameter is required to indicate that the user part of the address is a telephone number.
Without the user=phone parameter, the user ID is taken literally as a numeric string. The
14085559876 in the URL sip:14085559876@10.1.1.1 is an example of a numeric user ID.
In the same example, the password changeme is defined for the user.
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Address Registration

A SIP address is acquired in several ways: by interacting with a user, by caching informa-
tion from an earlier session, or by interacting with a network server. The network servers
must recognize the endpoints in the network. This knowledge is abstracted to reside in a
location server and is dynamically acquired by its registrar server.

To contribute to this dynamic knowledge, an endpoint registers its user addresses with a
registrar server. Figure 2-39 illustrates a voice register mode request to a registrar server.
When the registration is complete, the information about the UAC is entered into the
location database, and the proxy server will be able to provide the endpoint address
when other endpoints wish to contact it, as depicted in Figure 2-39.

tw U U
Registrar Redirect Location
Server  Server Database

\ SIP Proxy

(UAS)

SIP UACs

%1 ]

Register

Here | am! \\\ - \
2 L/
£ = =

Figure 2-39 Address Registration

Address Resolution

When an endpoint attempts to communicate, it must resolve the IP address of the desti-
nation endpoint that is based on its address in the fully qualified domain name (FQDN),
E.164, or mixed address format. To resolve an address, a UA uses a variety of internal
mechanisms, such as a local host table and DNS lookup, or more commonly, it leaves that
responsibility to the proxy server. The proxy server uses any of the tools available to a
UA or interacts with the location server. In Figure 2-40, the SIP proxy server interacts
with a location server to derive the location of the end device in question. Once the IP
address of the destination endpoint is established, the SIP proxy forwards the call to the
destination device, or the redirect server responds to the initiating endpoint with the
address of the destination party.
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Figure 2-40 Address Resolution

Codecs in SIP

SIP leverages a number of other standards-based protocols to provide a large set of fea-
tures based on relatively simple mechanisms. One of the relevant protocols is the Session
Description Protocol (SDP).

SDP is an IETF-based format for describing streaming media initialization parameters in
an ASCII string. SDP is intended for describing multimedia communication sessions for
the purposes of session announcement, session invitation, and parameter negotiation.
SDP does not deliver media itself but is used for negotiation between endpoints of media
type, format, and all associated properties. The set of properties and parameters is often
called a session profile. SDP is designed to be extensible to support new media types
and formats.

SIP leverages SDP to negotiate the type of media (audio, video), the transport protocol
(RTP or UDP ports), and the format of media (audio and video codecs). The initiating
endpoint can provide a list of capabilities, while the first offer is the default (highest pri-
ority) proposal. The destination endpoint selects an offer that matches its capabilities and
keeps the complete list of common capabilities in case the capabilities should be
changed midcall.

SIP uses the Offer/Answer model for establishing SIP sessions. An Offer is contained in
the SDP fields that are sent in the body of a SIP message. The Offer defines the media
characteristics that are supported by the device (media streams, codecs, directional
attributes, IP address, and ports to use). The device receiving the Offer sends an Answer
in the SDP fields of its SIP response, with its corresponding matching media streams and
codec, whether accepted or not, and the IP address and port on which it wants to receive
the media streams.
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Example 2-2 and Example 2-3 present two SDP examples.

Example 2-2 Audio, RTP/49100, G.711 mu-law

v=0

o=bjoe +1-201-555-1212 IN IP4
host1.cisco.com

s=Example1

t=0 0

c=IN IP4 192.168.1.1

m=audio 49100 RTP/AVP 0

Example 2-3 Audio, RTP/3456, G.729 Most Preferred, G.711 mu-law Second Choice,

G.711 a-law Third Choice

v=0

s=Example2

t=0 0

c=IN IP4 10.234.1.1

m=audio 3456 RTP/AVP 18 0 8

o=asmith 13015556789 IN IP4 cisco.com

Table 2-8 explains the parameters in the preceding examples.

Table 2-8 SDP Examples

Field Description
Version v=0
Origin o=<username> <session id>

<version> <network type>
<address type> <address>

Session Name

S=<session name>

Times

t=<start time> <stop time>

Connection Data

c=<network type> <address type> <connec-
tion address>

Media

m=<media> <port> <transport> <media format
list>

Audio Video Profile (AVP) Codes

0: G.711 mu-law
8: G.711 a-law
3:GSM codec
18:G.729
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SDP content varies depending on the message type.

Delayed Offer

There are two ways to exchange the SDP Offer and Answer messages. These methods are
commonly known as Delayed Offer and Early Offer, and support for both methods by
user agent client/servers is a mandatory requirement of the SIP specification. In the sim-
plest terms, an initial SIP Invite that is sent with SDP in the message body defines an
Early Offer, whereas an initial SIP Invite without SDP in the message body defines a
Delayed Offer.

In a Delayed Offer, as illustrated in Figure 2-41, the session initiator does not send its
capabilities in the initial Invite but waits for the called device to send its capabilities first
(for example, the list of codecs supported by the called device, thus allowing the calling
device to choose the codec to be used for the session).

sip sip
Gateway Gateway Called Party

=
— 7

=
N S
A
0 Initiate Call
e 9 Invite
© 100 Trying @ Ring Called Party [SLSSICUEIIE
Rinai 5 (UDP or TCP)
@ Ringback Tone e 180 Ringing e Answer Call
< | @ 200 OK (SDP: Media Offer) D

© ACK (SDP: Media Answer)

| @ RTP Stream

| Media (UDP)

@ BveE
@ 200 OK SIP Signaling
(UDP or TCP)

Figure 2-41 Delayed Offer

The Delayed Offer is recommended for SIP trunks because it enables the ITSPs to pro-
vide their capabilities first. The Cisco Unified Communications Manager allows the
administrator to select the offer method. Cisco gateways support both methods but origi-
nating gateways default to Early Offer.
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Early Offer

In an Early Offer, as depicted in Figure 2-42, the session initiator (calling device) sends its
capabilities (including supported codecs) in the SDP contained in the initial Invite. This
method allows the called device to choose its preferred codec for the session. Early
Offer is the default method that is used by a Cisco voice gateway acting as the originat-
ing gateway.
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_— @ Invite (SDP: Media Offer)
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. © Ack
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Gateways (SDP @ RTP Stream
in Invite Message) | | Media (UDP)
@ BYE
@ 200 OK SIP Signaling
(UDP or TCP)

Figure 2-42 Early Offer

Early Media
SIP Early Media was originally defined in RFC 3960 as a facility for PSTN interworking.
Early Media allows the sending of media from the called party or an application server to

the caller, even before the call is accepted. The most common reasons for using Early
Media include the following:

B The called device might want to establish an Early Media RTP path to reduce the ef-
fects of audio cut-through delay (clipping) for calls experiencing long signaling delays
or to provide a network-based voice message to the caller.

m  The calling device might want to establish an Early Media RTP path to access a
DTMF or voice-driven IVR system.
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Cisco gateways support Early Media for both Early Offer and Delayed Offer calls.

If no media is available for streaming at this early stage, the Early Media channels carry
silence. VAD, if negotiated, would in that case prevent bandwidth consumption by drop-
ping silence packets.

With Early Offer (default on Cisco gateways), the SDP offer is carried in the INVITE
message. In Early Media with Delayed Offer, both messages can transport the initial SDP
offer: 183 Session Progress response or 180 Ringing response. 183 Session Progress is
stipulated by the IETF and is more common. The 183 Session Progress response, as illus-
trated in Figure 2-43, indicates that information about the call state is present in the mes-
sage body media information. The SDP media response is exchanged in an additional pre-
ACK message, after which the endpoints can establish the RTP streams.

, SIP SIP
Calling Party Gateway Gateway Called Party
N\ IP &
l !/ &
Invite
100 Trying SIP Signaling
(UDP or TCP)
180 Ringing (SDP: Media Offer)
Pre-ACK (SDP: Media Response)
RTP Stream
| Media (UDP)
200 OK
SIP Signaling
ACK (UDP or TCP)

Figure 2-43 Early Media—183 Session Progress Option

To facilitate Early Media with Delayed Offer, the IETF draft allows the use of other mes-
sages than the 183 Session Progress response. Some implementations use the 180
Ringing response to send the initial SDP media offer. The 180 Ringing message is a provi-
sional or informational response that is used to indicate that the INVITE message has
been received by the user agent and that alerting is taking place. Cisco gateways support
both 180 and 183 methods to negotiate Early Media.

Cisco gateways, by default, process a 180 Ringing response with SDP in the same manner
as a 183 Session Progress response; that is, the SDP is assumed to be an indication that
the far end would send Early Media. This behavior can be changed so that a gateway
ignores the presence or absence of SDP in 180 messages, as shown in Figure 2-44, and as
a result, treats all 180 messages in a uniform manner.
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. SIP SIP
Calling Party Gateway Gateway Called Party
IP 1._\ =
l 4.-/<-
Invite
100 Trying SIP Signaling
(UDP or TCP)

180 Ringing (SDP: Media Offer)

Pre-ACK (SDP: Media Response)

RTP Stream
| Media (UDP)
200 OK
SIP Signaling
ACK (UDP or TCP)

Figure 2-44 Early Media—180 Ringing Option

Configuring Basic SIP

A SIP configuration consists of two parts: the SIP UA and the VoIP dial peers that select
SIP as the session protocol.

The basic UAC configuration includes the following:

m  Authentication parameters: username and password

m  SIP servers (registrar and proxy)
SIP dial peers have these two basic parameters that are specific to SIP:

m  Session protocol

m  Session target

User Agent Configuration

To configure SIP user agent parameters, enter SIP UA configuration mode using the sip-
ua command.

Router(config)#sip-ua

The registrar command enables the gateway to register E.164 numbers on behalf of ana-
log telephone voice ports (Foreign Exchange Station [FXS]), IP phone virtual voice ports
(enhanced FXS [EFXS]), and Skinny Client Control Protocol (SCCP) phones with an
external SIP proxy or SIP registrar. It defines the IP address of the registrar server.

Router(config-sip-ua)#registrar {dhcp | [index] registrar-address[:port]
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The registrar address can be obtained via DHCP. The registrar-index option allows the
configuration of up to six registrars that can be used concurrently for redundancy and
load-balancing purposes. Further options allow the use of Secure SIP, TCP transport,
and the definition of a registrar pair (primary and secondary) instead of multiple
indexed servers.

To enable username-based message digest authentication of the user agent, configure the
authentication username command in UA configuration mode. This command defines
the username and password that the gateway uses to authenticate on the registrar server.

Router(config-sip-ua)#authentication username username password [0 | 7] password

Dial-Peer Configuration

The sip-server command is a time-saving method. If you use this command, you can also
use the session target sip-server command on each dial peer instead of repeatedly enter-
ing the SIP server interface address for each dial peer. Configuring a SIP server as a ses-
sion target is useful if the gateway acts as a UAC and makes calls over a SIP proxy.
Multiple dial peers can reference the same proxy server.

Router(config-sip-ua)#sip-server {dns:host-name | ipv4:ipv4-address | ipv6:[ipv6-
address][:port-num]}

Router(config-dial-peer)#session target sip-server
The session protocol sipv2 command enables a dial peer to use SIP version 2 as the sig-
naling protocol for a particular dial peer. The default value is H.323.

Router(config-dial-peer)#session protocol sipv2

Basic SIP Configuration Example

Figure 2-45 and Example 2-4 show a voice gateway, and its configuration, that communi-
cates via SIP with two external SIP servers.

Cisco Unified
Communications Manager 192.168.1.100
=7 010.1.1.15 R
)
’\.}:’—\
P2 SIP ITSP
l 4.-/<-
SIP Gateway

Ext: 2...

Figure 2-45 Basic SIP Configuration Example—Topology
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Example 2-4 Basic SIP Configuration Example— Configuration

sip-ua
authentication username JDoe password secret
registrar 10.1.1.15
sip-server 10.1.1.15

!

dial-peer voice 2001 voip
destination-pattern 2...
session protocol sipv2
session target sip-server

!

dial-peer voice 2002 voip
destination-pattern 9T
session target ipv4:192.168.1.100
session protocol sipv2

In this example, a Cisco Unified Communications Manager and is communicating with a
SIP service that is operated by an ITSP. The Cisco Unified Communications Manager
(with IP address 10.1.1.15) includes two collocated components: SIP registrar and SIP
proxy. The SIP UA refers to the registrar component using the registrar command and
references the proxy component using the sip-server command. The UA configured on
the gateway uses the dial peer 2001 to match the destination patterns 2... and connect to
the SIP proxy running on the Cisco Unified Communications Manager (the session tar-
get sip-server command points to the address set with the sip-server command in sip-ua
configuration mode). The gateway will register on the Communications Manager using
the credentials that are defined in the authentication command.

For all other destinations that use the prefix 9 to represent the outside world, the dial
peer 2002 points via SIP version 2 to the ITSP SIP proxy.

Configuring SIP ISDN Support
SIP can be configured for various ISDN features. The most relevant ISDN functions that
apply to most situations are as follows:
m  ISDN calling name display
m  Blocking caller ID when privacy exists

m  Substituting the calling number for the display name, if the display name is unavailable

Calling Name Display

In ISDN networks, caller ID (sometimes called calling line ID [CLID] or incoming calling
line identification [ICLID]) is a service that is offered by a central office (CO) to supply
calling party information to subscribers. Caller ID allows the calling party number and
name to appear on a device such as a telephone display, as shown in Figure 2-46.
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gﬁc";ng;e Incoming Call
_ PRI/BRI
o
A
Phone SIP Gateway SIP Gateway Caller

Figure 2-46 Caller ID Display

ISDN messages signal call control and are composed of information elements that speci-
fy screening and presentation indicators. ISDN messages and their information elements
are passed in Generic Transparency Descriptor (GTD) format. GTD enables transport of
signaling data in a standard format across network components and applications. The
standard format enables other devices to scan and interpret the data. The SIP network
extracts the calling name from the GTD format and sends the calling name information to
the SIP endpoint.

Calling Name Display Commands

When an ISDN subscriber places a call to a SIP endpoint, the subscriber calling number
is by default supplied to the SIP endpoint and appears on the display when the call comes
in. The calling name is typically not forwarded by default. Two commands are needed to
enable the calling name display:

m  signaling forward: This command is issued in the voice service VoIP configuration
mode. It specifies whether the originating gateway forwards the signaling payload to
the terminating gateway. Keywords are as follows:

B none: Prevents the gateway from passing the signaling payload to the terminat-
ing gateway

® unconditional: Forwards the signaling payload received in the originating gate-
way to the terminating gateway, even if the attached external route server has
modified the GTD payload

Router(conf-voi-serv)#signaling forward {none | unconditional}

m  isdn supp-service name calling: This command is issued in the configuration mode
of the serial interface that is created on a channelized E1/T1 controller. The command
sets the calling name display parameters that are sent out an ISDN serial interface.

Router (config-if)#isdn supp-service name calling

Calling Name Display Configuration

Figure 2-47 shows how to configure the calling name display feature on a voice gateway
that is connected to the PSTN via a T1 channelized controller using ISDN PRI signaling.
The serial interface and the voice service VoIP are configured to unconditionally forward
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the signaling information that results in the calling name being displayed on the SIP end-
point when a call arrives.

Calling:

Alice Doe Incoming Call

Called SIP SIP Gatewa SIP Gatewa:
Drone % y Caller

voice service voip

signaling forward unconditional
!

interface serial 1/0:23

isdn supp-service name calling

Figure 2-47 Calling Name Display Configuration

Blocking and Substituting Caller ID
The caller ID information is private information. In ISDN, there is a private setting that
can be set to protect this information. However, when SIP gets the caller ID information,
it does not hide the private information. Rather, it just sets a field to reflect that it is pri-
vate and not to display it on a caller ID display, as shown in Figure 2-48. But the data is
still viewable in the SIP message requests.

Calling:

Incoming Call

PRI/BRI

T
oV
Called SIP SIP Gatewa: SIP Gatewa
Bhone way way Caller

Figure 2-48 Blocking and Substituting Caller ID

The block option allows the gateway to delete the caller ID information from the SIP
message requests so that it cannot be read on the network.

The substitution option is helpful if there is no Display Name field but there is a number
and the presentation is not prohibited. In that case it copies the number into the Display
Name field, so that the number is displayed on the caller ID display of the recipient. The
Cisco gateway omits the Display Name field if no display information is received.
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Blocking and Substituting Caller ID Commands
The clid strip pi-restrict and clid substitute name commands can each be issued from
within voice service VoIP configuration mode or from within dial-peer configuration
mode. These two commands are used for blocking and substituting caller ID information:
m  Issue the clid strip pi-restrict command to enable CLID blocking when privacy exists.
m  Issue the clid substitute name command to enable substitution of CLID for the dis-

play name when the display name is unavailable.

Figure 2-49 shows an example with two features enabled.

Calling:

Incoming Call

_ T11/0
’ﬁj;Lg_
t

Called SIP SIP Gateway SIP Gateway
Phone

voice service voip

clid substitute name

1

dial-peer voice 1 voip
destination-pattern 1...
session protocol sipv2
session target ipv4:10.1.1.1
clid strip pi-restrict

Figure 2-49 Blocking and Substituting Caller ID Example

The feature to substitute CLID for the display name when the display name is unavailable
is enabled in the voice service VoIP configuration mode and applies to all calls processed
by the gateway.

The feature to block CLID when privacy exists is enabled in the dial-peer configuration
mode and applies to the calls forwarded using this specific VoIP dial-peer setting.

Configuring SIP SRTP Support

SIP offers two methods to secure voice communications:

m  SIP secure (SIPS): Offers signaling authentication and encryption using the
Transport Layer Security (TLS) protocol. When TLS is used, the cryptographic pa-
rameters that are required to successfully negotiate Secure Real-Time Transport
Protocol (SRTP) rely on the cryptographic attribute in the SDP. To ensure the in-
tegrity of cryptographic parameters across a network, SRTP uses the SIPS schema.
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m  SRTP: Offers media authentication (Hashed Message Authentication Code-Secure
hash Algorithm 1 [HMAC-SHA-1]) and encryption (Advanced Encryption Standard
[AES)) to secure the media flow between two SIP endpoints. Typically, SRTP is used
in combination with SIPS, although SIPS is no longer required for SRTP in Cisco IOS
Release 12.4(22)T and later. Calls established with SIP (and not SIPS) can still success-
fully negotiate SRTP. In such cases, the signaling should be protected using a differ-
ent protocol, such as IPsec.

Table 2-9 shows various combinations of the SIPS and SRTP settings. The second combi-
nation (SIPS disabled, SRTP enabled) results in varying behavior, depending on the Cisco
I0S release. With Cisco IOS Release 12.4(22)T and later, the signaling is in cleartext and
the media is encrypted. With earlier releases, the calls either fall back to RTP or falil,
depending on the securertp fallback command.

Table 2-9 SIP SRTP Support

SIPS (TLS) SRTP Description

On On Signaling and media are secure.

Off On Signaling is insecure or secured with other methods. Media is
secure with Cisco 10S Release 12.4(22)T and later. Media falls
back to RTP or fails in earlier versions.

On Off Media insecure (RTP only).

Off Off Signaling and media insecure.

SIPS Global and Dial-Peer Commands

SIPS functionality was introduced in Cisco I0S Release 12.4(15)T. You can configure
secure signaling on both a global level (in SIP mode) and on an individual dial-peer basis.
To configure SIPS globally, you must first enter the voice service VoIP configuration
mode (with the voice service voip command) and then the SIP configuration mode (sip
command). To enable SIPS, issue the url sips command.

Router(config)#voice service voip
Router(conf-voi-serv)#sip
Router(conf-serv-sip)#url sips

The dial-peer setting overwrites the global setting, which is useful when disabling SIPS
on selected dial peers when SIPS is enabled globally. To configure SIPS for a dial peer,
from dial-peer configuration mode you enter the command voice-class sip url sips.

Router(conf-dial-peer)#voice-class sip url sips
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SRTP Global and Dial-Peer Commands

SRTP was introduced in Cisco IOS Release 12.4(15)T. You can configure the secure media
transport on both a global level (in SIP configuration mode) and on an individual dial-
peer basis. To configure SRTP globally, you must first enter the voice service VoIP config-
uration mode (voice service voip command) and then issue the securertp command. The
securertp fallback command can then be issued to allow a call to use RTP (that is, with-
out security) if the other endpoint does not support SRTP.

Router(config)#voice service voip
Router(conf-voi-serv)#securertp
Router(conf-voi-serv)#securertp fallback

The dial-peer setting overwrites the global setting. To configure SRTP for a dial peer, you
first enter the voice-class sip command from the dial-peer configuration mode.

Router(conf-dial-peer)#voice-class sip
Router(conf-dial-peer)#securertp
Router(conf-dial-peer)#securertp fallback

SIPS and SRTP Configuration Example

Figure 2-50 shows the configuration of two voice gateways that are configured for SIPS
and SRTP. The gateway on the left has the settings configured globally, while the right
gateway is configured on a specific dial peer. Both support fallback to RTP in case SRTP
is not supported by the other endpoint.

1001 SIP Gateway SIP Gateway 2001
voice service voip dial-peer voice 1 voip
sip destination-pattern 1...
url sips session protocol sipv2
securertp session target ipv4:10.1.1.1
securertp fallback voice-class sip
! securertp
dial-peer voice 1 voip securertp fallback
destination-pattern 2... sip
session protocol sipv2 url sips
session target ipv4:10.2.1.1

Figure 2-50 SIPS and SRTP Configuration Example

Customizing SIP Gateways

The most common SIP customization tasks include the following:

B Defining the session transport protocol: TCP, TCP-TLS, or UDP. This setting can be
applied in global SIP, dial-peer, or UA configuration mode.
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B Sclecting a source IP address by binding the gateway functionality to a network
interface. This option is available only in global SIP configuration mode.

m  Tuning SIP timers. These parameters are tunable in UA configuration mode.

m Disabling Early Media cut-through treatment for SIP 180 Ringing messages.

SIP Transport

The configuration of SIP session transport refers to two aspects of signaling:

®  Outbound signaling: Default is UDP. The transport for outgoing SIP messages can be
configured globally, in SIP configuration mode, and in the dial-peer configuration
mode. The system option in the dial-peer configuration mode applies the global op-
tion to a specific dial peer and is used as a time saver. Instead of configuring a non-
UDP option repeatedly for each dial peer, you can configure the global setting and
apply it to the required dial peers. The system option issued in dial-peer configura-
tion mode refers to the SIP session protocol option configured in SIP user agent (that
is, sip-ua) configuration mode. The tcp tls option causes SIP messages to use the TLS
over TCP transport, while the udp option causes SIP messages to be sent using UDP.

Router(conf-voi-serv)#session transport {system | tcp tls | udp}
or
Router(conf-dial-peer)#session transport {system | tcp tls | udp}

m Inbound signaling: This option is configured in the SIP UA configuration mode. It
specifies the transport methods accepted for receiving inbound calls. The default is
to accept all three transports: UDP, TCP, and TCP TLS, on port 5060.

Router(conf-sip-ua)#transport {toptls | udp}

SIP Source IP Address

The interface binding feature sets the IP address for outgoing SIP-related traffic. To con-
figure the interface binding feature, issue the bind command in the global SIP configura-
tion mode. You have the option to bind either signaling, media, or both, using the
control, media, and all keywords. The command points to an interface and specifies its
IPv4 or IPv6 address that should be used as the source IP address for outgoing traffic.

Router(conf-voi-serv)#bind {control | media | all} source-interface interface-id
[ipv4-address ipv4-address | ipv6-address ipv6-address]

To tune SIP timers, you must enter SIP UA configuration mode and issue the timers com-
mand, followed by appropriate command options.
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SIP UA Timers

The default values of SIP timers work well in most environments and should not be
changed unless the administrator identifies a specific requirement. These timers can be
set in the SIP UA configuration mode:

m  Connect: Time (in ms) to wait for a 200 response to an ACK request. Range is from
100 to 1000. The default is 500.

m  Disconnect: Time (in ms) to wait for a 200 response to a BYE request. Range is from
100 to 1000. The default is 500.

m  Expires: Time (in ms) for which an INVITE request is valid. Range is from 60000 to
300000. The default is 180000.

m  Hold: Time (in minutes) to wait before disconnecting a held call by sending a BYE
request. Range is from 15 to 2880 minutes. The default is 2880.

m  Notify: Time (in ms) to wait before retransmitting a Notify message. Range is from
100 to 1000. The default is 500.

m  Refer: Time (in ms) to wait before retransmitting a Refer request. Range is from 100
to 1000. The default is 500.

B Register: Time (in ms) to wait before retransmitting a Register request. Range is from
100 to 1000. The default is 500.

m  Trying: Time (in ms) to wait for a 100 response to an INVITE request. Range is from
100 to 1000. The default is 500.

SIP Early Media

The SIP Enhanced 180 Provisional Response Handling feature provides the ability to
enable or disable Early Media cut-through on Cisco IOS gateways for SIP 180 response
messages. This feature allows you to specify whether 180 messages with SDP are handled
in the same way as 183 responses with SDP. The 180 Ringing message is a provisional or
informational response that is used to indicate that the INVITE message has been
received by the user agent and that alerting is taking place. The 183 Session Progress
response indicates that information about the call state is present in the message body
media information. Both 180 and 183 messages might contain SDP, which allow an Early
Media session to be established prior to the call being answered.

By default, Cisco gateways handle a 180 Ringing response with SDP in the same manner
as a 183 Session Progress response; that is, the SDP is assumed to be an indication that
the far end would send Early Media. Cisco gateways handle a 180 response without SDP
by providing local ringback, rather than Early Media cut-through. This feature provides
the capability to ignore the presence or absence of SDP in 180 messages and, as a result,
treat all 180 messages in a uniform manner. The disable-early-media 180 command,
issued in sip-ua configuration mode, allows specifying which call treatment, Early
Media, or local ringback is provided for 180 responses with SDP. The treatments of various
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UA Example

The topology shown in Figure 2-52 depicts a voice gateway that communicates via SIP
with an external SIP server operated by an ITSP. Example 2-5 shows the corresponding
user agent configuration.

SIP Gateway

Loopback 0
10.1.1.1 192.168.1.100

../‘
z
3

Figure 2-52 User Agent Configuration Example—Topology

SIP ITSP

Example 2-5 User Agent Configuration Example— Configuration

voice service voip
sip
bind all source-interface loopback® ipv4-address 10.1.1.1
!
sip-ua
authentication username JDoe password secret
registrar 10.1.1.15 expires 3600
sip-server 10.1.1.15
timers connect 1000
timers register 300
!
dial-peer voice 10 voip
destination-pattern 9T
session target ipv4:192.168.1.100
session protocol sipv2
session transport top

All outgoing SIP and media communications are sourced from the loopback 0 address
10.1.1.1.

The SIP UA specifies the authentication parameters, which include the SIP registrar and
SIP proxy. The connect and register timers are tuned to nondefault values.

The UA uses the dial peer 10 to match all external destinations, points via SIP version 2 to
the ITSP SIP proxy, and uses TCP as the transport protocol when signaling outbound calls.
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The show commands listed in Table 2-11 allow you to examine the status of SIP compo-
nents and to troubleshoot.

Table 2-11

show sip-ua Command Overview

Command

Description

show sip-ua service

Displays the status of the SIP service

show sip-ua status

Displays the status of the SIP UA

show sip-ua register status

Displays the status of E.164 numbers that a
SIP gateway has registered with an external
primary SIP registrar

show sip-ua timers

Displays SIP UA timers

show sip-ua connections

Displays active SIP UA connections

show sip-ua calls

Displays active SIP UA calls

show sip-ua statistics

Displays SIP traffic statistics

Some of the show commands presented in Table 2-11 are general-purpose SIP UA verifi-
cation commands, while other commands focus on the verification of SIP UA registration
status and SIP UA call information.

SIP UA General Verification

The show sip-ua service command, as demonstrated in Example 2-6, displays the status
of SIP call service on a SIP gateway. The sip-ua service is up when the VoIP service has
not been shut down in the voice service VoIP configuration mode. By default, VoIP serv-
ice is enabled, and therefore SIP service is up.

Example 2-6 SIP UA General Verification Examples

SIP
SIP
SIP
SIP
SIP
SIP
SIP

User Agent
User Agent
User Agent
User Agent
User Agent
User Agent

Router#show sip-ua service
SIP Service is up

Router#show sip-ua status

Status

for UDP : ENABLED
for TCP : ENABLED
for TLS over TCP :
bind status(signaling): ENABLED 10.1.250.101
bind status(media): DISABLED

early-media for 180 responses with SDP: ENABLED

ENABLED
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SDP application configuration:
Version line (v=) required
Owner line (0=) required
Timespec line (t=) required
Media supported: audio video image
Network types supported: IN
Address types supported: IP4 IP6
Transport types supported: RTP/AVP udptl

The show sip-ua status command, also demonstrated in Example 2-6, displays the status
for the SIP user agent. It shows which transports are accepted for incoming calls. This
output shows the default setting, which is to accept UDP, TCP, and TCP TLS. Next, the
interface binding information is displayed. In this case, the signaling traffic is sourced
from the address 10.1.250.101, and the media will be sourced from the outgoing interface
IP address. The command informs about the gateway support for SIP Early Media using
180 Ringing responses with SDP. It is enabled by default. The show sip-ua status com-
mand reports the required and supported SDP options.

SIP UA Registration Status

The show sip-ua register status command, as demonstrated in Example 2-7, displays the
status of E.164 numbers that a SIP gateway has registered with an external SIP registrar
server. SIP gateways can register E.164 numbers on behalf of analog telephone voice
ports (FXS), IP phone virtual voice ports (EFXS), and SCCP phones with an external SIP
proxy or SIP registrar. The command show sip-ua register status is only for outbound
registration, so if there are no SCCP phones or FXS dial peers to register, there is no out-
put when the command is run. In this example, some endpoints are attached to the SIP
gateway, but they have not been registered with an external SIP registrar.

Example 2-7 SIP UA Registration Status and Timers Examples

Router#show sip-ua register status

Line peer expires(sec) registered

4001 20001 596 no

4002 20002 596 no

5100 1 596 no
9998 2 596 no

Router#show sip-ua timers
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SIP UA Timer Values (millisecs)

trying 500, expires 180000, connect 500, disconnect 500
comet 500, prack 500, relixx 500, notify 500

refer 500, register 500

The show sip-ua timers command displays the current settings for the SIP UA timers. In
Example 2-7, the command output shows the default values of the timers.

SIP UA Call Information

The show sip-ua calls command, the output of which is seen in Example 2-8, displays
active UAC and UAS calls and their parameters. The output includes information about
IPv6, Resource Reservation Protocol (RSVP), and media forking (splitting the media ses-
sion in multiple sessions) for each call on the device and for all media streams associated
with the calls. There can be any number of media streams associated with a call, of which
typically only one is active. A call can include up to three active media streams if the call
is media-forked.

Example 2-8 SIP UA Call Information Example

Router#show sip-ua calls
SIP UAC CALL INFO
Number of SIP User Agent Client(UAC) calls: 0

SIP UAS CALL INFO

Call 1
SIP Call ID :D215F304 - 7B5A11DC -8005EA1A -6A8F4ADR10.10.10.2
State of the call STATE_ACTIVE (7)
Calling Number 2818902001
Called Number : 1003
Source IP Address (Sig ) : 10.10.10.1
Destn SIP Req Addr:Port : 10.10.10.2:5060
Destn SIP Resp Addr:Port : 10.10.10.2:56884
Destination Name 1 10.10.10.2

Number of Media Streams : 1
Number of Active Streams: 1

Media Stream 1

State of the stream STREAM_ACTIVE

Stream Call ID 1

Stream Type voice-only (0)
g729r8 (20 bytes)
Codec Payload Type 18

Negotiated Codec

Negotiated Dtmf-relay inband-voice

Media Source IP Addr:Port
Media Dest IP Addr:Port

10.10.10.1:18050
10.10.10.2:16522

www.it-ebooks.info

235


http://www.it-ebooks.info/

236 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

SIP Debugging Overview

The debug commands listed here are valuable when examining the status of SIP compo-
nents and troubleshooting:

m  debug ccsip: This command has various options, as follows:

debug ccsip all: This command enables all ccsip-type debugging. This debug
command is very active; you should use it sparingly in a live network.

debug ccsip calls: This command displays all SIP call details as they are updated
in the SIP call control block. You can use this debug command to monitor call
records for suspicious clearing causes.

debug ccsip errors: This command traces all errors that are encountered by the
SIP subsystem.

debug ccsip events: This command traces events, such as call setups, connec-
tions, and disconnections. An events version of a debug command is often the
best place to start because detailed debugs provide much useful information.

debug ccsip info: This command enables tracing of general SIP security parame-
ter index (SPI) information, including verification that call redirection is disabled.

debug ccsip media: This command enables tracing of SIP media streams.

debug ccsip messages: This command shows the headers of SIP messages that
are exchanged between a client and a server.

debug ccsip preauth: This command enables diagnostic reporting of authentica-
tion, authorization, and accounting (AAA) for SIP calls.

debug ccsip states: This command displays the SIP states and state changes for
sessions within the SIP subsystem.

debug ccsip transport: This command enables tracing of the SIP transport han-
dler and the TCP or UDP process.

m  debug voip ccapi inout: This command shows every interaction with the call control
application programming interface (API) on both the telephone interface and on the
VoIP side. By monitoring the output, you can follow the progress of a call from the
inbound interface or VoIP peer to the outbound side of the call. This debug com-
mand is very active; you should use it sparingly in a live network.

m  debug voip ccapi protoheaders: This command displays messages that are sent be-
tween the originating and terminating gateways. If no headers are being received by
the terminating gateway, verify that the header-passing command is enabled on the
originating gateway.
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Examining the INVITE Message

Example 2-9 shows the output of the debug ccsip messages command. It shows the
beginning of a SIP INVITE message being sent from the endpoint with address
166.34.245.230 to the endpoint with address 166.34.245.231. This example includes the
description of the message originator, the intended recipient, and, among other parame-
ters, the content type, which is application/sdp. The SDP description of the media capa-
bilities is truncated in this output.

Example 2-9 [NVITE Message

Router#debug ccsip messages

INVITE sip:3660210@166.34.245.231;user=phone;phone-context=unknown
SIP/2.0

Via: SIP/2.0/UDP 166.34.245.230:55820

From: "3660110" <sip:3660110@166.34.245.230>

To: <sip:3660210@166.34.245.231;user=phone;phone-context=unknown>

Content-Type: application/sdp

v=0

0=CiscoSystemsSIP-GW-UserAgent 4629 354 IN IP4 55.1.1.42
s=SIP Call

c=IN IP4 55.1.1.42

t=0 0

m=audio 18978 RTP/AVP 0 100

c=IN IP4 10.1.1.42

a=rtpmap:@ PCMU/8000

a=rtpmap:100 X-NSE/8000

Examining the 200 OK Message

Example 2-10 shows the output of the debug ccsip messages command. It shows a SIP
200 OK message being sent in response to an earlier SIP INVITE message. The INVITE
message was sent from 166.34.245.230 to 166.34.245.231, and this address set is retained
in the 200 OK message, with the addition of the Contact field that defines the originator
of the 200 OK message (166.34.245.231). The content of the 200 OK message includes,
among other parameters, the content type, which is application/sdp. The second part of
the output shows the SDP description of the media. The media endpoint (the device that
responds with the 200 OK message) is 166.34.245.231. It will use UDP/RTP port 20224.
The AVP is 0, which means the call will use G.711 mu-law.

Example 2-10 200 OK Message

Router#debug ccsip messages

SIP/2.0 200 OK
Via: SIP/2.0/UDP 166.34.245.230:55820
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From: "3660110" <sip:3660110@166.34.245.230>

To: <sip:3660210@166.34.245.231;user=phone;phonecontext=
unknown>;tag=27DBC6D8-1357

Date: Mon, 08 Mar 1993 22:45:12 GMT

Call-ID: ABBAE7AF-823100E2-0-1CD274BC@172.18.192.194
Timestamp: 731427554

Server: Cisco VoIP Gateway/ IOS 12.x/ SIP enabled
Contact: <sip:36602105060;user=phone>

CSeq: 101 INVITE
Content-Type: application/sdp
Content-Length: 138

v=0

0=CiscoSystemsSIP-GW-UserAgent 1193 7927 IN IP4 166.34.245.231
s=SIP Call

t=0 0

c=IN IP4 166.34.245.231

m=audio 20224 RTP/AVP 0

Examining the BYE Message

Example 2-11 shows the output of the debug ccsip messages command. It shows the
BYE message that is sent when a call participant terminates the call.

Example 2-11 BYE Message

Router#debug ccsip messages

BYE sip:36601105060;user=phone SIP/2.0

Via: SIP/2.0/UDP 166.34.245.231:53600

From: <sip:3660210@166.34.245.231;user=phone;phonecontext=
unknown>;tag=27DBC6D8-1357

To: "3660110" <sip:3660110@166.34.245.230>

Date: Mon, @8 Mar 1993 22:45:14 GMT

Call-ID: ABBAE7AF-823100E2-0-1CD274BC@172.18.192.194
User-Agent: Cisco VoIP Gateway/ IOS 12.x/ SIP enabled
Max -Forwards: 6

Timestamp: 731612717

CSeq: 101 BYE

Content-Length: 0
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Voice Signaling Protocols: MGCP

MGCP enables the remote control and management of voice and data communications
devices at the edge of multiservice IP packet networks. Because of its centralized archi-
tecture, MGCP overcomes the distributed configuration and administration problems
inherent in the use of protocols such as H.323. This section describes how to configure
MGCP on a gateway and describes the features and functions of the MGCP environment.

MGCP Overview

MGCEP is a protocol used within a distributed VoIP system. MGCP is defined in RFC
3435, which obsoletes an earlier definition in RFC 2705. Another protocol used for the
same purpose is Megaco, a coproduction of IETF (RFC 3525) and ITU (Recommendation
H.248-1). Both protocols follow the guidelines of the API Media Gateway Control
Protocol Architecture and Requirements at RFC 2805.

These IETF standards describe MGCP as a centralized device control protocol with sim-
ple endpoints. The MGCP protocol allows a central control component, or call agent, to
remotely control various devices. This protocol is referred to as a stimulus protocol,
because the endpoints and gateways cannot function alone. MGCP incorporates the IETF
SDP to describe the type of session to initiate.

MGCEP is an extension of the earlier version of Simple Gateway Control Protocol (SGCP)
and supports SGCP functionality in addition to several enhancements. Systems using
SGCP can easily migrate to MGCP, and MGCP commands are available to enable SGCP
capabilities.

MGCEP is a plaintext protocol that uses a server-to-client relationship between the call
agent and the gateway to fully control the gateway and its associated ports. The plaintext
commands are sent to gateways from the call agent using UDP port 2427. Port 2727 is
used to send messages from the gateways to the call agent.

An MGCP gateway handles translation between audio signals and a packet network.
Gateways interact with a call agent (CA), also called a Media Gateway Controller (MGC),
that performs signal and call processing on gateway calls. In the MGCP configurations
that Cisco 10S supports, a gateway can be a Cisco router, access server, or cable modem,
and the CA is a server from a third-party vendor.

Configuration commands for MGCP define the path between the call agent and the gate-
way, the type of gateway, and the type of calls handled by the gateway.

MGCP uses endpoints and connections to construct a call. Endpoints are sources or des-
tinations for data and can be physical or logical locations in a device. Connections can be
point-to-point or multipoint.

Similar to SGCP, MGCP uses UDP for establishing audio connections over IP networks.
However, MGCP also uses “hairpinning” to return a call to the PSTN when the packet
network is not available.
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MGCP Advantages

There are several advantages to using MGCP controlled gateways as voice gateways:

m  Alternative dial tone for VoIP environments: Deregulation in the telecommunica-
tions industry gives Competitive Local-Exchange Carriers (CLECs) opportunities to
provide toll-bypass from the Incumbent Local-Exchange Carriers (ILECs) by means
of VoIP. MGCP enables a VoIP system to control call setup and teardown and Custom
Local Area Subscriber Services (CLASS) features for less-sophisticated gateways.

m  Simplified configuration for static VoIP network dial peers: When you use
MGCP as the call agent in a VoIP environment, you need not configure static VoIP
network dial peers. The MGCP call agent provides functions similar to VoIP net-
work dial peers.

m  Migration paths: Systems using earlier versions of the protocol can easily migrate to
MGCP.

m  Centralized dial plan configured on Cisco Unified Communications Manager: A
centralized dial plan configuration on Cisco UBE enables you to handle and manage
the entire dial plan configuration on Cisco Unified Communications Manager cluster
within a multisite network. This simplifies the management and troubleshooting of a
company telephone network.

m Centralized gateway configuration on Cisco Unified Communications Manager:
As in the case of the dial plan, centralized gateway configurations for all gateways
are managed via one central configuration page, which simplifies the management
and troubleshooting of a company telephony network.

Note Some network management tools do not work correctly when performing the
configuration via Cisco Unified Communications Manager. In such cases, you might need
to manually configure the gateway for MGCP without using the config download func-
tionality.

m  Simple Cisco IOS gateway configuration: Because the gateway configuration is most-
ly done on Cisco Unified Communications Manager, far fewer Cisco 10S router com-
mands are necessary to bring up the gateway, as compared to any other gateway type.

m  Supports Q Signaling (QSIG) supplementary services with Cisco Unified
Communications Manager: With the support of QSIG supplementary services,
MGCP is a protocol you can use to interconnect a Cisco Unified Communications
Manager environment with a traditional PBX.

MGCP Architecture

The distributed system is composed of a call agent (or MGC), at least one media gateway
(MG) that performs the conversion of media signals between circuits and packets, and at
least one signaling gateway (SG) when connected to the PSTN.
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MGCP defines a number of components and concepts. You should understand the rela-
tionships between components and how the components use the concepts to implement a
working MGCP environment.

The following components are used in an MGCP environment:

m  Endpoints: Represent the point of interconnection between a packet network and a
traditional telephone network.

m  Gateways: Handle the translation of audio between an SCN and a packet network.
The media gateway uses MGCP to report events (such as off-hook or dialed digits)
to a call agent.

m  Call agent: Exercises control over the operation of a gateway. The call agent uses
MGCP to tell the gateway:

m  What events should be reported to the call agent
m  How endpoints should be connected
m  What signals should be implemented on endpoints
MGCP also allows the call agent to audit the current state of endpoints on a gateway.

Figure 2-53 shows an MGCP environment with all three components.

Call Agent (MGCP) Cisco Unified
Communications

I «— Manager

7

Cisco Voice Cisco Voice
Gateway Gateway
_,.’« —~—~—, PRI
RGW
Residential Gateway: Trunking Gateway:
+ Connecting POTS Phones + Connecting PSTN Bearer
to an IP Network Channels to an IP Network

Figure 2-53 MGCP Components

Cisco voice gateways can act as MGCP gateways, and Cisco Unified Communications
Manager acts as an MGCP call agent.
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MGCP Gateways

Using Cisco IOS Software, voice gateways can be configured as MGCP gateways. Cisco
Unified Communications Manager acts as an MGCP call agent, controlling the setting up
and tearing down of connections between the endpoints in a VoIP network and end-
points in the PSTN, while managing all dial-plan-related configuration elements.

In the case of MGCP, calls are routed via route patterns using Cisco Unified
Communications Manager, not by dial peers on the gateway. The gateway voice ports
must be configured for proper signaling.

MGCP supports both residential and trunking gateways:

B Trunking gateway (TGW): Provides an interface between PSTN trunks and a VoIP
network. A trunk can be a DS0, a T1, or an E1 line. Examples of TGW's include access
servers and routers.

B Residential gateway (RGW): Provides an interface between analog (RJ-11) calls from
a telephone and a VoIP network. The interfaces on a residential gateway might termi-
nate a POTS connection to a phone, a key system, or a PBX. Examples of RGWs in-
clude cable modems and Cisco 2600 Series routers.

MGCP gateway connections can be point-to-point or multipoint. A point-to-point con-
nection is an association between two endpoints with the purpose of transmitting data
between these endpoints. Data transfer between these endpoints can take place after this
association is established for both endpoints. A multipoint connection is established by
connecting the endpoint to a multipoint session. Connections can be established over
several types of bearer networks:

B Transmission of audio packets using the RTP and UDP over an IP network.

B Transmission of audio packets using ATM adaptation Layer 2 (AAL2), or another
adaptation layer, over an ATM network.

m  Transmission of packets over an internal connection, such as a time-division multi-
plexing (TDM) backplane or the interconnection bus of a gateway. This method is
used, in particular, for “hairpin” connections, which are connections that terminate in
a gateway but are immediately rerouted over the telephony network.

Note For point-to-point connections, the endpoints of a connection could be in separate
gateways or in the same gateway.

Creating a call connection involves a series of signals and events that describes the con-
nection process. Each event causes signal messages to be sent to the call agent, and asso-
ciated commands are sent back. That information might include indicators such as the
off-hook event that triggers a dial-tone signal. These events and signals are specific to the
type of endpoint that is involved in the call. MGCP groups these events and signals into
packages.
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MGCP Call Agents

A call agent, or MGC, represents the central controller in an MGCP environment, as
depicted in Figure 2-54.

Call Agent

Gateway

Figure 2-54 MGCP Call Agent

A call agent exercises control over the operation of a gateway and its associated end-
points by requesting that a gateway observe and report events. In response to the events,
the call agent instructs the endpoint what signal, if any, the endpoint should send to the
attached telephone equipment. This requires a call agent to recognize each endpoint type

it supports and the signaling characteristics of each physical and logical interface that is
attached to a gateway.

A call agent uses its directory of endpoints and the relationship each endpoint has with
the dial plan to determine appropriate call routing. Call agents initiate all VoIP call legs.

Basic MGCP Concepts

The basic MGCP concepts are as follows:

B MGCP calls and connections: Allow end-to-end calls to be established by connect-
ing two or more endpoints

m  MGCP control commands: Fundamental MGCP concept that allows a call agent to
provide instructions for a gateway

m  Package types: Fundamental MGCP concept that allows a gateway to determine the
call destination

MGCP Calls and Connections

End-to-end calls are established by connecting two or more endpoints. To establish a call,
the call agent instructs the gateway that is associated with each endpoint to make a con-
nection with a specific endpoint or an endpoint of a particular type. The gateway returns
the session parameters of its connection to the call agent, which in turn sends these ses-
sion parameters to the other gateway. With this method, each gateway acquires the neces-
sary session parameters to establish RTP sessions between the endpoints. All connections
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that are associated with the same call will share a common Call ID and the same media
stream. Figure 2-55 illustrates the setup and teardown of an MGCP call.

~
7
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X =d

‘ CreateConnection (CRCX)
CreateConnection (CRCX)
P ModifyConnection (MDCX)
<
_____________________________ User Information e
Exchange
‘ DeleteConnection (DLCX)
Delete ACK o
DeleteConnection (DLCX)
_ Delete ACK

Figure 2-55 Cualls and Connections

At the conclusion of a call, the call agent sends a DeleteConnection (DLCX) request to
each gateway.

MGCP Control Commands

MGCP packets are unlike what you find in many other protocols. Usually wrapped in
UDP port 2427, the MGCP datagrams are formatted with white space, much like you
would expect to find in TCP protocols. An MGCP packet is either a command or a
response.

A call agent uses control messages to direct its gateways and their operational behavior.
Gateways use the control messages in responding to requests from a call agent and noti-
fying the call agent of events and abnormal behavior.

There are eight command verbs. Two verbs are used by a call agent to query the state of a
media gateway:

B AuditEndpoint (AUEP): This message requests the status of an endpoint. The call
agent issues the command.

B AuditConnection (AUCX): This message requests the status of a connection. The call
agent issues the command.
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Three verbs are used by a call agent to manage an RTP connection on a media gateway.
(A media gateway can also send a DLCX when it needs to delete a connection for its
self-management.)

m  CreateConnection (CRCX): This message instructs the gateway to establish a con-
nection with an endpoint. The call agent issues the command.

m  DeleteConnection (DLCX): This message informs the recipient to delete a connec-
tion. The call agent or the gateway can issue the command. The gateway or the call
agent issues the command to advise that it no longer has the resources required to
sustain the call.

m  ModifyConnection (MDCX): This message instructs the gateway to update its con-
nection parameters for a previously established connection. The call agent issues
the command.

One verb is used by a call agent to request notification of events on the media gateway
and to request a media gateway to apply signals:

m  NotificationRequest (RQNT): This message instructs the gateway to watch for
events on an endpoint and specifies the action to take when they occur. The call
agent issues the command.

One verb is used by a media gateway to indicate to the call agent that it has detected an
event for which the call agent had previously requested notification (via the RQNT com-
mand verb):

m  Notify (NTFY): This message informs the call agent of an event for which notifica-
tion was requested. The gateway issues the command.

One verb is used by a media gateway to indicate to the call agent that it is in the process
of restarting:

B RestartInProgress (RSIP): This message notifies the call agent that the gateway and
its endpoints are removed from service or are being placed back in service. The gate-
way issues the message.

Package Types

A call connection involves a series of events and signals, such as off-hook status, a ringing
signal, or a signal to play an announcement, that are specific to the type of endpoint
involved in the call.

MGCP groups these events and signals into packages. A trunk package, for example, is a
group of events and signals relevant to a trunking gateway. An announcement package is a
group of events and signals relevant to an announcement server. These packages are
enabled by using the mgcp package-capability command. Table 2-12 lists some of the
available package types and their descriptions.

www.it-ebooks.info


http://www.it-ebooks.info/

246 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

Table 2-12  Selected Package Types

Package Description

line-package Package or residential lines; default for residential gateways
trunk-package Events and signals for trunk lines; default for trunking gateways
as-package Announcement server package

script-package Events and signals for script loading

srtp-package Secure RTP (SRTP) package; the default is disabled

dt-package Events and signals for immediate-start, DTMF, and dial-pulse trunks
dtmf-package Events and signals for DTMF relay

fxr-package Events and signals for fax transmissions

gm-package Events and signals for several types of endpoints, such as trunking

gateways, access gateways, or residential gateways

md-package Provides support for Feature Group D (FGD) Exchange Access North
American (EANA) protocol signaling

ms-package Events and signals for wink-start and immediate-start DID and Direct
Outward Dialing (DOD), basic R1, and FGD Terminating Protocol

MGCP Call Flows

Figure 2-56 illustrates a dialog between a call agent and two gateways.

Although the gateways in this example are both residential gateways, the principles of
operation listed here are the same for other gateway types:

1. The call agent sends a RQNT to each gateway. Because they are residential gateways,
the request instructs the gateways to wait for an off-hook transition (event). When
the off-hook transition event occurs, the call agent instructs the gateways to supply
dial tone (signal). The call agent asks the gateway to monitor for other events as well.
By providing a digit map in the request, the call agent can have the gateway collect
digits before it notifies the call agent.

2. The gateways respond to the request. At this point, the gateways and the call agent
wait for a triggering event.
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Figure 2-56 Call Flows

A user on Gateway A goes off-hook. As instructed by the call agent in its earlier
request, the gateway provides a dial tone. Because the gateway is provided with a
digit map, it begins to collect digits (as they are dialed) until either a match is made
or no match is possible. For the remainder of this example, assume that the digits
match a digit map entry.

Gateway A sends a NTFY to the call agent to advise the call agent that a requested
event was observed. The NTFY identifies the endpoint, the event, and in this case
the dialed digits.

After confirming that a call is possible based on the dialed digits, the call agent
instructs Gateway A to CRCX with its endpoint.

The gateway responds with a session description if it is able to accommodate
the connection. The session description identifies at least the IP address and
UDP port for use in a subsequent RTP session. The gateway does not have a
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Note

10.

11.
12.

session description for the remote side of the call, and the connection enters a
wait state.

The call agent prepares and sends a CRCX to Gateway B. In the request, the call
agent provides the session description obtained from Gateway A. The CRCX is
targeted to a single endpoint, if only one endpoint is capable of handling the call,
or to any one of a set of endpoints. The call agent also embeds a RQNT that
instructs the gateway about the signals and events it should now consider relevant.
In this example, in which the gateway is residential, the signal requests ringing and
the event is an off-hook transition.

The interaction between Gateway B and its attached user has been simplified.

Gateway B responds to the request with its session description. Notice that
Gateway B has both session descriptions and recognizes how to establish its
RTP sessions.

The call agent relays the session description to Gateway A in an MDCX. This
request might contain an encapsulated NTFY request that describes the relevant
signals and events at this stage of the call setup. Now Gateway A and Gateway B
have the required session descriptions to establish the RTP sessions over which the
audio travels.

At the conclusion of the call, one of the endpoints recognizes an on-hook
transition. In the example, the user on Gateway A hangs up. Because the call
agent requested the gateways to notify in such an event, Gateway A notifies the
call agent.

The call agent sends a DLCX request to each gateway.

The gateways delete the connections and respond.

Configuring MGCP Gateways

Configuring MGCP on a gateway depends on what type of gateway you are configuring.
Residential gateway configuration is done in dial-peer configuration mode, whereas a
trunking gateway is configured under the controller interface.

Note

After configuring the gateway, the gateway must be added to the call agent.

To configure MGCP on a gateway, perform the tasks in the following sections.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2: Configuring Basic Voice over IP 249

MGCP Residential Gateway Configuration Example

MGCEP is invoked with the mgcp command. If the call agent expects the gateway to use
the default port (UDP 2427), the mgcp command is used without any parameters. If the
call agent requires a different port, the port must be configured as a parameter in the
mgcp command; for example, mgep 5036 would tell the gateway to use port 5036
instead of the default port.

You can perform the following steps to configure an RGW:
Step 1.  Initiate the MGCP application.

Step 2.  Specify the call agent’s IP address or domain name, port, and gateway control
service type.

At least one mgcp call-agent command is required after the mgcp command.
The command identifies the call agent by an IP address or a hostname. Using
a hostname adds a measure of fault tolerance in a network that has multiple
call agents. When the gateway asks the DNS for the IP address of the call
agent, the DNS might provide more than one address, in which case the gate-
way can use either one. If multiple instances of the mgcp call-agent com-
mand are configured, the gateway uses the first call agent to respond.

Step 3.  Set up the dial peer for a voice port:
m  Specify the MGCP application to run on the voice port.
m  Specify the voice port to bind with MGCP.

When the parameters of the MGCP gateway are configured, the active voice
ports (endpoints) are associated with MGCP. Dial peer 1, in Example 2-12,
illustrates an application mgcpapp subcommand. This command binds a voice
port (for example, 1/0/0) to MGCP. Also, notice that the dial peer does not
have a destination pattern. A destination pattern is not used because the rela-
tionship between the dial number and the port is maintained by the call agent.

Step 4.  (Optional) Specify the event packages that are supported on the residential
gateway. The default package is line-package.

The configuration example in Example 2-12 and Figure 2-57 illustrates the commands
required to configure an MGCP residential gateway, including the commands to identify
the packages that the gateway expects the call agent to use when it communicates with
the gateway.

Example 2-12 MGCP Residential Gateway Configuration

Router(config)#ccm-manager mgcp

Router (config)#mgcp

Router(config-mgcp)#mgcp call-agent 172.20.5.20 service-type mgcp
Router(config)#dial-peer voice 1 pots
Router(config-dialpeer)#application mgcpapp
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Router(config-dialpeer)#port 1/0/0
Router(config)#dial-peer voice 2 pots
Router(config-dialpeer)#application mgcpapp
Router(config-dialpeer)#port 1/0/1
Router(config-dialpeer)#exit

Router(config)#mgcp package-capability dtmf-package
Router(config)#mgcp package-capability gm-package
Router(config)#mgcp package-capability line-package
Router(config)#mgcp package-capability rtp-package

Router(config)#mgcp default-package line-package

Cisco UCM
172.20.5.20

Residential
Gateway

Figure 2-57 MGCP Residential Gateway Topology

Configuring an MGCP Trunk Gateway Example
Figure 2-58 and Example 2-13 illustrate commands for configuring an MGCP trunk gate-

way.
Cisco UCM
10.1.1.201 y
.
v
IP Phones

Figure 2-58 MGCP Trunk Gateway Topology
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Example 2-13 MGCP Trunk Gateway Configuration Example

Router(config)#ccm-manager mgcp

Router(config)#mgcp 4000

Router(config)#mgcp call-agent 10.1.1.201 4000

Router(config)#controller t1 0/1/0

Router(config-controller)#framing esf

Router(config-controller)#clock source internal
Router(config-controller)#ds@-group 1 timeslots 1-24 type none service mgcp
Router(config)#controller t1 0/1/1

Router(config-controller)#framing esf

Router(config-controller)#clock source internal
Router(config-controller)#ds@-group 1 timeslots 1-24 type none service mgcp

Instead of using the application mgcpapp command in a dial peer, a trunk endpoint iden-
tifies its association with MGCP using the service mgcp parameter in the dsO-group
controller subcommand. As always in MGCP, the call agent maintains the relationship
between the endpoint (in this case, a digital trunk) and its address.

You can complete the following steps to configure a trunking gateway:

Step 1.  Initiate the MGCP application.

Note The ccm-manager mgcp command is required only if the call agent is a Cisco
Unified Communications Manager.

Step 2.  Specify the call agent’s IP address or domain name, the port, and the gateway
control service type.

Step 3.  Specify the controller number of the T1 trunk to be used for analog calls and
enter controller configuration mode.

Step 4. Configure the channelized T1 time slots to accept the analog calls and use the
MGCP service.

Step 5.  (Optional) Specify the event packages that are supported on the trunking
gateway. The default is trunk-package.

Configuring Fax Relay with MGCP Gateways

Figure 2-59 and Example 2-14 show an MGCP configuration of a voice gateway that is
configured for T.38 fax support.
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Figure 2-59 Fax Pass-Through and Relay with MGCP Gateways Topology

Example 2-14 Fax Pass-Through and Relay with MGCP Gateways Example

Router(config)#ccm-manager mgcp

Router(config)#no ccm-manager fax protocol cisco

Router(config)#mgcp

Router(config)#mgcp call-agent 10.1.1.10 service-type mgcp version 0.1
Router(config)#mgcp package-capability fxr-package

Router(config)#mgcp package-capability rtp-package

Router(config)#mgcp fax rate 14400

Router(config)#mgcp timer 300

Router(config)#mgcp fax-relay sg3-to-g3

This scenario requires a company’s headquarters in San Jose to be able to fax to its Austin
office using MGCP. As a network administrator, your responsibility is to configure the
gateway to meet the requirements of the network.

Requirements dictate that you:

m  Configure a call agent to work with the gateway.

m  Disable Cisco Fax Relay.

m  Enable MGCP on the gateways.

m  Specify additional MGCP package capabilities.

B Specify the maximum fax rate allowed for MGCP.

®  Adjust the Named Signaling Event (NSE) timers for network conditions.

m  Configure the fax machines to negotiate down to G3 speeds.

The following steps describe how to configure fax pass-through with MGCP gateways:

Step 1.  Enable the gateway to communicate with Cisco Unified Communications
Manager through the MGCP.

Router(config)#ccm-manager mgcp
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This command enables the gateway to communicate with Cisco Unified
Communications Manager (UCM) through MGCP. This command also
enables control agent redundancy when a backup UCM server is available.

Disable the Cisco Fax Relay protocol.
Router(config)#no ccm-manager fax protocol cisco
Allocate resources for the MGCP.
Router(config)#mgcp [port]

The port option specifies the UDP port for the MGCP gateway. The UDP
port range is from 1025 through 65535. The default is UDP port 2427.

Specify the address and protocol of the call agent for MGCP.

Router(config)#mgcp call-agent {host-name | ip-address} [port]
[service-type type [version protocol-version]]

Specify the FXR package for fax transmissions.

Router(config)#mgcp package-capability package

Events specified in the MGCP messages from the call agent must belong to
one of the supported packages. Otherwise, connection requests are refused
by the gateway.

By default, certain packages are configured as supported on each platform
type. Using this command, you can configure additional package capability
only for packages that are supported by your call agent. You can also disable
support for a package with the no form of this command. Enter each package
you want to add as a separate command.

Define the maximum fax rate for MGCP T.38 sessions.

Router(config)#mgcp fax rate [2400 | 4800 | 7200 | 9600 | 12000 | 14400
| voice]

Define the timeout period for awaiting NSE responses from the dial peer.

Router(config)#mgcp timer {receive-rtcp timer | net-cont-test timer
nse-response t38 timer}

The nse-response t38 option sets the timer for awaiting T.38 NSE responses.
This timer is configured to tell the terminating gateway how long to wait for
an NSE from a peer gateway. The NSE from the peer gateway can either
acknowledge the switch and its readiness to accept packets or indicate that it
cannot accept T.38 packets.

Allow SG3 fax machines to operate at G3 speeds in fax relay mode.
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Router(config)#mgcp fax-relay sg3-to-g3

When this command is entered, the DSP fax relay firmware suppresses the V.8
call menu (CM) tone, and the fax machines negotiate down to G3 speeds for a

fax stream.

Verifying MGCP

Several show and debug commands provide support for verifying and troubleshooting
MGCP. You should be familiar with the information provided from each command and

how this information can help you.

Use the output of the show mgcp command, an example of which is provided in
Example 2-15, to verify the status of a router’s MGCP parameters. You should see the IP
address of the UCM server that you use (10.1.1.101, in this example) and the port you are
using for MGCP. You should also see the administrative and operational states as
ACTIVE. All other parameters are left at their default behavior in this example. Also high-

lighted in the example are the packages supported by the gateway.

Example 2-15 show mgcp Command

MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP
MGCP

router#show mgcp

Admin State ACTIVE, Oper State ACTIVE - Cause Code NONE

call-agent: 10.1.1.101 4000 Initial protocol service is MGCP 0.1

validate call-agent source-ipaddr DISABLED

validate domain name DISABLED

block-newcalls DISABLED

send SGCP RSIP: forced/restart/graceful/disconnected DISABLED
quarantine mode discard/step

quarantine of persistent events is ENABLED

dtmf-relay for VoIP is SDP controlled

dtmf-relay for voAAL2 is SDP controlled

voip modem passthrough disabled

voaal2 modem passthrough disabled

voip tremolo modem relay: Disabled

T.38 Named Signalling Event (NSE) response timer: 200
Network (IP/AAL2) Continuity Test timer: 200

'RTP stream loss' timer: 5

request timeout 500

maximum exponential request timeout 4000

gateway port: 4000, MGCP maximum waiting delay 3000
restart delay 0, MGCP vad DISABLED

rtrcac DISABLED

system resource check DISABLED

xpc-codec: DISABLED, MGCP persistent hookflash: DISABLED
persistent offhook: ENABLED, MGCP persistent onhook: DISABLED
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MGCP piggyback msg ENABLED, MGCP endpoint offset DISABLED

MGCP simple-sdp DISABLED

MGCP undotted-notation DISABLED

MGCP codec type g71iulaw, MGCP packetization period 20

MGCP JB threshold lwm 30, MGCP JB threshold hwm 150

MGCP LAT threshold lwm 150, MGCP LAT threshold hwm 300

MGCP PL threshold lwm 1000, MGCP PL threshold hwm 10000

MGCP CL threshold lwm 1000, MGCP CL threshold hwm 10000

MGCP playout mode is adaptive 60, 40, 200 in msec

MGCP Fax Playout Buffer is 300 in msec

MGCP media (RTP) dscp: ef, MGCP signaling dscp: af31

MGCP default package: trunk-package

MGCP supported packages: gm-package dtmf-package trunk-package line-package
hs-package atm-package ms-package dt-package mo-package
res-package mt-package fxr-package md-package

MGCP Digit Map matching order: shortest match

SGCP Digit Map matching order: always left-to-right

MGCP VoAAL2 ignore-lco-codec DISABLED

The show ccm-manager command verifies the active and redundant configured Cisco
CallManager servers. It also indicates whether the gateway is currently registered with
Cisco Unified Communications Manager. Example 2-16 illustrates sample output from
the command.

Example 2-16 show ccm-manager Command

router#show ccm-manager
MGCP Domain Name: cisco-voice-01

Priority Status Host
Primary Registered 10.89.129.211
First Backup None

Second Backup None

Current active Call Manager: 10.89.129.211
Backhaul/Redundant 1link port: 2428

Failover Interval: 30 seconds

Keepalive Interval: 15 seconds

Last keepalive sent: 5wid (elapsed time: 00:00:04)
Last MGCP traffic time: 5wld (elapsed time: 00:00:04)
Last failover time: None

Switchback mode: Graceful

MGCP Fallback mode: Not Selected

Last MGCP Fallback start time: 00:00:00
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Last MGCP Fallback end time: 00:00:00

Configuration Error History:

The show mgcp endpoint command displays a list of the voice ports that are configured
for MGCP. Example 2-17 illustrates sample output from the command.

Example 2-17 show mgcp endpoint Command

router#show mgcp endpoint
Interface T1 0/1/0
ENDPOINT -NAME V-PORT SIG-TYPE ADMIN
S@/SU1/ds1-0/1@HQ-1 0/1/0:1 none up
S0/SU1/ds1-0/2@HQA-1 0/1/0:1 none up
S@/SU1/ds1-0/3@HQA-1 0/1/0:1 none up
S0/SU1/ds1-0/4@HQ-1 0/1/0:1 none up
S@/SU1/ds1-0/5@HQA-1 0/1/0:1 none up
S0/SU1/ds1-0/6@HQA-1 0/1/0:1 none up
S@/SU1/ds1-0/7@HQ-1 0/1/0:1 none up
S0/SU1/ds1-0/8@HQA-1 0/1/0:1 none up
S@/SU1/ds1-0/9@HQ-1 0/1/0:1 none up
S0/SU1/ds1-0/10@HQ-1 0/1/0:1 none up

The show mgcp statistics command displays a count of the successful and unsuccessful
control commands, as shown in Example 2-18. You should investigate a high unsuccess-
ful count.

Example 2-18 show mgcp statistics Command

router#show mgcp statistics

UDP pkts rx 8, tx 9

Unrecognized rx pkts @, MGCP message parsing errors 0
Duplicate MGCP ack tx @, Invalid versions count 0
CreateConn rx 4, successful 0, failed 0
DeleteConn rx 2, successful 2, failed 0
ModifyConn rx 4, successful 4, failed 0
DeleteConn tx @, successful @0, failed 0
NotifyRequest rx @, successful 4, failed 0
AuditConnection rx @, successful 0, failed 0
AuditEndpoint rx 0, successful 0, failed 0

RestartInProgress tx 1, successful 1, failed 0
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Notify tx @, successful 0, failed 0

ACK tx 8, NACK tx 0

ACK rx @, NACK rx 0

IP address based Call Agents statistics:

IP address 10.24.167.3, Total msg rx 8, successful 8, failed 0

Debug Commands

The following debug commands are useful for monitoring and troubleshooting MGCP:

debug voip ccapi inout: This command shows every interaction with the call control
API on the telephone interface and the VoIP side. Watching the output allows users to
follow the progress of a call from the inbound interface or VoIP peer to the outbound
side of the call. This debug command is very active. Therefore, you should use it spar-
ingly in a live network.

debug mgcp [ all | errors | events | packets | parser |: This command reports all mgcp
command activity. You should use this debug command to trace the MGCP request
and responses.

VolIP Quality Considerations

The inherent characteristics of a converged voice and data IP network cause network

engineers and administrators to face certain challenges in delivering voice traffic correctly.

This section describes the challenges of integrating a voice and data network and offers
solutions for avoiding problems when designing a VoIP network for optimal voice quality.

IP Networking and Audio Clarity

Because of the nature of IP networking, voice packets sent via IP are subject to certain
transmission problems. Conditions present in the network might introduce problems such
as echo, jitter, or delay. These problems must be addressed with QoS mechanisms.

The clarity (that is, the “cleanliness” and “crispness”) of the audio signal is of utmost
importance. The listener must be able to recognize the identity and sense the mood of
the speaker. The following factors can affect clarity:

Fidelity: The degree to which a system, or a portion of a system, accurately repro-
duces at its output the essential characteristics of the signal impressed upon its input,
or the result of a prescribed operation on the signal impressed upon its input (defini-
tion from the Alliance for Telecommunications Industry Solutions [ATIS]). The band-
width of the transmission medium almost always limits the total bandwidth of the
spoken voice. Human speech typically requires a bandwidth from 100 to 10,000 Hz,
although 90 percent of speech intelligence is contained between 100 and 3000 Hz.

Echo: A result of electrical impedance mismatches in the transmission path. Echo is
always present, even in traditional telephony networks, but at a level that cannot be
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detected by the human ear. The two components that affect echo are amplitude
(loudness of the echo) and delay (the time between the spoken voice and the echoed
sound). You can control echo using suppressors or cancellers.

m  Jitter: Variation in the arrival of coded speech packets at the far end of a VoIP
network. The varying arrival time of the packets can cause gaps in the re-creation
and playback of the voice signal. These gaps are undesirable and annoy the listener.
Delay is induced in the network by variation in the routes of individual packets,
contention, or congestion. You can resolve variable delay by using dejitter buffers.

m  Delay: The time between the spoken voice and the arrival of the electronically de-
livered voice at the far end. Delay results from multiple factors, including distance
(propagation delay), coding, compression, serialization, and buffers.

m  Packet loss: Voice packets might be dropped under various conditions such as an
unstable network, network congestion, or too much variable delay in the network.
Lost voice packets are not recoverable, resulting in gaps in the conversation that are
perceptible to the user.

m  Side tone: The purposeful design of the telephone that allows the speakers to hear
their spoken audio in the earpiece. Without side tone, the speaker is left with the
impression that the telephone instrument is not working.

m  Background noise: The low-volume audio that is heard from the far-end connection.
Certain bandwidth-saving technologies, such as VAD, can eliminate background noise
altogether. When this technology is implemented, the speaker audio path is open to
the listener, while the listener audio path is closed to the speaker. The effect of VAD is
often that speakers think the connection is broken because they hear nothing from
the other end. Therefore, VAD is often combined with comfort noise generation
(CNG) to prevent the illusion that the call has been disconnected.

Jitter

Jitter is defined as a variation in the arrival of received packets. On the sending side,
packets are sent in a continuous stream with the packets spaced evenly. Because of
network congestion, improper queuing, or configuration errors, this steady stream can
become uneven because the delay between each packet varies instead of remaining
constant, as displayed in Figure 2-60.

When a router receives a VoIP audio stream, it must compensate for the jitter that is
encountered. The mechanism that handles this function is the play out delay buffer, or
dejitter buffer. The play out delay buffer must buffer these packets and then play them
out in a steady stream to the DSPs to be converted back to an analog audio stream. The
play out delay buffer, however, affects overall absolute delay.

When a conversation is subjected to jitter, the results can be clearly heard. If the talker
says, “Watson, come here. I want you,” the listener might hear, “Wat....s...on.......come
here, L.....wa.....nt. .....y......ou.” The variable arrival of the packets at the receiving end
causes the speech to be delayed and garbled.
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Figure 2-60 Jitter in IP Networks

Delay
Overall or absolute delay can affect VoIP. You might have experienced delay in a tele-
phone conversation with someone on a different continent. The delays can cause entire
words in the conversation to be cut off and can therefore be very frustrating. Figure 2-61
illustrates various areas in the network that can introduce delay.

Packet Flow
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Figure 2-61 Sources of Delay
When you design a network that transports voice over packet, frame, or cell infrastruc-

tures, it is important to understand and account for the predictable delay components in
the network. You must also correctly account for all potential delays to ensure overall
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network performance is acceptable. Overall voice quality is a function of many factors,
including the compression algorithm, errors and frame loss, echo cancellation, and delay.

Following are the two distinct types of delay:

m Fixed delay: Fixed-delay components are predictable and add directly to overall de-
lay on the connection. Fixed-delay components include the following:
m  Coding: The time it takes to translate the audio signal into a digital signal

B Packetization: The time it takes to put digital voice information into packets
and remove the information from packets

m  Serialization: The insertion of bits onto a link
B Propagation: The time it takes a packet to traverse a link

B Variable delay: Variable delays arise from queuing delays in the egress trunk buffers
that are located on the serial port connected to the WAN. These buffers create vari-
able delays, called jitter, across the network.

Acceptable Delay

International Telecommunication Union Telecommunication Standardization Sector (ITU-
T) specifies network delay for voice applications in Recommendation G.114. This recom-
mendation defines three bands of one-way delay, as shown in Table 2-13.

Table 2-13 Acceptable Delay: G.114

Range in Milliseconds Description
0 to 150 Acceptable for most user applications.
150 to 400 Acceptable, provided administrators are aware

of the transmission time and its impact on the
transmission quality of user applications.

Above 400 Unacceptable for general network planning
purposes. (However, it is recognized that in
some exceptional cases, this limit will be
exceeded.)

Note This recommendation is for connections with echo that are adequately controlled,
implying that echo cancellers are used. Echo cancellers are required when one-way delay
exceeds 25 ms (G.131).

The G.114 recommendation is oriented toward national telecommunications administra-
tions and, therefore, is more stringent than recommendations that would normally be
applied in private voice networks. When the location and business needs of end users are
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well known to a network designer, more delay might prove acceptable. For private net-
works, a 200-ms delay is a reasonable goal and a 250-ms delay is a limit. This goal is what
Cisco Systems proposes as reasonable as long as excessive jitter does not affect voice
quality. However, all networks must be engineered so the maximum expected voice con-
nection delay is known and minimized.

The G.114 recommendation is for one-way delay only and does not account for round-
trip delay. Network design engineers must consider both variable and fixed delays.
Variable delays include queuing and network delays, and fixed delays include coding,
packetization, serialization, and dejitter buffer delays. Table 2-14 offers a sample delay
budget calculation.

Table 2-14 Delay Budget Calculations

Delay Type Fixed (ms) Variable (ms)
Coder delay 18

Packetization delay 30

Queuing and buffering 8

Serialization (64 kbps) 5

Network delay (public frame) 40 25

Dejitter buffer 45

Total 138 33

Packet Loss

Lost data packets are recoverable if the endpoints can request retransmission. Lost voice
packets, as depicted in Figure 2-62, are not recoverable, because the audio must be
played out in real time and retransmission is not an option.

Lost Audio

T\

—2 &R £t

Packet 1 Lost Packet 2 Packet 3

Figure 2-62 Effecr of Packet Loss
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Voice packets might be dropped under the following conditions:

B The network is unstable (flapping links).
m  The network is congested.

m  Too much variable delay exists in the network, because packets might arrive too late
to be admitted into an interface’s dejitter buffer.

Packet loss causes voice clipping and skips. As a result, the listener hears gaps in the con-
versation, as shown in Figure 2-62. The industry-standard codec algorithms that are used
in Cisco DSPs correct for 20 ms to 50 ms of lost voice through the use of Packet Loss
Concealment (PLC) algorithms. PLC intelligently analyzes missing packets and generates a
reasonable replacement packet to improve the voice quality. Cisco VoIP technology uses
20-ms samples of voice payload per VoIP packet by default. Effective codec correction
algorithms require that only a single packet can be lost at any given time. If more packets
are lost, the listener experiences gaps.

If a conversation experiences packet loss, the effect is immediately heard. If the talker
says, “Watson, come here. I want you,” the listener might hear, “Wat——, come here, —
——you.”

VoIP and QoS

Real-time applications, such as voice applications, have different characteristics and
requirements from those of traditional data applications. Because they are real-time
based, voice applications tolerate minimal variation in the amount of delay affecting
delivery of their voice packets. Voice traffic is also intolerant of packet loss and jitter,
both of which unacceptably degrade the quality of the voice transmission delivered to
the recipient end user. To effectively transport voice traffic over IP, mechanisms are
required that ensure reliable delivery of voice packets. Cisco IOS QoS features collective-
ly embody these techniques, offering the means to provide priority service that meets the
stringent requirements of voice packet delivery.

The QoS components for Cisco Unified Communications are provided through the IP traf-
fic management, queuing, and shaping capabilities of a Cisco IP network infrastructure.

Following are a few of the Cisco IOS features that address the requirements of end-to-
end QoS and service differentiation for voice packet delivery:

m  Header compression: Used in conjunction with RTP and TCP, it compresses the ex-
tensive RTP or TCP header, resulting in decreased consumption of available band-
width for voice traffic. A corresponding reduction in delay is realized.

B Frame Relay Traffic Shaping (FRTS): Delays excess traffic using a buffer or queuing
mechanism to hold packets and shape the flow when the data rate of the source is
higher than expected.
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m  FRFE12: Ensures predictability for voice traffic, aiming to provide better throughput
on low-speed Frame Relay links by interleaving delay-sensitive voice traffic on one
virtual circuit (VC) with fragments of a long frame on another VC utilizing the same
interface.

m  Public Switched Telephone Network (PSTN) Fallback: Provides a mechanism to
monitor congestion in the IP network and either redirect calls to the PSTN or reject
calls based on the network congestion.

m  IP RTP Priority and Frame Relay IP RTP Priority: Provides a strict priority queuing
scheme that allows delay-sensitive data, such as voice, to be dequeued and sent
before packets when other queues are dequeued. These features are especially useful
on slow-speed WAN links, including Frame Relay, Multilink PPP [MLP], and T1 ATM
links. It works with weighted fair queuing (WFQ) and class-based WFQ (CBWFQ).

m IP to ATM Class of Service (CoS): Includes a feature suite that maps QoS character-
istics between IP and ATM. Offers differential service classes across the entire WAN,
not just the routed portion. Gives mission-critical applications exceptional service
during periods of high network usage and congestion.

m  Low Latency Queuing (LLQ): Provides strict priority queuing. This feature enables
you to configure the priority status for a class within CBWFQ and is not limited to
UDP port numbers, as is IP RTP Priority.

m  MLP: Allows large packets to be multilink encapsulated and fragmented so they are
small enough to satisfy the delay requirements of real-time traffic. MLP also pro-
vides a special transmit queue for smaller, delay-sensitive packets, enabling them to
be sent earlier than other flows.

B Resource Reservation Protocol (RSVP): Supports the reservation of resources across
an IP network, allowing end systems to request QoS guarantees from the network.
For networks supporting VoIP, RSVP (in conjunction with features that provide queu-
ing, traffic shaping, and voice call signaling) can provide call admission control (CAC)
for voice traffic. Cisco also provides RSVP support for LLQ and Frame Relay.

QoS at its essence is managed unfairness. For example, bandwidth management can be a
zero-sum game, where some applications might be given preferential treatment, to the
detriment of other applications. So, VoIP network designers should strategically use QoS
mechanisms to help protect voice traffic from other traffic types, while not starving out
those other traffic types. QoS is discussed is much more detail in Chapter 7, “Introducing
Quality of Service,” and Chapter 8, ‘Configuring QoS Mechanisms.”

Objectives of QoS
To ensure VoIP is an acceptable replacement for standard PSTN telephony services, cus-
tomers must receive the same consistently high quality of voice transmission they receive
with basic telephone services. Like other real-time applications, VoIP is extremely sensi-
tive to issues related to bandwidth and delay. To ensure VoIP transmissions are intelligible
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to the receiver, voice packets cannot be dropped, excessively delayed, or be subject to
variations in delay (jitter). A successful VoIP deployment must provide an acceptable level
of voice quality by meeting VoIP traffic requirements for issues related to bandwidth,
latency, and jitter.

QoS refers to the ability of a network to provide improved service to selected network
traffic over various underlying technologies including Frame Relay, ATM, Ethernet and
802.1 networks, SONET, and IP-routed networks. VoIP guarantees high-quality voice
transmission only if the signaling and audio channel packets have priority over other
kinds of network traffic.

In particular, QoS features provide improved and more predictable network service by
implementing the following services:

m  Support guaranteed bandwidth: Designing the network so the necessary bandwidth
is always available to support voice and data traffic

m  Improve loss characteristics: Designing the Frame Relay network, for example, so
discard eligibility is not a factor for frames containing voice, keeping voice below the
committed information rate (CIR)

B Avoid and manage network congestion: Ensuring the LAN and WAN infrastructure
can support the volume of data traffic and voice calls

m  Shape network traffic: Using Cisco traffic-shaping tools to ensure smooth and con-
sistent delivery of frames to the WAN

B Set traffic priorities across the network: Marking voice traffic as priority and queu-
ing it first

Using QoS to Improve Voice Quality

Voice features that provide QoS are deployed at different points in the network and
designed for use with other QoS features to achieve specific goals, such as minimization
of jitter and delay.

Cisco I0S Software includes a complete set of features for delivering QoS throughout
the network. Although a complete survey of QoS features is beyond the scope of this
book, Cisco’s recommended QoS mechanism for VoIP queuing, in a router’s output inter-
face, is LLQ.

LLQ provides strict priority queuing (PQ) in conjunction with CBWFQ. LLQ configures
the priority status for a class within CBWFQ, in which voice packets receive priority over
all other traffic.

For example, consider Figure 2-63. Whereas web traffic receives at least 128 kbps of
bandwidth (if the web traffic needs that much bandwidth), voice traffic receives 256 kbps
of “priority” bandwidth (if the voice traffic needs that much bandwidth), meaning the
voice traffic is transmitted first, ahead of the web traffic. However, the voice traffic will
not starve out the other traffic types, because the voice traffic is also limited to consum-
ing no more than 256 kbps.
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Figure 2-63 Low Latency Queuing Example

Transporting Modulated Data over IP Networks

An IP, or packet-switched, network enables data to be sent in packets to remote locations.
The data is assembled by a packet assembler/disassembler (PAD) into individual packets
of data, involving a process of segmentation or subdivision of larger sets of data as speci-
fied by the native protocol of the sending device. Each packet has a unique identifier that
makes it independent and has its own destination address. Because the packet is unique
and independent, it can traverse the network in a stream of packets and use different
routes. This has some implications for fax transmissions that use data packets rather than
using an analog signal over a circuit-switched network.

Differences from Fax Transmission in the PSTN

In IP networks, individual packets that are part of the same data transmission might fol-
low different physical paths of varying lengths. They can also experience varying levels
of propagation delay and delay that is caused by being held in packet buffers awaiting the
availability of a subsequent circuit. The packets can also arrive in an order different from
the order in which they entered the network. The destination node of the network uses
the identifiers and addresses in the packet sequencing information to reassemble the
packets into the correct sequence.

Fax transmissions are designed to operate across a 64-kbps PCM-encoded voice circuit,
but in packet networks, the 64-kbps stream is often compressed into a much smaller data
rate by passing it through a DSP. The codecs normally used to compress a voice stream in
a DSP are designed to compress and decompress human speech, not fax or modem tones.
For this reason, faxes and modems are rarely used in a VoIP network without some kind
of relay or pass-through mechanism in place.

Fax Services over IP Networks

There are three conceptual methods of carrying fax-machine-to-fax-machine communica-
tions across packet networks:

m  Faxrelay: The T.30 fax from the PSTN is demodulated at the sending gateway. The
demodulated fax content is enveloped into packets, sent over the network, and re-
modulated into T.30 fax at the receiving end.
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Note Cisco IOS supports two types of fax relay: T.38 fax relay and Cisco Fax Relay
(which is proprietary).

B Fax pass-through: Modulated fax information from the PSTN is passed in-band,
end-to-end over a voice speech path in an IP network. There are two pass-through
techniques:

m  The configured voice codec is used for the fax transmission. This technique
works only when the configured codec is G.711 with no VAD and no echo can-
cellation (EC) or when the configured codec is a clear-channel codec or
G.726/32. Low-bit-rate codecs cannot be used for fax transmissions.

B The gateway dynamically changes the codec from the codec configured for
voice to G.711 with no VAD and no EC for the duration of the fax session. This
method is specifically referred to as “codec up speed” or “fax pass-through with
up speed.”

m  Store-and-forward fax: Breaks the fax process into distinct sending and receiving
processes and allows fax messages to be stored between those processes. Store-and-
forward fax is based on the ITU-T T.37 standard, and it also enables fax transmissions
to be received from or delivered to computers rather than fax machines.

Understanding Fax/Modem Pass-Through, Relay, and Store and
Forward

Several features are available to overcome the issues involved with carrying fax and
modem signals across an IP network:

m  Fax and modem pass-through
m  Fax and modem relay

m  Fax store and forward

Fax Pass-Through

Fax pass-through, as illustrated in Figure 2-64, is the simplest technique for sending fax
over IP networks, but it is not the default, nor is it the most desirable method of support-
ing fax over IP. T.38 fax relay provides a more reliable and error-free method of sending
faxes over an IP network, but some third-party H.323 and SIP implementations do not
support T.38 fax relay. These same implementations often support fax pass-through.
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Figure 2-64 Fax and Modem Pass-Through Topology

Fax pass-through is the state of the channel after the fax up-speed process has occurred.
In fax pass-through mode, gateways do not distinguish a fax call from a voice call. Fax
communication between the two fax machines is carried in its entirety in-band over a
voice call. When using fax pass-through with up speed, the gateways are to some extent
aware of the fax call. Although relay mechanisms are not employed, with up speed, the
gateways recognize a called terminal identification fax tone, automatically change the
voice codec to G.711 if necessary (thus the designation up speed), and turn off EC and
VAD for the duration of the call.

Fax pass-through is also known as voice-band data by the ITU. Voice-band data refers to
the transport of fax or modem signals over a voice channel through a packet network
with an coding appropriate for fax or modem signals. The minimum set of coders for
voice-band data mode is G.711 mu-law and a-law with VAD disabled.

Fax pass-through takes place when incoming T.30 fax data is not demodulated or com-
pressed for its transit through the packet network. The two endpoints (fax machines or
modems) communicate directly to each other over a transparent IP connection. The gate-
way does not distinguish fax calls from voice calls.

With pass-through, the fax traffic is carried between the two gateways in RTP packets
using an uncompressed format resembling the G.711 codec. This method of transporting
fax traffic takes a constant 64-kbps (payload) stream plus its IP overhead end-to-end for
the duration of the call. IP overhead is 16 kbps for normal voice traffic, but when switch-
ing to pass-through, the packetization period is reduced from 20 ms to 10 ms. Table 2-15
compares a G.711 VoIP call that uses 20-ms packetization with a G.711 fax pass-through
call that uses 10-ms packetization.
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Table 2-15 G.711 Packetization Periods

Packetization G.711 Payload Overhead for Packet Size Bit Rate
Layers 3 and 4

10 ms 80 byte 40 byte 120 byte 96 kbps

20 ms 160 byte 40 byte 200 byte 80 kbps

Packet redundancy might be used to mitigate the effects of packet loss in the IP network.
Even so, fax pass-through remains susceptible to packet loss, jitter, and latency in the IP
network. The two endpoints must be clocked synchronously for this type of transport to
work predictably.

Performance might become an issue. To attempt to mitigate packet loss in the network,
redundant coding (1X, or one repeat of the original packet) is used, which doubles the
amount of data transferred in each packet. The doubling of packets imposes a limitation on
the total number of ports that can run fax pass-through at one time. One fax pass-through
session with redundancy needs as much bandwidth as two G.711 calls without VAD.

Fax pass-through does not support the switch from G.Clear to G.711. If fax pass-through
and the G.Clear codec are both configured, the gateway cannot detect the fax tone.

Fax pass-through is supported under these call control protocols:

m  H.323
m SIP
m  Media Gateway Control Protocol (MGCP)

Modem Pass-Through

Modem pass-through over VoIP provides the transport of modem signals through a pack-
et network by using PCM-encoded packets. It is based on the same logic as fax pass-
through: An analog voice stream is encoded into G.711, passed through the network, and
decoded back to analog signals at the far end.

The following factors need to be considered when determining whether to use modem
pass-through:

B Modem pass-through does not support the switch from G.Clear to G.711.
B VAD and echo cancellation need to be disabled.
B Modem pass-through over VoIP performs these functions:

B Represses processing functions like compression, echo cancellation, high-pass
filter, and VAD

B Issues redundant packets to protect against random packet drops

m  Provides static jitter buffers of 200 ms to protect against clock skew

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2: Configuring Basic Voice over IP 269

m  Discriminates modem signals from voice and fax signals, indicating the detection
of the modem signal across the connection, and placing the connection in a state
that transports the signal across the network with the least amount of distortion

m  Reliably maintains a modem connection across the packet network for a long
duration under normal network conditions

Fax Relay

Cisco Fax Relay is the oldest method of supporting fax on Cisco 10S gateways and has
been supported since Cisco I0S Release 11.3. Cisco Fax Relay uses RTP as the method of
transport. In Cisco Fax Relay mode, gateways terminate T.30 fax signaling by spoofing a
virtual fax machine to the locally attached fax machine. The gateways use a Cisco-propri-
etary fax relay RTP-based protocol to communicate between themselves.

Unlike fax pass-through, fax relay, as depicted in Figure 2-65, demodulates the fax bits at
the local gateway, sends the information across the voice network using the fax relay pro-
tocol, and then remodulates the bits back into tones at the far gateway. The fax machines
on either end are sending and receiving tones and are not aware that a
demodulation/modulation fax relay process is occurring.

0110011 0110011
DSP DSP
Demodulates Modulates

— i
~7 IP Network ~
d— TCP Transmission d

Analog Data Analog Data
of Data Packets

0110011 0110011

>

/
\J
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Figure 2-65 Fax and Modem Relay Topology

The default method for fax transmission on Cisco I0S gateways is Cisco Fax Relay. This is
an RTP-based transmission method that uses proprietary signaling and coding mechanisms.
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The mechanism for Cisco Fax Relay is the same for calls that are controlled by SIP,
MGCP, and H.323 call control protocols. Cisco provides two methods for fax relay:

m  Cisco Fax Relay: A Cisco-proprietary method, and the default on most platforms if a
fax method is not explicitly configured.

m  T.38 fax relay: A method based on the ITU-T T.38 standard. It is real-time fax trans-
mission (that is, two fax machines communicating with each other as if there were a
direct phone line between them). T.38 fax relay is configured by using a few addi-
tional commands on gateway dial peers that have already been defined and config-
ured for VoIP calls.

The T.38 fax relay feature can be configured for H.323, SIP, and MGCP call control pro-
tocols. For H.323 and SIP networks, the only configuration tasks that differ are those
involving the configuration of VoIP dial peers.

T.38 is an ITU-T standards-based method and protocol for fax relay. Data is packetized
and encapsulated according to the T.38 standard. T.38 fax relay has the following features:

m Faxrelay PLC

B MGCP-based fax (T.38) and DTMF relay

m  SIP T.38 fax relay

B T.38 fax relay for the T.37/T.38 fax gateway
m  T.38 fax relay for VoIP H.323

Modem Relay

Cisco Modem Relay provides support for modem connections across traditional TDM
networks. Modem relay demodulates a modem signal at one voice gateway and passes it
as packet data to another voice gateway, where the signal is remodulated and sent to a
receiving modem. On detection of the modem answer tone, the gateways switch into
modem pass-through mode and then, if the call menu (CM) signal is detected, the two
gateways switch into modem relay mode.

There are two ways to transport modem traffic over VoIP networks:

B Modem pass-through: The modem traffic is carried between the two gateways in
RTP packets, using an uncompressed voice codec, G.711 mu-law or a-law. Although
modem pass-through remains susceptible to packet loss, jitter, and latency in the IP
network, packet redundancy can be used to mitigate the effects of packet loss in the
IP network.

B Modem relay: The modem signals are demodulated at one gateway, converted to dig-
ital form, and carried in the Simple Packet Relay Transport (SPRT) protocol. SPRT is a
protocol running over UDP packets to the other gateway, where the modem signal is
re-created, remodulated, and passed to the receiving modem.
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In this implementation, the call starts out as a voice call, switches into modem pass-
through mode, and then into modem relay mode.

Modem relay significantly reduces the effects that dropped packets, latency, and jitter
have on the modem session. Compared to modem pass-through, it also reduces the
amount of bandwidth used.

Modem relay includes these features:

B Modem tone detection and signaling
B Relay switchover

m  Payload redundancy

®  Dynamic and static jitter buffers

B Gateway-controlled modem relay

Consider the modem relay characteristics in the following sections.

Modem Tone Detection and Signaling

Modem relay supports V.34 modulation and the V.42 error correction and link layer pro-
tocol with maximum transfer rates of up to 33.6 kbps. It forces higher-rate modems to
train down to the supported rates. Signaling support includes SIP, MGCP, and H.323:

m  For MGCP and SIP, during the call setup, gateways negotiate these items:

m  To use or not use the modem relay mode

m  To use or not use the gateway exchange identification (XID)

m  The value of the payload type for Named Signaling Event (NSE) packets
m  For H.323, the gateways negotiate these items:

m  To use or not use the modem relay mode

m  To use or not use the gateway XID

Relay Switchover

When the gateways detect a data modem, both the originating gateway and the terminat-
ing gateway switch to modem pass-through mode by performing these actions:

m  Switching to the G.711 codec
m  Disabling the high-pass filter
m Disabling VAD

B Using special jitter buffer management algorithms

m  Disabling the echo canceller upon detection of a modem phase reversal tone

www.it-ebooks.info

271


http://www.it-ebooks.info/

272 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

At the end of the modem call, the voice ports revert to the previous configuration, and
the DSPs switch back to the state they were in before the switchover. You can configure
the codec by using the g711alaw or g7 11ulaw option of the codec command.

Payload Redundancy

You can enable payload redundancy so the modem pass-through over VoIP switchover
causes the gateway to send redundant packets. Redundancy can be enabled in one or
both of the gateways. When only a single gateway is configured for redundancy, the
other gateway receives the packets correctly, but does not produce redundant packets.
When redundancy is enabled, 10-ms sample-sized packets are sent. When redundancy is
disabled, 20-ms sample-sized packets are sent.

Note By default, the modem relay over VoIP capability and redundancy are disabled.

Dynamic and Static Jitter Buffers

When gateways detect a data modem, both the originating gateway and the terminating
gateway switch from dynamic jitter buffers to static jitter buffers of 200-ms depth. The
switch from dynamic to static is designed to compensate for PSTN clocking differences
at the originating and terminating gateways. When the modem call is concluded, the
voice ports revert to dynamic jitter buffers.

Gateway-Controlled Modem Relay

Beginning with Cisco I0S Release 12.4(4)T, Cisco supports gateway-controlled negotia-
tion parameters for modem relay. This new feature is a nonnegotiated, bearer-switched
mode for modem transport that does not involve call agent-assisted negotiation during
the call setup. Instead, the negotiation parameters are configured directly on the gateway.
These gateway-controlled negotiation parameters use NSEs to indicate the switchover
from voice, to voice-band data, to modem relay.

Upon detecting a 2100-Hz tone, the terminating gateway sends an NSE 192 to the origi-
nating gateway and switches over to modem pass-through. The terminating gateway also
sends an NSE 199 to indicate modem relay. If this event is recognized by the originating
gateway, the call occurs as modem relay. If the event is not recognized, the call occurs as
modem pass-through.

Because Cisco Modem Relay uses configured parameters, it removes the signaling
dependency from the call agent and allows modem relay support independent of call con-
trol. Cisco Modem Relay can be deployed over any call agent that is capable of setting
up a voice connection between gateways, including Cisco Unified Communications
Manager, Cisco Unified Communications Manager Express, and the Cisco BTS and PGW
soft switches.

The gateway-controlled modem relay parameters are enabled by default when Cisco
modem relay is configured. Interestingly, when Cisco Modem Relay is configured, gate-
way XID parameter negotiation is always enabled. Gateway XID parameters are negotiat-
ed using the SPRT protocol.
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Store-and-Forward Fax

The transmitting gateway is referred to as an on-ramp gateway, and the terminating gate-
way is referred to as an off-ramp gateway. Figure 2-66 illustrates the operation of on-
ramp and off-ramp gateways.

On-ramp receives faxes that are delivered as e-mail attachments.

= e e
PSTN Y
LA ——d

Off-ramp sends standard e-mail messages that are delivered as faxes.
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Figure 2-66 Srore-and-Forward Fax Topology

The following are some of the basic characteristics of on- and off-ramp faxing:

®  On-ramp faxing: A voice gateway that handles incoming calls from a standard fax
machine or the PSTN converts a traditional G3 fax to an email message with a Tagged
Image File Format (TIFF) attachment. The fax email message and attachment are han-
dled by an email server while traversing the packet network and can be stored for
later delivery or delivered immediately to a PC or to an off-ramp gateway.

m  Off-ramp faxing: A voice gateway that handles calls going out from the network to a
fax machine or the PSTN converts a fax email with a TIFF attachment into a tradi-
tional fax format that can be delivered to a standard fax machine or the PSTN.

On-ramp and off-ramp faxing processes can be combined on a single gateway, or they
can occur on separate gateways. Store-and-forward fax uses two different IVR applica-
tions for on-ramp and off-ramp functionality. The applications are implemented in two
Toolkit Command Language (TCL) scripts that you can download from Cisco.com.

The basic functionality of store-and-forward fax is facilitated through Simple Mail
Transfer Protocol (SMTP), with additional functionality that provides confirmation of
delivery using existing SMTP mechanisms, such as Extended Simple Mail Transfer
Protocol (ESMTP).
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Gateway Signaling Protocols and Fax Pass-Through and Relay

Figure 2-67 illustrates a fax pass-through operation. When a terminating gateway (TGW)
detects a called terminal identification (CED) tone from a called fax machine, the TGW
exchanges the voice codec that was negotiated during the voice call setup for a G.711
codec and turns off EC and VAD. This switchover is communicated to the originating
gateway (OGW), which allows the fax machines to transfer modem signals as though they
were traversing the PSTN. If the voice codec that was configured and negotiated for the
VoIP call is G.711 when the CED tone is detected, there is no need to make any changes
to the session other than turning off EC and VAD.

G3 Fax

Initiates the Call (:E-gtg%y (i?rtg\\/,vva;y G3 Fax
&,ﬁ? . 5 == ﬁ\lyy
< VolP Call >
< T.30 >
CED Tone >

Call Control Issues NSE

P NSE Accept
Change Codec Change Codec
P VolP Call o

Figure 2-67 Fax Pass-Through Operation

If pass-through is supported, these events occur:

1. For the duration of the call, the DSP listens for the 2100-Hz CED tone to detect a fax
or modem on the line.

2. If the CED tone is heard, an internal event is generated to alert the call control stack
that a fax or modem changeover is required.

3. The call control stack on the OGW instructs the DSP to send an NSE to the TGW,
informing the TGW of the request to carry out a codec change.

4. If the TGW supports NSEs, it responds to the OGW instruction and loads the new
codec. The fax machines are able to communicate on an end-to-end basis with no
further intervention by the voice gateways.

Control of fax pass-through is achieved through NSEs that are sent in the RTP stream.
NSEs are a Cisco-proprietary version of IETF-standard named telephony events (NTEs),
which are specially marked data packets used to digitally convey telephony signaling
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tones and events. NSEs use different event values than NTEs use and are generally sent
with RTP payload type 100, whereas NTEs use RTP payload type 101. NSEs and NTEs
provide a more reliable way to communicate tones and events using a single packet rather
than a series of in-band packets that can be corrupted or partially lost.

Fax pass-through and fax pass-through with up speed use peer-to-peer NSEs within the
RTP stream or bearer stream to coordinate codec switchover and the disabling of EC and
VAD. Redundant packets can be sent to improve reliability when the probability of pack-
et loss is high.

When a DSP is put into voice mode at the beginning of a VoIP call, the DSP is informed
by the call control stack whether or not the control protocol can support pass-through.

Cisco Fax Relay

Figure 2-68 illustrates the operation of Cisco Fax Relay.
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Figure 2-68 Cisco Fax Relay Operation

When a DSP is put into voice mode at the beginning of a VoIP call, the DSP is informed
by the call control stack whether fax relay is supported and, if it is supported, whether it
is Cisco Fax Relay or T.38 fax relay. If Cisco Fax Relay is supported, the following
events occur:

1. Initially, a VoIP call is established as if it were a normal speech call. Call control pro-
cedures are followed, and the DSP is put into voice mode, after which human speech
is expected to be received and processed.
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2. Atanytime during the life of the call, if a fax answer or calling tone (ANSam [modi-
fied ANSwer tone] or CED) is heard, the DSP does not interfere with the speech pro-
cessing. The ANSam or CED tone causes a switch to modem pass-through, if
enabled, to allow the tone to pass cleanly to the remote fax.

3. A normal fax machine, after generating a CED or hearing a CNG (CalliNG) tone,
sends a DIS (digital identification signal) message with the capabilities of the fax
machine. The DSP in the Cisco IOS gateway attached to the fax machine that gener-
ated the DIS message (normally the TGW) detects the High-Level Data Link Control
(HDLC) flag sequence at the start of the DIS message and initiates fax relay
switchover. The DSP also triggers an internal event to notify the call control stack
that fax switchover is required. The call control stack then instructs the DSP to
change the RTP payload type to 96 and to send this payload type to the OGW.

4. When the DSP on the OGW receives an RTP packet with the payload type set to 96,
it triggers an event to inform its own call control stack that a fax changeover has
been requested by the remote gateway. The OGW then sends an RTP packet to the
TGW with payload type 97 to indicate that the OGW has started the fax
changeover. When the TGW receives the payload type 97 packet, the packet serves
as an acknowledgement. The TGW starts the fax codec download and is ready for
fax relay.

5. After the OGW has completed the codec download, it sends RTP packets with pay-
load type 96 to the TGW. The TGW responds with an RTP packet with payload type
97, and fax relay can begin between the two gateways. As part of the fax codec
download, other parameters such as VAD, jitter buffers, and echo cancellation are
changed to suit the different characteristics of a fax call.

During fax relay operation, the T.30 analog fax signals are received from the PSTN or
from a directly attached fax machine. The T.30 fax signals are demodulated by a DSP on
the gateway and then packetized and sent across the VoIP network as data. The TGW
decodes the data stream and remodulates the T.30 analog fax signals to be sent to the
PSTN or to a destination fax machine.

The messages that are demodulated and remodulated are predominantly the phase B,
phase D, and phase E messages of a T.30 transaction. Most of the messages are passed
across without any interference, but certain messages are modified according to the con-
straints of the VoIP network.

During phase B, fax machines interrogate each other’s capabilities. They expect to com-
municate with each other across a 64-kbps PSTN circuit, and they attempt to make best
use of the available bandwidth and circuit quality of a 64-kbps voice path. However, in a
VoIP network, the fax machines do not have a 64-kbps PSTN circuit available. The
bandwidth per call is probably less than 64 kbps, and the circuit is not considered a
clear circuit.

Because transmission paths in VoIP networks are more limited than in the PSTN, the
Cisco IOS CLI is used to adjust fax settings on the VoIP dial peer. The adjusted fax
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settings restrict the facilities that are available to fax machines across the VoIP call leg
and are also used to modify values in DIS and NSF messages that are received from fax

machines.

H.323 T.38 Fax Relay

Figure 2-69 illustrates an H.323 T.38 relay operation. The T.38 fax relay feature provides
an [TU-T standards-based method and protocols for fax relay.
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Figure 2-69 H.323 Fax Relay Operation

Data is packetized and encapsulated according to the T.38 standard. The coding of the
packet headers and the mechanism to switch from VoIP mode to fax relay mode are clear-
ly defined in the specification. Annexes to the basic specification include details for oper-

ation under SIP and H.3

23 call control protocols.

Figure 2-69 shows the H.245 message flow:

1. Initially, a VoIP call is established as if it were a normal speech call. Call control pro-
cedures are followed, and the DSP is put into voice mode, after which human speech
is expected to be received and processed.

2. Atanytime during the life of the call, if a fax answer or calling tone (ANSam or
CED) is heard, the DSP does not interfere with the speech processing. The ANSam
or CED tone causes a switch to modem pass-through, if enabled, to allow the tone to
pass cleanly to the remote fax.

3. A normal fax machine, after generating a CED or hearing a CNG, sends a DIS mes-
sage with the capabilities of the fax machine. The DSP in the Cisco IOS gateway
attached to the fax machine that generated the DIS message (normally the TGW)
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detects the HDLC flag sequence at the start of the DIS message and initiates fax
relay switchover. The DSP also triggers an internal event to notify the call control
stack that fax switchover is required. The call control stack then instructs the DSP to
change the RTP payload type to 96 and to send this payload type to the OGW.

4. The detecting TGW sends a ModeRequest message to the OGW, and the OGW
responds with a ModeRequestAck.

5. The OGW sends a closeLogicalChannel message to close its VoIP UDP port, and the
TGW responds with a closeLogicalChannelAck message while it closes the VoIP
port.

6. The OGW sends an openLogicalChannel message that indicates to which port to
send the T.38 UDP information on the OGW, and the TGW responds with an
openLogicalChannel Ack message.

7. The TGW sends a closeLogicalChannel message to close its VoIP UDP port, and the
OGW responds with a closeLogicalChannel Ack message.

8. The TGW sends an openLogicalChannel message that indicates to which port to
send the T.38 UDP stream, and the OGW responds with an openLogicalChannelAck
message.

9. T.38-encoded UDP packets flow back and forth. At the end of the fax transmission,
either gateway can initiate another ModeRequest message to return to VoIP mode.

T.38 fax relay uses data redundancy to accommodate packet loss. During T.38 call estab-

lishment, voice gateways indicate the level of packet redundancy they incorporate in their
transmission of fax UDP transport layer packets. The level of redundancy (the number of
times the packet is repeated) can be configured on Cisco IOS gateways.

The T.38 Annex B standard defines the mechanism that is used to switch over from voice
mode to T.38 fax mode during a call. The capability to support T.38 must be indicated
during the initial VoIP call setup. If the DSP on the gateway is capable of supporting T.38
mode, this information is indicated during the H.245 negotiation procedures as part of
the regular H.323 VoIP call setup.

After the VoIP call setup is completed, the DSP continues to listen for a fax tone. When a
fax tone is heard, the DSP signals the receipt of the fax tone to the call control layer,
which then initiates fax changeover as specified in the T.38 Annex B procedures.

SIP T.38 Fax Relay

Figure 2-70 illustrates a SIP T.38 relay operation. When the call control protocol is
SIP, T.38 Annex D procedures are used for the changeover from VoIP to fax mode
during a call.

Initially, a normal VoIP call is established using SIP INVITE messages. The DSP needs to
be informed that it can support T.38 mode while it is put into voice mode. Then, during
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the call, when the DSP detects fax HDLC flags, it signals the detection of the flags to the
call control layer, and the call control layer initiates a SIP INVITE message mid-call to
signal the desire to change the media stream.

G3 Fax T.38 T.38

Initiates the Call G

ateway Gateway

- o i £
Vv Vv

T.30 0 VolP Call T.30

@ CED Tone

O Dis vsg

O NvITE (T:38 in SDP)
200 0K ©

(6 ACK

T.38 UDP Packets @

Figure 2-70 SIP T.38 Fax Relay Operation

The SIP T.38 fax relay call flow is as follows:

1.

Initially, a VOIP call is established as if it were a normal speech call. Call control pro-
cedures are followed, and the DSP is put into voice mode, after which human speech
is expected to be received and processed.

At anytime during the life of the call, if a fax answer or calling tone (ANSam or
CED) is heard, the DSP does not interfere with the speech processing. The ANSam
or CED tone causes a switch to modem pass-through, if enabled, to allow the tone to
pass cleanly to the remote fax.

A normal fax machine, after generating a CED or hearing a CNG, sends a DIS mes-
sage with the capabilities of the fax machine. The DSP in the Cisco 10S gateway
attached to the fax machine that generated the DIS message (normally the TGW)
detects the HDLC flag sequence at the start of the DIS message and initiates fax
relay switchover. The DSP also triggers an internal event to notify the call control
stack that fax switchover is required. The call control stack then instructs the DSP to
change the RTP payload type to 96 and to send this payload type to the OGW.

The TGW detects a fax V.21 flag sequence and sends an INVITE message with T.38
details in the SDP field to the OGW or to the SIP proxy server, depending on the
network topology.

The OGW receives the INVITE message and sends back a 200 OK message.
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6. The TGW acknowledges the 200 OK message and sends an ACK message directly to
the OGW.

7. The OGW starts sending T.38 UDP packets instead of VoIP UDP packets across the
same ports. At the end of the fax transmission, another INVITE message can be sent
to return to VoIP mode.

MGCP T.38 Fax Relay

The MGCP T.38 fax relay feature conforms to ITU-T T.38, “Procedures for real-time
Group 3 (G3) facsimile communication over IP networks,” which determines procedures
for real-time facsimile communication in various External Gateway Control Protocol
(XGCP) applications.

MGCP T.38 fax relay provides two modes of implementation:

Gateway-controlled mode: Gateways negotiate fax relay transmission by exchanging
capability information in SDP messages. Transmission of SDP messages is transparent
to the call agent. Gateway-controlled mode allows the use of an MGCP-based T.38

fax without the necessity of upgrading the call agent software to support the feature.

Call agent—controlled mode: Call agents use MGCP messaging to instruct gateways
to process fax traffic. For MGCP T.38 fax relay, call agents can also instruct gateways
to revert to gateway-controlled mode if the call agent is unable to handle the fax con-
trol messaging traffic, as is the case in overloaded or congested networks.

MGCP-based T.38 fax relay enables interworking between the T.38 application that
already exists on Cisco gateways and the MGCP applications on call agents.

Following is the call flow for an MGCP-based T.38 fax relay:

1.
2.

A call is initially established as a voice call.

The gateways advertise capabilities in an SDP exchange during connection
establishment.

If both gateways do not support T.38 fax relay, fax pass-through is used for fax
transmission. If both gateways support T.38, they attempt to switch to T.38 upon fax
tone detection. The existing audio channel is used for T.38 fax relay, and the existing
connection port is reused to minimize delay. If failure occurs at some point during
the switch to T.38, the call reverts to the original settings it had as a voice call. If this
failure occurs, a fallback to fax pass-through is not supported.

Upon completion of the fax image transfer, the connection remains established and
reverts to a voice call using the previously designated codec, unless the call agent
instructs the gateways to do otherwise.

A fax relay MGCP event allows the gateway to notify the call agent of the status (start,
stop, or failure) of T.38 processing for the connection. This event is sent in both call
agent—controlled and gateway-controlled modes.
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Gateway-Controlled MGCP T.38 Fax Relay

In gateway-controlled mode, a call agent uses the fx: extension of the local connection
option (LCO) to instruct a gateway how to process a call. Gateways do not need instruc-
tion from the call agent to switch to T.38 mode. This mode is used if the call agent has
not been upgraded to support T.38 and MGCP interworking, or if the call agent does not
want to manage fax calls. Gateway-controlled mode can also be used to bypass the mes-
sage delay overhead caused by call agent handling (for example, to meet time require-
ments for switchover to T.38 mode). If the call agent does not specify the mode to the
gateway, the gateway defaults to gateway-controlled mode.

In gateway-controlled mode, the gateways exchange NSEs by performing these steps:
1. Instruct the peer gateway to switch to T.38 for a fax transmission.

2. Either acknowledge the switch and the readiness of the gateway to accept T.38 pack-
ets or indicate that the gateway cannot accept T.38 packets.

Call Agent—Controlled MGCP T.38 Fax Relay

In CA-controlled mode, the call agent can instruct the gateway to switch to T.38 for a
call. In Cisco IOS Release 12.3(1) and later releases, CA-controlled mode enables T.38 fax
relay interworking between H.323 gateways and MGCP gateways and between two
MGCP gateways under the control of a call agent. This feature supersedes previous meth-
ods for CA-controlled fax relay and introduces these gateway capabilities:

m  The capability to accept the MGCP FXR package, to receive the fxr prefix in com-
mands from the call agent, and to send the fxr prefix in notifications to the call agent.

m  The capability to accept a new port when switching from voice to fax transmission
during a call. This new capability allows successful T.38 CA-controlled fax communi-
cations between H.323 and MGCP gateways in those situations in which the H.323
gateway assigns a new port when changing a call from voice to fax. New ports are as-
signed in H.323 gateways using images from Cisco IOS Release 12.2(2)T through
Cisco IOS Release 12.2(7.5)T. MGCP gateways in MGCP-to-MGCP fax calls reuse the
same port, but CA-controlled T.38 fax relay enables MGCP gateways to handle both
situations, either switching to a new port or reusing the same port, as directed by the
call agent.

DTMF Support

A dual-tone multifrequency (DTMF) tone is the tone generated on a touchtone phone
when keypad digits are pressed. Gateways send these tones in the RTP stream by default.
This default behavior is fine when the voice stream is sent uncompressed, but problems
arise when sending voice across slower WAN links using compression algorithms, as illus-
trated in Figure 2-71.

During a call, DTMF digits might be entered to access IVR systems, such as voice-mail or
automated banking services. Although DTMF is usually transported accurately when
using high-bit-rate voice codecs such as G.711, low-bit-rate codecs such as G.729 and
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G.723.1 are highly optimized for voice patterns and tend to distort DTMF tones. As a
result, IVR systems might not correctly recognize the tones.

S0/0/0 $1/0/0

256 kbps 256 kbps
G 729 Codec
Being Used

Figure 2-71 Need for DTMF Support

DTMEF relay solves the problem of DTMF distortion by transporting DTMF tones “out-
of-band,” or separate from the RTP voice stream.

H.323 DTMF Support
Cisco gateways currently support four methods of DTMF relay using H.323:

m  Cisco proprietary: DTMF tones are sent in the same RTP channel as voice data.
However, the DTMF tones are encoded differently from the voice samples and are
identified as payload type 121, which enables the receiver to identify them as DTMF
tones. This method requires the use of Cisco gateways at both the originating and ter-
minating endpoints of the H.323 call.

m  H.245 Alphanumeric: Separates the DTMF digits from the voice stream and sends
them through the H.245 signaling channel instead of through the RTP channel. The
tones are transported in H.245 User Input Indication messages. The H.245 signaling
channel is a reliable channel, so the packets that transport the DTMF tones are guar-
anteed to be delivered. This method does not send tone length information.

m  H.245 Signal: This method does pass along tone length information, thereby
addressing a potential problem with the alphanumeric method. This method is
optional on H.323 gateways.

Note All H.323 Version 2 compliant systems are required to support the h245-alphanu-
meric method, whereas support of the h245-signal method is optional.

m  NTE: Transports DTMF tones in RTP packets according to section 3 of RFC 2833.
RFC 2833 defines formats of NTE RTP packets used to transport DTMF digits,
hookflash, and other telephony events between two peer endpoints. With the NTE
method, the endpoints perform per-call negotiation of the DTMF relay method. They

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2: Configuring Basic Voice over IP

also negotiate to determine the payload type value for the NTE RTP packets. As a re-

sult, DTMF tones are communicated via RTP packets, using an RTP payload type that

prevents the tones from being compressed via the codec being used to encode the
voice traffic.

MGCP DTMF Support

The four current implementations of MGCP-based DTMF relay include

m  Cisco proprietary: DSPs on the gateways send and receive DTMF digits in-band in
the voice RTP stream but code them differently so they can be identified by the re-
ceiver as DTMF tones.

m  NSE: Conforms to RFC 2833 to provide a standardized method of DTMF transport
using NTEs in RTP packets. RFC 2833 support is standards-based and allows greater
interoperability with other gateways and call agents.

m  NTE: Provides for two modes of implementation:

m  Gateway-controlled mode: In gateway-controlled mode, the gateways negotiate
DTMEF transmission by exchanging capability information in SDP messages.
That transmission is transparent to the call agent. Gateway-controlled mode
allows the use of the DTMF relay feature without upgrading the call agent soft-
ware to support the feature.

m  Call agent—controlled mode: In CA-controlled mode, call agents use MGCP
messaging to instruct gateways to process DTMF traffic.

m  Out-of-band: Sends the tones as signals to Cisco Unified Communications Manager
out-of-band over the control channel. Cisco Unified Communications Manager inter-
prets the signals and passes them on.

SIP DTMF Support

SIP gateways can use Cisco-proprietary Notify-based out-of-band DTMF relay. In addi-
tion, Notify-based out-of-band DTMF relay can be used by analog phones attached to
analog voice ports on the router.

Notify-based out-of-band DTMF relay sends messages bidirectionally between the origi-
nating and terminating gateways for a DTMF event during a call. If multiple DTMF relay
mechanisms are enabled on a SIP dial peer and are negotiated successfully, Notify-based
out-of-band DTMF relay takes precedence.

The originating gateway sends an Invite message with a SIP Call-Info header to indicate

the use of Notify-based out-of-band DTMF relay. The terminating gateway acknowledges

the message with an 18x or 200 Response message, also using the Call-Info header.
Whenever a DTMF event occurs, the gateway sends a SIP Notify message for that event
after the SIP Invite and 18x or 200 Response messages negotiate the Notify-based out-
of-band DTMF relay mechanism. In response, the gateway expects to receive a 200 OK
message. The Notify-based out-of-band DTMF relay mechanism is similar to the DTMF
message format described in RFC 2833.
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Customization of Dial Peers

Support for fax, modem, and DTMF transmission often requires extra dial-peer configu-
ration. Therefore, this section reviews basic configuration and describes the required cus-
tomization procedures to support these non-voice transmissions.

Configuration Components of VolP Dial Peer

Figure 2-72 illustrates the key components of VoIP dial-peer configuration. The second
dial peer on each gateway is used to match incoming VoIP calls. The VoIP dial peers
2000 and 1000 are configured to forward calls to the remote location, respectively. For
call forwarding, the VoIP dial peer uses the destination-pattern and the session target
commands. For matching inbound VoIP dial peers, the priority of matching is defined in
this order: incoming called-number, answer-address, and destination-pattern.

1/0/0

R2 l— 2001
[E—
”j;f:g.

4‘_’\ =
4.-/<-

4—\
— 1/0/0 A./< v

t 1/0/1
1001 _/ § 2002
dial-peer voice 1 pots dial-peer voice 1 pots
incoming called-number . incoming called-number .
direct-inward-dial direct-inward-dial
! dial-peer voice 2 voip
dial-peer voice 2 voip incoming called-number .
incoming called-number . dial-peer voice 2001 pots
! destination-pattern 2001
dial-peer voice 1001 pots port 1/0/0
destination-pattern 1001 dial-peer voice 2002 pots
port 1/0/0 destination-pattern 2002
! port 1/0/1
dial-peer voice 2000 voip dial-peer voice 1000 voip
destination-pattern 200. destination-pattern 100.
session target ipv4:10.2.1.1 session target ipv4:10.1.1.1

Figure 2-72 VoIP Dial-Peer Configuration Example

VolP Dial-Peer Characteristics

Consider the following aspects when you configure VoIP dial peers:

m  Signaling protocol: H.323 is the default setting. The protocol can be changed to
SIPv2. MGCP control can only be configured for POTS dial peers; it is not available
for VoIP.

m  Source IP address: By default, the source IP address is defined by the IP layer. The
routing table defines the outgoing interface to reach a defined session target. The
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outgoing interface address is used as the source address for both signaling and
media. This behavior can be modified by interface binding, using the h323-gateway
voip bind srcaddr command for H.323 (interface mode) or the bind command for
SIP (SIP mode).

m  Digit consumption: Unlike POTS dial peers, VoIP dial peers do not consume any
digits.

B  Session target: The target of the VoIP session can be set to an IP address, DNS name,
gatekeeper (RAS), or SIP server. It is configured with the session target command.

m Inbound dial-peer matching: Performed with these commands, in this order:
incoming called-number, answer-address, destination-pattern, and port. If no
inbound dial peer is matched, the default peer is tried. The default peer has these
parameters: any codec, no DTMF relay, IP precedence, VAD enabled. If these param-
eters cannot be negotiated (for example, if the originating gateway has VAD dis-
abled), the call fails.

®  Outbound dial-peer matching: The most explicit match of the destination-pat-
tern command.

m Direct inward dialing (DID): Not applicable to VoIP dial peers; available for inbound
POTS dial peers only.

Configuring DTMF Relay

DTMF relay methods for SIP and H.323 are configured in the dial-peer configuration
mode, using the dtmf-relay command. If this command is not configured, the DTMF
tones are disabled and sent in-band. That is, they are left in the audio stream. The dtmf-
relay command specifies how an H.323 or SIP gateway relays DTMF tones between
telephony interfaces and an IP network. The complete command syntax is as follows:

Router(config-dial-peer)#dtmf-relay {[cisco-rtp] [h245-alphanumeric] [h245-
signal] [rtp-nte [digit-drop]] [sip-notify]}

Although all shown options are available when configuring a VoIP dial peer, only some
of them are applicable, depending on which signaling protocol is used. The options are
as follows:

m  cisco-rtp (H.323 only): Forwards DTMF tones using Real-Time Transport Protocol
(RTP) with a Cisco-proprietary payload type

m  h245-alphanumeric (H.323 only): Forwards DTMF tones by using the H.245
“alphanumeric” user input indication method; supports tones from 0 to 9, *, #, and
from A to D

m  h245-signal (H.323 only): Forwards DTMF tones by using the H.245 “signal” user
input indication method; supports tones from 0 to 9, *, #, and from A to D

m  rtp-nte (H.323 and SIP): Forwards DTMF tones by using RTP with the named
telephony event (NTE) payload type
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m  digit-drop (H.323 and SIP): Passes digits out-of-band and drops in-band digits; only
available when the rtp-nte keyword is configured

m  sip-notify (SIP only): Forwards DTMF tones using SIP Notify messages; available
only if the VoIP dial peer is configured for SIP

DTMF Relay Configuration Example

Figure 2-73 illustrates an example of how the DTMF relay methods are configured and
negotiated in H.323 and SIP.

1/0/0/ 2001
R1 R2 |— /

/ 10,111 o —
A Ar
1/0/0 ,,_/( W)

1001

: 1/0/1
/ 2002
dial-peer voice 1 voip

destination-pattern 200.
session target ipv4:10.2.1.1
dtmf-relay h245-alphanumeric h245-signal rtp-nte

dial-peer voice 4 voip

destination-pattern 100.

session target ipv4:10.1.1.1

dtmf-relay cisco-rtp h245-alphanumeric rtp-nte

Figure 2-73 DTMEF Relay Configuration Example

H.323 is used for signaling and is the default protocol. During the capabilities negotiation
in the H.245 phase, the gateways exchange the supported DTMF relay methods. In this
example, both gateways support h245-alphanumeric and rtp-nte methods. Because
h245-alphanumeric is the higher-priority choice, it is selected for all calls between the
gateways. When a digit is pressed on an endpoint telephone, it will be signaled as an
H.245 message, instead of transmission in the RTP flow.

Configuring Fax/Modem Support

The support for fax can be defined using the following commands:

m fax protocol: This command specifies if fax pass-through or Cisco Fax Relay is nego-
tiated, and defines pass-through settings.

m fax protocol t38: This command specifies if T.38 fax relay is negotiated and defines
its settings. This command overwrites the fax protocol command, if issued in the
same mode.

m fax rate: This command can throttle down fax transmission speed.
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m fax-relay: This command enables Super Group 3 (SG3) fax machines to negotiate
down to G3 speeds.

Cisco Fax Relay and Fax Pass-Through

The fax protocol command is available globally (in voice service VoIP configuration
mode), and for a specific dial peer (dial-peer configuration mode). It enables either Cisco
Fax Relay or fax pass-through. The enabled option will be negotiated with the remote
gateway before it can be used. When fax pass-through is selected, the upspeed codec
options are G.711 mu-law and G.711 a-law.

Router(conf-voi-serv)#fax protocol {cisco | none | pass-through {g71iulaw
g711alaw}}

or

Router(conf-dial-peer)#fax protocol {cisco | none | system | pass-through
{g711ulaw | g711alaw}}

The dial-peer setting takes precedence over the global setting. The global setting defaults
to Cisco fax relay, while the dial-peer setting defaults to the global setting.

T.38 Fax Relay Configuration

The fax protocol t38 command is available globally (in voice service VoIP configuration
mode) and for a specific dial peer (dial-peer configuration mode). It overwrites the fax
protocol command, if issued in the same mode, because T.38 fax relay is mutually exclu-
sive with Cisco fax relay or pass-through. The dial-peer setting takes precedence over the
global setting.

Router(conf-voi-serv)#fax protocol t38 [nse [force]] [ls-redundancy value [hs-
redundancy value]] [fallback {cisco | none | pass-through {g711ulaw | g71i1alaw}}]

or

Router(conf-dial-peer)#fax protocol t38 [nse [force]] [ls-redundancy value [hs-
redundancy value]] [fallback {cisco | none | pass-through {g711ulaw | g711alaw}}]

The options are the following:

m nse: Uses Named Signaling Events (NSEs) to switch to T.38 fax relay. The force key-
word uses NSEs unconditionally and is used for interoperability between H.323 or
SIP, and MGCP.

m Is-redundancy: Specifies the number of redundant T.38 fax packets to be sent for
the low-speed V.21-based T.30 fax machine protocol. The range is from 0 to 7, the
default is 0.

m  hs-redundancy: Specifies the number of redundant T.38 fax packets to be sent for
high-speed V.17, V.27, V.29, T.4, or T.6. The range is from 0 to 3, where the default is 0.

m fallback: A fallback mode is used to transfer a fax across a VoIP network if T.38 fax
relay could not be successfully negotiated at the time of the fax transfer.
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B cisco: As fallback option, Cisco proprietary fax relay.

B pass-through: As fallback option, fax pass-through with either G.711 mu-law or a-law
upspeed codec.

Fax Relay Speed Configuration
The fax rate command can be configured for a specific dial peer (in dial-peer configura-
tion mode).

Router(conf-dial-peer)#fax rate {2400 | 4800 | 7200 | 9600 | 12000 | 14400}
{disable | voice} [bytes milliseconds]

The disable option disables fax relay transmission capability. The voice option selects the
highest possible transmission speed that is allowed by the codec rate.

The values for this command apply only to the fax transmission speed and do not affect
the quality of the fax itself. The higher transmission speed values (14,400 bps) provide a
faster transmission speed but monopolize a significantly large portion of the available
bandwidth. The lower transmission speed values (2400 bps) provide a slower transmission
speed and use a relatively smaller portion of the available bandwidth.

The fax call is not compressed using the ip rtp header-compression command, because
Simple Packet Relay Transport (SPRT) over UDP is being used instead of RTP. For exam-
ple, a 9600-bps fax call takes approximately 24 kbps.

Fax Relay SG3 Support Configuration

The fax-relay command is also used to disable fax relay Error Correction Mode (ECM).
The command is configured globally (in voice service VoIP configuration mode) or in
dial-peer configuration mode. The dial-peer mode has the system keyword to refer to the
global setting.

Router(conf-voi-serv)#fax-relay {ans-disable | ecm disable | sg3-to-g3}
or
Router(conf-dial-peer)#fax-relay {ans-disable | ecm disable | sg3-to-g3 [system]}

The ans-disable option suppresses answer (ANS) tones from originating SG3 fax
machines so that these machines can operate at G3 speeds using fax relay.

The ecm disable option disables fax relay ECM.
The sg3-to-g3 option allows SG3 machines to negotiate down to G3 speeds using fax relay.

If the fax-relay command is not configured, modem upspeed can occur when ANS tones
are detected, fax relay ECM is enabled, and SG3-to-SG3 fax relay communication is not
supported. The fax communications will probably fail.
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Fax Support Configuration Example

Figure 2-74 shows two gateways with dial peers configured for fax support. R2 is config-
ured for T.38 fax relay with a fallback option to Cisco fax relay. R1 uses the default fax
protocol setting, which is Cisco Fax Relay. Cisco Fax Relay is negotiated between the

gateways when a fax transmission occurs. R2 throttles down to 7200 bps, so the lowest
common value is 4800 bps (fax rate of R1). Both gateways are configured to support SG3
fax machines so that they will negotiate the transmission speed down to G3.

dial-peer voice 1 voip dial-peer voice 4 voip
destination-pattern 200. destination-pattern 100.

session target ipv4:10.2.1.1 session target ipv4:10.1.1.1

fax rate 4800 fax-relay ecm disable

fax-relay ecm disable fax-relay sg3-to-g3

fax-relay sg3-to-g3 fax-relay ans-disable

fax-relay ans-disable fax rate 7200

fax rate 4800 fax protocol t38 ls-redundancy 2

hs-redundancy 2 fallback cisco

Figure 2-74 Fax Support Configuration Example

Configuring Modem Support

Modem pass-through and relay are configured using three commands:

B modem passthrough: This command enables modem pass-through.

B modem relay: This command enables modem pass-through or relay, depending on

the negotiation results. It removes the modem passthrough command, if configured

in the same mode.

B modem relay gateway-xid: This command configures additional modem relay param-

eters, such as COHlpI'CSSiOH.

Modem Pass-Through

Modem pass-through can be configured globally (in voice service VoIP configuration

mode) or in dial-peer configuration mode using the modem pass-through command. The
system option is available in the dial-peer mode and references the global setting. The nse
option defines that NSEs are used to communicate codec switchover between gateways,

with the optional specification of the payload type. If the payload type is configured
explicitly, it must be set to the same value on both the originating and terminating gate-
ways. The codec option defines the upspeed codec. The redundancy option enables a
single repetition of packets to improve reliability by protecting against packet loss.
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Router(conf-voi-serv)#modem passthrough {nse [payload-type number] codec
{g711ulaw | g711alaw} [redundancy]

or

Router(conf-dial-peer)#modem passthrough {system | nse [payload-type number]
codec {g71iulaw | g711alaw} [redundancy]

Modem Relay

The modem relay command enables modem pass-through or relay, depending on the
negotiation results. It removes the modem passthrough command, if configured in the
same mode. Modem relay can be configured globally (in voice service VoIP configuration
mode) or in dial-peer configuration mode. The system option is available in the dial-peer
mode and references the global setting.

Router(conf-voi-serv)#modem relay {nse [payload-type number] codec {g711alaw
g711ulaw} [redundancy]} gw-controlled

or

Router(conf-dial-peer)#modem relay {nse [payload-type number] codec {g711alaw |
g71iulaw} [redundancy] | system} gw-controlled

The nse option defines that NSEs are used to communicate codec switchover between
gateways, with the optional specification of the NSE payload type. Range varies by plat-
form, and is typically from 98 to 117 If the payload type is configured explicitly, it must
be set to the same value on both the originating and terminating gateways. The codec
option defines the upspeed codec, which is used when pass-through is negotiated and
relay is not. The redundancy option enables a single repetition of packets when pass-
through is negotiated and relay is not. The gw-controlled option selects the gateway-con-
figured method for establishing modem relay parameters.

Modem Relay Compression

The modem relay gateway-xid command configures in-band negotiation of compression
parameters between two VoIP gateways. This setting can be configured globally (in voice
service VoIP configuration mode) or in dial-peer configuration mode. The dial-peer set-
ting has higher precedence than the global setting. The command is enabled when the
modem relay command is configured.

Router(conf-voi-serv)#modem relay gateway-xid [compress {backward | both | forward
| no}] [dictionary value] [string-length value]}

or

Router(conf-dial-peer)#modem relay gateway-xid [compress {backward | both |
forward | no}] [dictionary value] [string-length value]}

The compress option specifies the direction in which data flow is compressed. For nor-
mal operations, compression should be enabled in both directions. This is the default set-
ting. Forward compression is used on the originating gateway to reduce the amount of
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data that is sent toward the terminating gateway. Backward compression is the ability of
the terminating gateway to correctly interpret the compressed data that is received from
the originating gateway. Forward compression on one gateway must be matched by back-
ward compression on the peer gateway. The backward parameter enables compression
only in the backward direction. The forward parameter enables compression only in the
forward direction. The no parameter disables compression in both directions.

The dictionary and string-length options define the V.42 bis parameters that specify the
compression algorithm characteristics. The range is from 512 to 2048 and 16 to 32,
respectively. Defaults are 1024 and 32, respectively. Modems might support values higher
than these ranges. A value acceptable to both sides is negotiated during modem call setup.

Modem Pass-Through and Modem Relay Interaction

Cisco Modem Relay is a nonnegotiated, bearer-switched mode for modem transport that
does not involve call agent—assisted negotiation during the call setup. Instead, the negoti-
ation parameters are configured directly on the gateway. These gateway-controlled nego-
tiation parameters use NSEs to indicate the switchover from voice, to voice-band data, to
modem relay.

Upon detecting a 2100-Hz tone, the terminating gateway sends an NSE 192 to the origi-
nating gateway and switches over to modem pass-through. The terminating gateway also
sends an NSE 199 to indicate modem relay. If this event is recognized by the originating
gateway, the call occurs as modem relay. If the event is not recognized, the call occurs as
modem pass-through.

In case of MGCP signaling, because modem relay has been configured locally on the
gateways, it removes the signaling dependency from the call agent and allows modem
relay support independent of call control. The gateway-controlled modem relay parame-
ters are enabled by default when Cisco Modem Relay is configured, and when Cisco
Modem Relay is configured, gateway exchange identification (XID) parameter negotia-
tion is always enabled. Gateway XID parameters are negotiated using the SPRT protocol.

Modem Support Configuration Example

Figure 2-75 shows two gateways that are configured to support modem transmission
over an IP network. R1 is configured for pass-through while R2 is configured for modem
relay and pass-through. Both gateways agree on modem pass-through with the upspeed
codec set to G.711 mu-law. Redundant packets will be sent only in one direction—from
R1 to R2.

Configuring Codecs

Cisco voice gateways offer the option to define a list of codecs to be used for negotia-
tion of VoIP capabilities.

A codec list is configured as a codec voice class using the voice class command and iden-
tified using a class-rag.
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R2
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N
1/0/0 .5 /<_ 1/01

1001

dial-peer voice 1 voip

destination-pattern 200.

session target ipv4:10.2.1.1

modem passthrough nse codec g71lulaw redundancy

2001

dial-peer voice 4 voip

destination-pattern 100.

session target ipv4:10.1.1.1

modem relay nse codec g7llulaw gw-controlled

Figure 2-75 Modem Support Configuration Example

Router(config)#voice class codec class tag

The codec voice class command allows the configuration of a prioritized list of codecs
and their parameters. The preference value represents the priority of a given codec type.

Router(config-class)#codec preference value codec-type [mode frame-size][bytes
payload-size]

The mode and frame-size parameter apply to Internet Low Bitrate Codec (iLBC) and sig-
nifies the following:

m  20: 20-ms frames for 15.2-kbps bit rate (default)
®  30:30-ms frames for 13.33-kbps bit rate

The payload-size parameter defines the voice payload of each frame. The available values
depend on the selected codec type.

Codec-Related Dial-Peer Configuration
The codec settings are applied to VoIP dial peers in either of two ways:
Router(config-class)#voice-class codec class tag
or
Router(config-dial-peer)#codec {codec [bytes payload-size] | transparent} [fixed-

bytes]

m  The voice-class codec command applies a list of codecs that are configured with the
voice class codec command. This option enables multiple codec types for the given
dial peer.
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m  The codec command specifies a single codec to be used by the given dial peer. The
default is G729r8, 20-byte payload. The options for the single codec include the

following:
]
codec type.
]
]

payload-size: Voice payload of each frame; available values depend on the

transparent: Enables codec capabilities to be passed transparently between
endpoints in a Cisco Unified Border Element.

fixed-bytes: Codec byte size is fixed and nonnegotiable.

Codec Configuration Example

In Figure 2-76, two gateways negotiate calls using H.323. When R1 signals a call, it offers
a large set of supported codecs, configured using the voice-class codec command. When
R2 receives the call setup request, it matches the inbound dial peer. In this example, the
inbound dial peer is dial peer 4, which supports only the default codec G.729r8 with 20-
byte payload. If dial peer 4 did not exist on R2, R2 would match the default dial peer
(dial peer 0). Because the default dial peer supports all codecs, R2 would select the first
codec in the offered proposal (G.711 a-law).

7

codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec

voice class codec

preference
preference
preference
preference
preference
preference
preference
preference
preference
preference
preference
preference

dial-peer voice 1
destination-pattern 200.
session target ipv4:10.2.1.1
voice-class codec 100

1

1 g71lalaw
2 g711lulaw
3 g723ar53
4 g723ar63
5 g723r53
6 g723r63
7 g726xrl6
8 g726r24
9 g726r32
10 g728

11 g729br8
12 g729r8
voip

dial-peer voice 4 voip

destination-pattern 100.
bytes 80 session target ipv4:10.1.1.1
bytes 144

bytes 120
bytes 80

Figure 2-76 Codec Configuration Example
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Limiting Concurrent Calls

The total number of either incoming or outgoing connections can be limited on a per-
dial-peer basis. This feature is typically used to define the number of connections that
are used simultaneously to send or receive fax mail, for off-ramp store-and-forward fax
functions. The limit is configured using the max-conn command in the dial-peer configu-
ration mode. By default, no limit is imposed.

Router(config-dial-peer)#max-conn number

Summary

The main topics covered in this chapter are the following:

VoIP transmission requires the sampling, coding, and packetization of the original au-
dio waveform.

Gateways using peer-to-peer signaling protocols (H.323, SIP) build the dial plan
using the dial peers.

SIP is an RFC-based signaling protocol with open architecture that allows flexibility
and extensibility.

MGCP gateways forward calls by receiving instructions from a call agent and
responding to its requests.

Audio transmission quality depends on factors such as delay; jitter, packet loss, and
available bandwidth.

VolIP dial peers can be configured to support fax/modem pass-through, relay, and
DTMF relay.

Chapter Review Questions

The answers to these review questions are in the appendix.

1.

By default, a single VoIP packet carries how many milliseconds of audio?
a. 10ms
b. 20 ms
c. 30ms

d. 40 ms

2. What is a function of RTP?

a. Call multiplexing

b. Encryption
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c. Payload identification
d. Replay protection

3. Which two tasks are performed by the RAS signaling function of H.225? (Choose
two.)

a. Conducts bandwidth changes

b. Transports audio messages between endpoints

c. Conducts disengage procedures between endpoints and a gatekeeper
d. Allows endpoints to create connections between call agents

e. Defines call setup procedures that are based on ISDN call setup

4. Which configuration is required to activate an H.323 gateway on a Cisco router (if it
is not already enabled)?

a. gateway in interface configuration mode
b. Setting the gateway source IP address
c. Binding the gateway functionality to an interface
d. gateway in global configuration mode
5. Which of the following are types of SIP servers? (Choose four.)

Registrar

g 9

Gateway

Redirect

a o

Location

o

Proxy

f. Database

g. Relocation
6. What is one disadvantage of the SIP direct call setup method?

a. It relies on cached information, which might be out of date.
b. It uses more bandwidth, because it requires more messaging.

c. It must learn the coordinates of the destination UA.

e

It needs the assistance of a network server.
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7. Which protocol does MGCP use to describe the type of initiated session?

a.
b.
c.

d.

SIP

Cisco Discovery Protocol
SDP

MGC

8. Which two MGCP messages can be issued by a gateway? (Choose two.)

c.
d.

e.

. AuditConnection

a
b.

NotificationRequest
CreateConnection
DeleteConnection

RestartInProgress

9. Which of the following QoS mechanisms provides strict priority queuing?

a.
b.
c.
d.

e.

FRE12

LLQ

cRTP
CB-WFQ
CB-Policing

10. What happens when gateways fail to negotiate a common DTMF relay method?

a.
b.
c.

d.

DTMEF tones are dropped.
DTMF tones are left in-band.
DTMF tones are left out-of-band.

DTMEF tones are carried asymmetrically, using the method that is preferred by
each gateway.
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Supporting Cisco IP
Phones with Cisco Unified

Communications Manager
Express

After reading this chapter, you should be able to perform the following tasks:

m  Describe the functions and operation of Cisco Unified Communications Manager
Express.

m  Describe all components required to support endpoints by Cisco Unified
Communications Manager Express, and explain how to configure them.

m  Describe Cisco Unified Communications Manager Express endpoint configuration
elements, such as phones and directory numbers.

This chapter describes the basic functionality of Cisco Unified Communications
Manager Express (CUCME). This information includes the configuration of specific net-
work components and services necessary for the proper functioning of CUCME.

The chapter also describes features for a basic Cisco Unified Communications Manager
Express system. The endpoints that are supported by Cisco Unified Communications
Manager Express include Cisco IP Phones running either Skinny Client Control Protocol
(SCCP) or Session Initiation Protocol (SIP). The chapter describes different types of end-
points, their models, and capabilities.

Finally, this chapter explains how to configure the systemwide and endpoint-specific
components of Cisco Unified Communications Manager Express. Special attention is
given to the various types of directory numbers, which play a key role in making calls.

Introducing Cisco Unified Communications Manager
Express

Cisco Unified Communications Manager Express provides call processing for Cisco IP
Phones for small-office or branch-office environments. It enables the large portfolio of
Cisco Integrated Services Routers to deliver unified communications features that are
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commonly used by business users to meet voice and video communications requirements
of the small or medium-sized office.

This section introduces the key features and functionality of Cisco Unified
Communications Manager Express and explains what is required to deploy it on Cisco
IOS routers.

Fundamentals of Cisco Unified Communications Manager Express

Cisco Unified Communications Manager Express extends enterprise telephony features
and functions to packet telephony network devices. These packet telephony network
devices include Cisco IP Phones, media-processing devices, VoIP gateways, and multime-
dia applications.

Cisco Unified Communications Manager Express provides these functions:

m  Call processing: Call processing refers to the complete process of routing, originat-
ing, and terminating calls, including any billing and statistical collection processes.

m  Signaling and device control: Cisco Unified Communications Manager Express sig-
nals calls between endpoints and directs devices such as phones, gateways, and con-
ference bridges to establish and tear down streaming connections.

m  Dial plan administration: The dial plan is a set of dial peers that Cisco Unified
Communications Manager Express uses to determine call routing. Cisco Unified
Communications Manager Express provides the ability to create scalable dial plans.

m  Phone feature administration: Cisco Unified Communications Manager Express
offers services such as hold, transfer, forward, conference, speed dial, last-number
redial, Call Park, and other features to Cisco IP Phones and gateways.

m  Directory services: Cisco Unified Communications Manager Express stores user-
and phone-related data in the NVRAM of a Cisco 10S router.

m  Direct access to gateway features and modules: Cisco Unified Communications
Manager Express runs on a Cisco IOS router and has direct access to the digital sig-
nal processor (DSP) resources and modules that are installed in it.

While CUCME acts as a call processing solution, keep in mind that CUCME is only one
of Cisco’s call processing solutions.

Cisco Unified Communications Manager Express Positioning

Cisco offers four product options for call processing, as follows:

m  Cisco Smart Business Communications System: This product runs on the Cisco
Unified Communications 500 Series for Small Business platform and supports up to
104 users.
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m  Cisco Unified Communications Manager Express: This platform runs on the Cisco
Integrated Services Routers (that is, ISR and ISR2) and offers support for as many as
365 users.

m  Cisco Unified Communications Manager Business Edition: This software product
runs on Cisco 7800 Series Media Convergence Servers and supports up to 500 users.

m  Cisco Unified Communications Manager: This software product runs on Cisco 7800
Series Media Convergence Servers or a Cisco Unified Computing System. The Cisco
Unified Computing System reduces the number of devices that must be purchased,
cabled, configured, powered, cooled, and secured. The solution delivers end-to-end
optimization for virtualized environments while retaining the ability to support tradi-
tional operating system and application stacks in physical environments. It is well
suited for the largest Cisco Unified Communications Manager deployments, for as
many as 30,000 users per cluster.

Cisco Unified Communications Manager Express Deployment Models
Architecturally, CUCME can be deployed in either a single-site or a multisite deployment.

Single-Site Deployment

Single-site deployments, an example of which is provided in Figure 3-1, use the public
switched telephone network (PSTN) communications for all offsite voice traffic. One
Cisco Unified Communications Manager Express site supports as many as 365 Cisco IP
Phones. If a Cisco Unity Express module is installed in the router, voice-mail service is
also available.

Clsco Unified <
Communications P L.E
Manager Express/
Cisco Unity Express

Figure 3-1 Single-Site CUCME Deployment

www.it-ebooks.info


http://www.it-ebooks.info/

300 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

Multisite Deployment

Multisite deployments place VoIP calls between sites, as shown in Figure 3-2. When the
H.323 protocol is used for communications between clusters, an H.323 gatekeeper can
be used for call routing and call admission control (CAC). Remote sites can be Cisco
Unified Communications Manger clusters or Cisco Unified Communications Manager
Express sites.

Clsco Unified Communications l;
Manager Express/ R
Cisco Unity Express

Clsco Unified
Communications
Manager Express/
Cisco Unity Express

Clsco Unified Communications
Manager Express/
Cisco Unity Express

Gatekeeper Unified Messaging -
Gateway

Figure 3-2 Multisite Deployment

When voice-mail networking is required, a Cisco Unified Messaging Gateway provides a
centralized Voice Profile for Internet Mail (VPIM) routing and resolution service. This
service routes calls between voice-mail systems using Simple Mail Transfer Protocol
(SMTP) to deliver voice mail that was recorded at the source, adding the message as an
attachment to an email message that is sent to the destination. The Cisco Unified
Messaging Gateway synchronizes its local database with all the registered voice-mail sys-
tems to create a global voice-mail directory. Any user wishing to send the same voice mail
to people located in multiple sites looks up the recipients in the global directory and
assigns them as needed to a single voice-mail message. The message is then relayed
through the Cisco Unified Messaging Gateway to all the recipients, without placing a sin-
gle external phone call.
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Cisco Unified Communications Manager Express Key Features and
Benefits

Cisco Unified Communications Manager Express allows small- to medium-sized busi-
nesses and autonomous small enterprise branch offices to deploy voice, data, and IP
telephony on a single platform, therefore streamlining operations and lowering network
costs. Cisco Unified Communications Manager Express is ideal for customers who have
data connectivity requirements and have a need for a telephony solution in the same
office. Whether offered through the managed service offerings of a service provider or
purchased directly by a corporation, Cisco Unified Communications Manager Express
offers most of the core telephony features required in a small office, and many advanced
features not available with traditional telephony solutions. The ability to deliver IP teleph-
ony and data routing using a single converged solution allows customers to optimize their
operations and maintenance costs, resulting in a very cost-effective solution that meets
office needs.

Because the solution is based on Cisco I0S Software, it builds on convergent networks
that include content networking, video, quality of service (QoS), firewall, and XML
services.

Administration and management are accomplished through either the familiar Cisco I0S
Software command-line interface (CLI) or a web-based GUL

Phone Features

The following are high-level phone features of Cisco Unified Communications Manager
Express:
m  Support for the complete line of Cisco single-line and multiline IP phones

m  Support for analog phones and fax machines on the Cisco Unified Communications
Manager Express router analog voice ports and on the Cisco Analog Telephone
Adaptor 186 (ATA 186)

m  Media encryption using Secure Real-Time Transport Protocol (SRTP)
m  Cisco Extension Mobility
m XML services on Cisco IP Phones—XML-based directory services
m  Call handling:

m  On-hook dialing

m  Speed dial and last-number redial

m  Call transfer—consultative and blind

m  Call hold and call retrieve

m  Call pickup of on-hold calls
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m  Call waiting
m  Tone on hold and tone on transfer for internal calls
m  Local directory lookup
m  Configurable ring types
m Do Not Disturb (DND) feature to divert calls directly to voice mail

m  Single Number Reach (SNR): Calls to an enterprise number simultaneously ring a
desk set and a cell phone and can be answered at either. Calls can be switched from a
cell phone to an IP phone with one button press. The desk phone number can be sent
as caller ID instead of the original calling number.

System Features

The following are high-level system features of Cisco Unified Communications
Manager Express:

®  Multiple administration methods:
m  CLI
m  Web-based embedded GUI for moves, adds, and changes

m  Cisco Configuration Professional (CCP), an administrator tool that helps reduce
configuration time

m  Cisco Unified Survivable Remote Site Telephony (SRST): Telephony backup services
to ensure that a branch office has continuous telephony service. Cisco Unified
Communications Manager Express takes over the role of the Cisco Unified
Communications Manager during an IP connectivity loss.

m  Signaling encryption.
m  Hardware and software conferencing capabilities.

®  Music on hold (MOH): When a call is placed on hold, that call can receive MOH
from the router’s flash or from an external source.

m Paging.

m  Intercom.

m  Distinctive ringing—internal versus external.

m International language support.

m  Cisco Unified IP Interactive Voice Response (IVR) Auto Attendant.
m  Class of restriction to restrict calling capabilities.

m  Computer Telephony Integration (CTI) support with Cisco Telephony Application
Programming Interface (TAPI) Lite.

m  Call Detail Record (CDR) generation via RADIUS.
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Trunk Features

The following are high-level trunk features of Cisco Unified Communications Manager

Express:

m  Direct Inward Dialing (DID) and Direct Outward Dialing (DOD)

B Basic Rate Interface (BRI) and Primary Rate Interface (PRI) support

m  Caller identification display and blocking, calling name display, and Automatic
Number Identification (ANI) support

B Analog: Foreign Exchange Office (FXO), DID

m  Digital trunk support: T1 and E1

m  WAN link support: Frame Relay, ATM, Multilink PPP (MLP), and DSL

m  Network calls using H.323

m  Dedicated trunk mapping to phone button

m  H.323 to Session Initiation Protocol (SIP) call routing to Cisco Unity Express

m  RFC 2833 support over SIP trunks

m  Transcoding

Voice-Mail Features

The following are high-level voice-mail features for Cisco Unified Communications
Manager Express:

Integration with Cisco Unity voice mail
Integration with Cisco Unity Express voice mail
Third-party voice-mail integration—H.323, analog dual-tone multifrequency (DTMF)

Integration with Cisco Unified Messaging Gateway—routing of voice-mail mes-
sages and exchanging subscriber and directory information within a unified messag-
ing network

Voice-mail enhancements for Cisco IP Phones—fast voice-mail access, message wait-
ing indicator (MWT)

Cisco Unified Communications Manager Express Supported
Platforms

Cisco Unified Communications Manager Express supports a variety of Cisco platforms,
including Cisco 1861 Integrated Services Router and Cisco 2800, 2900, 3800, and 3900
Series Integrated Services Routers. Figure 3-3 shows a few platform examples.
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Cisco 2900 Series Router

Cisco 3900 Series Router

Figure 3-3 Examples of Supported Platforms

Note Cisco 2900 and 3900 Series Integrated Services Routers are referred to as
Generation 2 (G2) router platforms.

These platforms have varying levels of scalability, as discussed in the following sections.

Cisco Integrated Services Routers Scalability

Some platforms support a higher number of phones in SRST mode than in Cisco Unified
Communications Manager Express mode. SRST mode is enabled only during WAN fail-
ures, when branch phones lose IP connectivity to the Cisco Unified Communications
Manager cluster and fall back to the local SRST gateway. Table 3-1 contrasts the number
of supported IP phones for various ISR router models, both for SRST operation and for
CUCME operation.
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Table 3-1 Scalabiliry of ISR Routers

Router Model Phones Supported in Phones Supported by
SRST Mode CUCME

Cisco 1861 15 15

Cisco 2801 25 25

Cisco 2811 35 35

Cisco 2821 50 50

Cisco 2851 100 100

Cisco 3825 350 175

Cisco 3845 730 250

Cisco Integrated Services Routers Generation 2 Scalability
Cisco 3925 and 3945 platforms support a higher number of phones in SRST mode than
in regular Cisco Unified Communications Manager Express mode, as shown in Table 3-2.

For more information pertaining to the scalability of these platforms, visit the follow-
ing URLs:

m  Cisco Unified SRST:
www.cisco.com/en/US/docs/voice ip comm/cusrst/requirements/guide/srs80spc.htm
1 (for SRST 8.0)

m  Cisco Unified Communications Manager Express:
www.cisco.com/en/US/docs/voice ip comm/cucme/requirements/guide/cme85spc.ht
m.html (for CUCME 8.5).

The modularity of both series enables integration with additional gateway features.

Table 3-2 Scalability of ISR2 Routers

Router Model Phones Supported in Phones Supported by
SRST Mode CUCME

Cisco 2901 35 35

Cisco 2911 50 50

Cisco 2921 100 100

Cisco 2951 250 150

Cisco 3925/3925E 1100 250/400

Cisco 3945/3945E 1200 350/450
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Memory Requirements

Table 3-3 lists the memory that is required by each CUCME platform. The number of
supported phones represents the highest number on the given platform. If a lower number
of phones is needed in an enterprise environment, the router might perform well with less
RAM, but the provided memory figures are highly recommended.

Table 3-3 Memory Requirements

Router Model Number of IP RAM (MB) Flash (MB)

Phones Supported

for CUCME
Cisco 1861 25 256 128
Cisco 2801 25 256 128
Cisco 2811 35 256 128
Cisco 2821 50 256 128
Cisco 2901 42 512 256
Cisco 2911 58 512 256
Cisco 2921 110 512 256
Cisco 2951 165 512 256
Cisco 3825 175 384 128
Cisco 3845 150 384 128
Cisco 3925 250 1024 512
Cisco 3925E 400 1024 512
Cisco 3945 350 1024 512
Cisco 3945E 450 1024 512

Cisco Integrated Services Routers Licensing and Software

Cisco Unified Communications Manager Express uses the right-to-use licensing
approach, in which the CUCME feature license entitles an enterprise to use the feature.
This license is based on the number of endpoints to be deployed. Each Cisco IP Phone or
Cisco ATA port requires a Cisco Unified Communications Manager Express seat license.

The following are the requirements for a CUCME release on a supported router:

m  Cisco IOS Software Release 15.0.1M or greater
m  IP voice feature set for Cisco IOS Software

B The appropriate amount of flash memory and RAM in the router
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You need to download and configure additional files if you want to use the optional GUI
or Cisco Configuration Professional. Also, you need to download and install the
firmware files for the models of phones that you choose to deploy with Cisco Unified
Communications Manager Express. You can retrieve these files from Cisco.com, with
appropriate login credentials.

Cisco Integrated Services Routers Generation 2 Licensing Model

Cisco Generation 2 platforms (Cisco 2900 and 3900 Series Integrated Services Routers)
introduce a new licensing approach that uses license-based software activation. A univer-
sal Cisco IOS image is combined with multiple package options. The new CUCME and
SRST bundles for the G2 routers provide the entry level for 25 user seats across all plat-
forms. The bundles include unified communications technology packets, flash, and
DRAM. Currently, the software activation license approach is not yet implemented for
Cisco Unified Communications Manager Express or SRST. For these features, the old-
style, owner-based, right-to-use licensing approach is still in place. The licensing for
Cisco Unified Communications Manager Express and SRST is interchangeable within the
same number of user counts, for investment protection purposes. Licenses can be trans-
formed from a Cisco Integrated Services Router—based platform into a Cisco Integrated
Services Router G2-based platform.

Figure 3-4 illustrates the difference between Cisco Integrated Services Router—based
and Cisco Integrated Services Router G2-based licensing. The Cisco Integrated Services
Router license includes two components: the platform-related CUCME or SRST feature
license, and the per-seat feature license (either Cisco Unified Communications Manager
Express or SRST). The Cisco Integrated Services Router G2 package is related to the
Cisco 2900 or 3900 Series and includes three components.

Right-to-Use Licenses

Unified CME/SRST FL-CME Platform
FL-SRST Platform
FL-CME-SRST-x Counted for x Phones

Unified CME-SRST PVDM3

C29xx-CME-SRST/K9 Include SL-29-UC-K9 or SL-39-UC-K9

C39xx-CME-SRST/K9 FL-CME or FL-SRST
and FL-CME-SRST-25

Figure 3-4 [SR2 Licensing
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m  Packet voice DSP module (PVDM) license.
m  Cisco Unified Communications license.

m License to use either Cisco Unified Communications Manager Express or SRST, in-
cluding 25 user seats. Additional per-seat licenses must be purchased separately.

Cisco Unified Communications Manager Express Operation

Figure 3-5 illustrates the operation of Cisco Unified Communications Manager Express
running on a voice gateway that is connected to the PSTN over a digital trunk. It has mul-
tiple Cisco IP Phones registered to it. The registered phones can make calls to each other.
The calls are signaled by exchanging messages between the phones and the CUCME, but
the media flows directly between the phones. The gateway routes calls to external desti-
nations over the dial peer that uses the T1 channelized controller. When making and
receiving calls to and from the PSTN, the gateway typically performs digit manipulation
in the calling (ANI) and called numbers (Dialed Number Identification Service [DNIS]).
With this approach, numbers are made routable in the PSTN and are shortened to internal
numbers within the enterprise network.

1001 DNIS: 1001 DNIS: 555-1001
Cisco Unified

DNIS: 9-555-2001 Communications DNIS: 555-2001
Manager Express

T11/0/0 555-2001

IP phone side:
Virtual dial peers

created automatically
1003 for phone extensions

PSTN side:
Manipulation | *

dial-peer voice 1 pots
<:> incoming called-number .
direct-inward-dial

dial-peer voice 10 pots
destination-pattern 9T
port 1/0/0:23

Figure 3-5 Call to and from PSTN

Operation of Cisco Unified Communications Manager
Express

It is important to be able to distinguish between various Cisco Unified Communications
end-user devices that you might encounter during the course of deploying and adminis-
tering a Cisco Unified Communications network. In addition, understanding the boot and
registration communication between a Cisco IP Phone and a Cisco Unified
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Communications Manager Express is critical for understanding normal voice network
operations and for troubleshooting. This section introduces the endpoints supported by
Cisco Unified Communications Manager Express and describes their features.

Overview of Cisco Unified Communications Manager Express
Endpoints

A variety of endpoints, including Cisco products as well as third-party products, can be
used with Cisco Unified Communications Manager Express. The endpoints include Cisco
IP Phones, analog station gateways (which allow analog phones to interact with CUCME),
and video endpoints.

Cisco Unified Communications Manager Express supports two protocols used by for
endpoints: Skinny Client Control Protocol (SCCP) and Session Initiation Protocol (SIP).

Endpoint Signaling Protocols

From a feature support perspective, the protocols can be categorized into three groups:

B SCCP: SCCP is a Cisco-proprietary protocol and typically is used only by Cisco
Unified IP endpoints. SCCP offers a large set of telephony features, most of which
are supported on all Cisco IP Phone models.

m  Standard SIP: Cisco Unified Communications Manager Express supports standards-
based SIP endpoints. The number of standardized telephony features, however, is
limited compared to feature-rich SCCP.

m  Cisco Unified Communications Manager Express SIP support for Cisco IP
Phones: When Cisco Unified Communications Manager Express interacts with Cisco
IP Phones using the SIP protocol, many features are supported in addition to the stan-
dard feature set of SIP. CUCME supports similar features for Cisco IP Phones sup-
ported with SCCP, but the number of features that are supported depends on the par-
ticular model of Cisco IP Phone.

Endpoint Capabilities
Cisco IP Phones cover a wide range of types, from simple, display-less, entry-level
phones to upper-level phones with high-resolution, color, touchscreen displays.
Differences in hardware-related capabilities include the following:

m  Screen: Different models have screens with different resolution, size, color, and
touchscreen capabilities.

m  Codec support: All Cisco IP Phones support G.711 and G.729 codecs. High-end
models also support Internet Low Bitrate Codec (iLBC) and wideband codecs for
superior voice quality.
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m  LAN: Most IP phones have a PC port, so that a PC can be connected to the network
without requiring its own wall socket, in-house cabling, and physical switch port.
Different phone models support different speeds on the PC port and on the IP phone
switch port (the port that is connected to a LAN switch).

m  Navigation and feature buttons: The number of IP phone buttons, softkeys, and
other buttons also differs per phone model. There are also differences in the type of
navigation clusters (two-way or four-way).

m  Speakerphone and headset support: Some IP phones offer speakerphone and head-
set support.

®  Number of lines: The number of lines also differs per phone model.

m  Other features: Some IP phones provide other special features such as video, Wi-Fi
support, or dedicated support for use in conference rooms (for example, enhanced
speakerphone capabilities, including the option to connect multiple microphones).

Basic Cisco IP Phone Models

Basic Cisco IP Phones include these models:

m  Cisco Unified IP Phones 7906 and 7911: These phones fill the communications
needs of cubicle, retail, classroom, or manufacturing workers, or anyone who con-
ducts low-to-moderate telephone traffic. Four dynamic softkeys guide users through
core business features and functions, while a pixel-based display combines standard
features, calling information, and XML services. Both phones offer numerous impor-
tant security features, plus the choice of IEEE 802.3af Power over Ethernet (PoE),
Cisco inline power, or local power through an optional power adapter. Figure 3-6
shows a Cisco Unified IP Phone 7906G.

Figure 3-6 Cisco Unified IP Phone 7906G
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m  Cisco Unified Wireless IP Phone 792 1: This wireless phone supports a variety of
features that are accessible as long as the phone is associated with a wireless access
point. Figure 3-7 shows a Cisco Unified Wireless IP Phone 7921G.

Figure 3-7 Cisco Unified Wireless
IP Phone 7921G

m  Cisco Unified IP Phone 793 1: This phone meets the communications needs of retail,
commercial, and manufacturing workers, plus anyone with moderate telephone traffic
and specific call requirements. Dedicated hold, redial, and transfer keys facilitate call
handling in a retail environment. Illuminated mute and speakerphone keys give an in-
dication of speaker status. A pixel-based display with a white backlight makes calling
information easy to see. Figure 3-8 shows a Cisco Unified IP Phone 7931G.

Midrange Cisco IP Phones

Midrange Cisco Unified IP Phones 7940, 7941, 7942, 7960, 7961, and 7962 address the
communications needs of a transaction-type worker. They provide two or four program-
mable line and feature keys, plus a high-quality speakerphone. These phone models have
four dynamic softkeys that guide users through call features and functions. A built-in
headset port and an integrated Ethernet switch are standard with these phones. The
phones also include audio controls for the full-duplex, hands-free speakerphone, handset,
and headset. Figure 3-9 shows a Cisco Unified IP Phone 7942G.

Cisco Unified IP Phones 7941 and 7961 have lighted line keys, and Cisco Unified IP
Phones 7942 and 7962, the latter of which is shown in Figure 3-10, add support for the
high-fidelity wideband codec.
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CISC0 1P PHONE
7931 G

Figure 3-9 Cisco Unified IP Phone 7942G

Note For a detailed list of features per phone model, refer to the data sheets of the Cisco
IP Phone 7900 Series products.
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Figure 3-10 Cisco Unified IP Phone 7962G

Upper-End Cisco IP Phones

Upper-end Cisco Unified IP Phones 7945, 7965, 7970, 7971, 7975, and 8961 demonstrate
the latest advances in VoIP telephony, including wideband audio support, backlit color
displays, and an integrated Gigabit Ethernet port. They address the needs of executives
and transaction-type workers with significant phone traffic, and the needs of those work-
ing with bandwidth-intensive applications on collocated PCs. Figure 3-11 shows an exam-
ple of a Cisco Unified IP Phone 7975G.

These IP phones include a large, backlit, color display for access to communication infor-
mation, and features such as date and time, calling party name, calling party number,
digits dialed, and presence information. They also accommodate XML applications that
take advantage of the display. The phones provide direct access to at least two or as
many as eight telephone lines (or combination of lines, speed dials, and direct access to
telephony features), four or five interactive softkeys that guide you through call features
and functions, and a four-way (plus Select key) navigation cluster. A hands-free speaker-
phone and handset that is designed for high-fidelity wideband audio are standard, as is a
built-in headset connection. Figure 3-12 shows two versions of the Cisco Unified 8961G
IP Phone.

Note For a detailed list of features per phone model, refer to the data sheets of the Cisco
IP Phone 7900 Series products.
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Figure 3-12 Cisco Unified IP Phone 8961G Versions

Video-Enabled Cisco IP Phones
Cisco offers a range of video-enabled Cisco IP Phones that includes the following models:

m  Cisco Unified IP Phone 7985: This is a personal desktop videophone for the Cisco
Unified Communications solution. Offering a productivity-enhancing tool that makes
instant, face-to-face communication possible, the Cisco Unified IP Phone 7985 has a
video call camera, LCD screen, speaker, keypad, and handset incorporated into one
unit, as shown in Figure 3-13.
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Figure 3-13 Cisco Unified IP Phone 7985G

Cisco Unified IP Phone 9951: This advanced collaborative media endpoint pro-
vides voice, video, applications, and accessories. Highlights include interactive video
with support from the Cisco Unified Video Camera, high-definition voice, a high-
resolution color display, Gigabit Ethernet, and a new ergonomic design and user
interface. Accessories, sold separately, include a color Cisco Unified IP Color Key
Expansion Module and the Cisco Unified Video Camera. Figure 3-14 shows an
example of this phone.

Cisco Unified IP Phone 997 1: This is an advanced collaborative media endpoint with
extended features, such as interactive multiparty video, high-resolution color touch-
screen display, and desktop Wi-Fi connectivity. Figure 3-15 shows an example.

Conference Stations

Cisco Unified IP Conference Stations include the following models:

Cisco Unified IP Conference Station 7936: This conference station combines state-
of-the-art speakerphone conferencing technologies with award-winning Cisco voice
communications technologies. The net result is a conference room phone that offers
superior voice and microphone quality, with simplified wiring and administrative cost
benefits. A full-featured, IP-based, hands-free conference station, the new Cisco
Unified IP Conference Station 7936 is designed for use on desktops, in conference
rooms, and in executive suites. Figure 3-16 shows the Cisco Unified IP Phone 7936.
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Figure 3-14 Cisco Unified IP Phone 9951

Figure 3-15 Cisco Unified IP Phone 9971
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Figure 3-16 Cisco Unified IP Phone 7936

m  Cisco Unified IP Conference Station (CS) 7937: This conference station, shown in
Figure 3-17, offers many improvements over the Cisco Unified IP Conference Station
7936, such as the following:

B Superior wideband acoustics with the support of the G.722 wideband codec
B Support for PoE or the Cisco Power Cube 3

m  Expanded room coverage of up to 30 by 40 feet (10 by 13 meters) with the
optional external microphone kit

Figure 3-17 Cisco Unified IP Conference Station 7937G
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Identifying Cisco Unified Communications Manager Express
Endpoint Requirements

Cisco IP Phones provide the following features:

CDP: Cisco IP Phones exchange Cisco Discovery Protocol (CDP) messages like al-
most all other Cisco network products. They listen to messages sent by Cisco
Catalyst switches. In this way, a Cisco Catalyst switch can indirectly configure the
LAN configuration of the phone, including the voice VLAN and Class of Service
(CoS) priority marking for traffic that is received from an attached PC. The CDP mes-
sages that are sent by the Cisco IP Phones are important when Cisco Unified Video
Advantage is used. Cisco Unified Video Advantage is a solution in which the phones
interact with video hardware and software that is installed on the PC.

DHCP: Cisco IP Phones can have a static IP configuration that is entered at the IP
phone, or use DHCP to obtain IP addresses that are assigned from a DHCP server.

MAC address—based device identification: Cisco IP Phones are identified by a
device ID, which is based on the MAC address of the IP phone. This allows the
device to be moved between subnets and simplifies DHCP configuration, because no
specific IP address is required for an individual phone.

TFTP: Cisco IP Phone configuration does not take place individually at the phone,
but is retrieved from CUCME. Cisco Unified Communications Manager Express
generates device-specific configuration files and makes them available for download
from one or more TFTP servers. Cisco IP Phones learn the IP address of the TFTP
server via DHCP, and then load the appropriate configuration file automatically as
part of their boot sequence. The phones can be powered over their Ethernet cabling
from any PoE-compliant LAN switch, such as a Cisco Catalyst switch. This elimi-
nates the need for extra power adapters and cabling on the user desk.

PC port (optional): Cisco IP Phones allow PCs to be connected to a phone’s PC port

and then share the uplink toward the switch. By using a voice VLAN feature of Cisco
Catalyst switches and Cisco IP Phones, the phone and a PC can be separated into dif-
ferent VLANSs on a single access port at a LAN switch.

Phone Startup Process

When connected to the network, a Cisco IP Phone goes through a standard startup
process consisting of several steps. Depending on your specific network configuration,
all of these steps might not occur on your Cisco IP Phone.

Figure 3-18 illustrates the first four steps of the startup process, described here:

1.

Obtaining power from the switch: The Cisco IP Phone obtains power from the
switch, if PoE is used. Alternatively, the Cisco IP Phone can be powered by wall
power or an inline power injector.
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Unified CME
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DHCP —~
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Figure 3-18 IP Phone Startup Process: Steps 1-4

2. Loading the stored phone image: The Cisco IP Phone has nonvolatile flash memory
in which the phone firmware image is stored. At startup, the phone runs a bootstrap
loader that loads the phone image from flash memory. Using this image, the phone
initializes its software and hardware.

3. Configuring voice VLAN (IP Phone): Cisco IP Phones can use 802.1Q VLAN tag-
ging to differentiate voice traffic from data traffic of a PC attached to the phone’s PC
port. The voice VLAN ID can be configured locally at the Cisco IP Phone or at the
Cisco Catalyst switch. If no voice VLAN is configured locally, the Cisco IP Phone
requests the voice VLAN ID by sending out a CDP message that includes a VoIP
VLAN Query. This message also includes the required power for the phone model
used. This allows the switch to possibly reduce the supplied power to match a Cisco
IP Phone’s real power demand.

4. Configuring voice VLAN (switch): If a voice VLAN ID is configured on the switch,
it responds to the received message and informs the Cisco IP Phone about the voice
VLAN ID by also sending out a CDP message. If no voice VLAN is configured on
the switch, it will not respond with a CDP message. In this case, the Cisco IP Phone
typically sends out two more CDP messages asking for the voice VLAN ID before it
continues the boot process. This results in longer boot times if no voice VLAN is
configured on the switch. The switchport voice vlan untagged command instructs
the switch to respond with a CDP message in order to speed up the phone boot
process.

Figure 3-19 illustrates Steps 5 and 6 of the startup process, described here:

5. Obtaining an IP address: If the Cisco IP Phone uses DHCP to obtain an IP address,
the phone queries the DHCP server to obtain an IP address. DHCP also informs the
Cisco IP Phone about how to reach the TFTP server (DHCP option 150). If DHCP is
not used in your network, a static IP address and TFTP server address must be locally
assigned to each Cisco IP Phone. If the DHCP server does not respond, the Cisco IP
Phone uses the last-used configuration stored in NVRAM.
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Unified CME
TFTP Server
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—
P e

Figure 3-19 IP Phone Startup Process: Steps 5-6

6. Requesting the configuration file: The Cisco IP Phone requests various files from
the TFTP server. The first file it tries to download is the Certificate Trust List
(CTLSEP<MAC>.tlv), which is used only if cryptographic features are enabled in
Cisco Unified Communications Manager Express. The Cisco IP Phone next requests
its individual configuration file (SEP<MAC>.cnf.xml), which is present on the TFTP
server only if the phone is already configured as an SCCP device in CUCME. If this
file is not available, the Cisco IP Phone tries to download the SIP-based configura-
tion file (SIP<MAC>.cnf).

Figure 3-20 shows Steps 7 and 8 of the startup process, described here:

Unified CME
TFTP Server

DHCP

Switch

—

Figure 3-20 P Phone Startup Process: Steps 7-8

7. Requesting the default configuration file: If the TFTP server responds with a File
not Found error message to the previous request for configuration files, the Cisco IP
Phone requests the XMLDefault.cnf.xml file. Like the individual configuration file,
this file contains a prioritized list of as many as three call processing nodes and the
Phone-Load-Version that is to be used for each phone model.

8. Checking the Phone Load: Once the Cisco IP Phone receives either the individual or
the default configuration file, it compares its local Load-Version with the one speci-
fied in the configuration file. If they are different, the phone downloads the new load
from the TFTP server and reboots.

Figure 3-21 shows Steps 9 and 10 of the startup process, described here:
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Figure 3-21 IP Phone Startup Process: Steps 9-10

9. Registering on Cisco Unified Communications Manager Express: The Cisco IP
Phone attempts to register with the highest-priority call processing node on the list.

10. Configuring Final Parameters via SCCP: If the phone is already configured as an
SCCP phone in Cisco Unified Communications Manager Express, it successfully
registers and is instructed by SCCP messages to set up the display layout. The dis-
play layout includes attributes such as directory numbers, softkey buttons, and
speed dials.

Figure 3-22 shows the last step of the startup process, described here:

Unified CME
DHCP
o~ —
. ‘ Switch
_’

Figure 3-22 P Phone Startup Process: Step 11

11. If the Cisco IP Phone is not yet configured and receives the list of call processing
nodes from the default configuration file, the following options are possible:

®  Auto Registration enabled: After the Cisco IP Phone tries to register
with a call processing node, CUCME dynamically creates an individual
configuration file for this phone and requests it to reboot. After reboot,
the phone successfully registers.

B Auto Registration disabled: Cisco Unified Communications Manager
Express will not allow registration. The Cisco IP Phone displays a
Registration Rejected message on the phone display.
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Power over Ethernet

Most Cisco IP Phone models are capable of using the following three options for power:

m  Power over Ethernet: With PoE, the phone plugs into a data jack that connects to a
switch, and a user PC in turn connects to an IP phone. With power-sourcing equip-
ment (PSE), such as Cisco Catalyst PoE-capable modular and fixed-configuration
switches, power is inserted into the Ethernet cable to power devices such as an IP
phone or IEEE 802.11 wireless access point.

m  Midspan power injection: Because some switches do not support PoE, a midspan
power source might be used instead. This midspan device sits between a LAN switch
and a powered device and inserts power on an Ethernet cable to the powered device.
A major technical difference between the midspan and inline power mechanism is
that power is delivered on the spare pairs (pins 4, 5, 7, and 8). An example of
midspan PSE is a Cisco Unified IP Phone Power Injector.

Note More information about the Cisco Unified IP Phone Power Injector can be found in
the document Cisco Unified IP Phone Power Injector at
www.cisco.com/en/US/partner/products/ps6951/index.html.(Requires login with appro-
priate credentials.)

m  Wall power: Wall power needs a DC converter for connecting the Cisco IP Phone to a
wall outlet.

Note An external power supply for a Cisco IP Phone is ordered separately from the
phone itself.

Two PoE Technologies

Cisco equipment supports the following two types of inline power delivery:

m  Cisco original implementation of PoE: Cisco was the first to develop PoE. The origi-
nal Cisco prestandard implementation supports the following features:

m  Provides —-48VDC at up to 6.3 to 7.7 W per port over data pins 1, 2, 3, and 6.
m  Supports most Cisco devices (IP Phones and wireless access points).

B Uses a Cisco-proprietary method to determine if an attached device requires
power. Power is delivered only to devices that require power.

m  802.3af PoE: Since the first deployment of PoE, Cisco has been driving the evolu-
tion of this technology toward standardization by working with the IEEE and mem-
ber vendors to create a standards-based means of providing power from an Ethernet
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switch port. The 802.3af committee has ratified this capability. The 802.3af standard
supports the following features:

m  Specifies ~48VDC at up to 15.4 W per port over data pins 1, 2, 3, and 6 or the
spare pins 4, 5, 7, and 8 (a PSE can use one or the other, but not both). Cisco
Catalyst generally provides 802.3af PoE using the data pins.

m  Enables a new range of Ethernet-powered devices that consume additional power.

m  Standardizes the method of determining whether an attached device requires
power. Power is delivered only to devices that require power. This type has sev-
eral optional elements, such as power classification, where powered devices can
optionally support a signature that defines their maximum power requirement.
PSE that supports power classification reads this signature and budgets the cor-
rect amount of power per powered device, which will likely be significantly less
than the maximum allowed power.

Without power classification defined, the switch reserves the full 15.4 W of power for
every device. This behavior might result in oversubscription of the available power sup-
plies. So, that some devices might not be powered even though there is sufficient power
available.

Power classification defines these five classes:

m O (default): 15.4 W reserved

B 1:4W
m 2:7W
m 3:154W

B 4:Reserved for future expansion

All Cisco 802.3af—compliant switches support power classification.

The Cisco Power Calculator is an online tool that enables you to calculate the power sup-
ply requirements for a specific PoE configuration. The Cisco Power Calculator is available
to registered Cisco.com users at http://tools.cisco.com/cpc/LU.cpc.
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Cisco Prestandard Device Detection

When a switch port that is configured for inline power detects a connected device, the
switch sends an Ethernet Fast Link Pulse (FLP) to the device, as illustrated in Figure 3-23.
The Cisco IP Phone loops the FLP back to the switch to indicate its inline power capabili-
ty. The switch then delivers —48VDC PoE (inline) power to the phone or other endpoint.

Cisco Prestandard
Implementation
Powered Device Port

Figure 3-23 Cisco Prestandard Device Detection

IEEE 802.3af Device Detection

The Cisco Catalyst switch detects a powered device by applying a voltage in the range of
—-2.8V to =10V on the cable and then looks for a 25-kOhm signature resistor, as depicted
in Figure 3-24. Compliant powered devices must support this resistance method. If the
appropriate resistance is found, the Cisco Catalyst switch delivers power.

IEEE 802.3af
IEEE 802.3af PSE Powered Device

Figure 3-24 [EEE 802.3af Device Detection

Cisco Catalyst Switch: Configuring PoE

Use the power inline command in interface configuration mode to enable inline power
for a specific interface. The powered device-discovery algorithm is operational in the
auto mode. The powered device-discovery algorithm is disabled in the never mode.
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Other modes exist for allocating power, depending on the version of Cisco IOS
Software—for example, the ability to allocate power on a per-port basis with the
allocation milliwart mode.

Router(config-if)#power inline {auto | never}

Note The Cisco Catalyst 6500 Series Switches can run either Cisco Catalyst operating
system software or native Cisco IOS Software if the switch supervisor engine has a
Multilayer Switch Feature Card (MSFC). Otherwise, these switches can run only Cisco
Catalyst software. The Cisco Catalyst 4500 and 4000 Series Switches can also run Cisco
Catalyst software or native Cisco I0S Software, depending on the supervisor engine.
Generally, late edition supervisor engines run native Cisco IOS Software; however, the
product documentation should be checked to determine the supervisor engine and the
operating system that is supported on a specific model.

Use the show power inline command to display a view of the power that is allocated on
Cisco Catalyst switches. Sample output is provided in Example 3-1. The switch shows the
default allocated power as 10 W in addition to the inline power status of every port.

Example 3-1 show power inline Command

Switch#show power inline

Interface Admin Oper Power ( mwWatt ) Device
FastEthernet9/1 auto on 6300 Cisco 6500 IP Phone
FastEthernet9/2 auto on 6300 Cisco 6500 IP Phone
FastEthernet9/3 auto off 0 n/a

VLAN Infrastructure

Many models of Cisco IP Phones contain an integrated three-port 100/1000 switch. The
ports provide dedicated connections to these devices:

m  Port 0 is an internal 100/1000 interface that carries the Cisco IP Phone traffic.
m  Port 1 connects to a PC or other device.

m  Port 2 connects to the access switch or other network devices. Inline power can be
obtained at port 2.

The voice VLAN feature allows voice traffic from an attached IP phone and data traffic
from a daisy-chained PC to be transmitted on different VLANS. This capability provides
flexibility and simplicity in IP address allocation and the prioritization of voice over data.
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If CDP is enabled on the switch port, a switch instructs an attached Cisco IP Phone to
treat the Layer 2 CoS priority value of the attached PC in one of the following ways
(based on the extended priority that is configured on the switch port):

m  Trusted: The Cisco IP Phone allows the PC to send IEEE 802.3 frames (with no CoS
priority value) as well as IEEE 802.1p frames with any CoS priority value.

m  Untrusted (default): The Cisco IP Phone changes the CoS priority value to 0 if the
PC uses 802.1p.

m  Configured CoS priority level: The Cisco IP Phone sets an 802.1p header with a CoS
priority value of x if the PC uses 802.1p with a different CoS priority level than x, or
if the PC did not use 802.1p at all but sent 802.3 frames.

The traffic that a Cisco IP Phone sends is trusted. It can be one of the following:

m  802.1Q: In the voice VLAN, tagged with a Layer 2 CoS priority value
m  802.1p: In the access VLAN, tagged with a Layer 2 CoS priority value
m  Untagged: In the access VLAN, untagged with no Layer 2 CoS priority value

If CDP is enabled on the switch port, a switch instructs the Cisco IP Phone to use one of
the three listed options, based on the voice vlan command.

Voice VLAN Support

There are various methods of configuring a Cisco Catalyst switch to support voice traffic,
including the following:

m  Single-VLAN access port
m  Multi-VLAN access port

m  Trunk port
Various factors have to be considered, including the following:

m  Security

m  Cisco IP Phones/other IP phones/IP softphones (IP softphone is used here as a gener-
ic term for all software-based IP phones that are installed on a workstation)

B Spanning tree

m QoS

Single-VLAN Access Port

A single-VLAN access port, as illustrated in Figure 3-25, is the default state when an IP
phone is connected to an unconfigured Cisco Catalyst switch. It is typically used for IP
phones other than Cisco, IP softphones, or when Cisco IP Phones or other Cisco voice
devices do not support PCs to be connected to them.
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Access Port
1 Untagged or 802.1p

—
s

Untagged

Figure 3-25 Single-VLAN Access Port

When using the port for such a device, the access VLAN ID should be the ID of the
voice VLAN (that is, the VLAN containing the phones). If a softphone is used on a PC,
the device itself (that is, the PC) cannot be in different VLANs per application (phone
software versus data applications). Therefore, the access port is usually configured for the
data VLAN, and the IP address (or subnet) of the PC is allowed to access VLANs with
voice devices.

If a Cisco IP Phone has a PC attached, it is not recommended to put both into the same
VLAN, because voice and data services should be separated.

Features of a single-VLAN access port include the following:

m It can be configured as a secure port.

m It allows physical separation of voice and data traffic using different physical ports.
m It works with both Cisco IP Phones and other IP phones.

m  The IP phone can use 802.1p (with VLAN ID set to 0) for CoS.

Switches other than Cisco switches are typically configured in this way, because they do
not usually support the voice VLAN feature.

Multi-VLAN Access Port

All Cisco Catalyst switches support multi-VLAN access ports, as shown in Figure 3-26.
All data devices typically reside on data VLANSs in the traditional switched scenario. A
separate voice VLAN might be needed when combining the voice network into the
data network.

Access Port
1 Tagged 802.1Q

—
—

Untagged

Figure 3-26 Multi-VLAN Access Port

The placement of nondata devices, such as IP phones, in a voice VLAN makes it easier for
customers to automate the process of deploying IP phones. IP phones boot and reside in
a voice VLAN if a switch is configured to support them, just as data devices boot and
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reside in an access (data) VLAN. An IP phone communicates with a switch via CDP when
it powers up. The switch provides the IP phone with an appropriate VLAN ID.

You can implement multiple VLANSs on the same port by configuring an access port. A
tagging mechanism distinguishes among VLANs on the same port. 802.1Q is the IEEE
standard for tagging frames with a VLAN ID number. An IP phone sends tagged 802.1Q
frames. A PC sends untagged frames, and a switch puts the frame into the configured
access VLAN. When the switch receives a frame, from the network, that is destined for
the PC, it removes the access VLAN tag before forwarding the untagged frame to the PC.

The following are some advantages of implementing dual VLANSs:

m A multi-VLAN access port can be configured as a secure port.
m A voice VLAN ID is discovered using CDP, or it is configured on the IP phone.

®  Dual VLANSs allow for the scalability of a network, from an addressing perspective.
IP subnets usually have more than 50 percent (often more than 80 percent) of their IP
addresses allocated. A separate VLAN (separate IP subnet) to carry voice traffic
allows the introduction of many new devices, such as IP phones, into a network
without extensive modifications to the IP addressing scheme.

m  Dual VLANS allow for the logical separation of data and voice traffic, which allows a
network to process these two traffic types individually.

m  Implementing dual VLANS allows you to connect two devices that are in different
VLAN:S to a single switch port.

Trunk Port

Rather than a dual-VLAN access port, you can use a trunk port for connecting a switch to
an IP phone, as depicted in Figure 3-27. Because a Cisco Catalyst switch supports multi-
VLAN access ports, a trunk port is not commonly used to connect a switch to a Cisco IP
Phone. However, a trunk port can also be a way to connect a Cisco IP Phone to a switch
other than a Cisco switch. Some of the first Cisco switches supported voice VLAN fea-
tures, allowing the voice VLAN ID to be used by a phone via CDP only on trunk ports.

Trunk Port
1 Tagged 802.1Q

—
—

Untagged (Native VLAN)

Figure 3-27 Trunk Port

When an 802.1Q trunk port is used, frames of the native VLAN are always transmitted
untagged and should be received untagged. In other words, a PC, which usually does not
send 802.1Q frames but rather untagged Ethernet frames, is part of the native VLAN,
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while a Cisco IP Phone tags its frames with 802.1Q. However, a PC could send and
receive tagged frames and thus access all VLANSs that are configured in the switch.

Some of the considerations when implementing a trunk port to support Cisco IP Phones

are as follows:

m  Onsome end of life (EOL) Cisco Catalyst switches, PortFast cannot be enabled on a
trunk port.

m  The port cannot be configured as a secure port.

m  The PC can access all VLANS if it supports 802.1Q.

Ethernet Frame Types Generated by Cisco IP Phones

Based on the switch port configuration that is used to connect a Cisco IP Phone, the fol-
lowing Ethernet frame types, as shown in Figure 3-28, are present:

B Single-VLAN access port: If the switch port is configured as a single-VLAN access
port only, standard Ethernet V2 frames will be generated by a Cisco IP Phone and a
Cisco Catalyst switch for voice traffic. There is no VLAN ID nor CoS information pres-
ent within the transmitted frames. CoS classification can be configured on the switch.

B Multi-VLAN access port and trunk port: Both port types will cause a Cisco IP
Phone and a Cisco Catalyst switch to generate standard-based 802.1Q frames to tag
voice VLAN traffic accordingly. Because 802.1Q includes 802.1p, CoS markings are
included in these frame types.

Single VLAN Destination MAC Source MAC Ethertype
Access Port 6B 6B 2B
Destination MAC Source MAC 802.1Q Ethertype
6B 6B 4B 2B
Multi-VLAN TPID 802.1p
Access Port 16 b 3b
Trunk Port 0x 8100 0-7
Destination MAC Source MAC 802.1Q Ethertype
6B 6B 4B 2B
Single VLAN TPID 802.1p TPID = Tag Protocol Identifier
802‘:1‘:9;3 P:"t w':!‘ 16b 3b CFl = Canonical Format Identifier
.1p Contiguration F =F heck
0x8100 07 CS = Frame Check Sequence

Figure 3-28 Erbernet Frame Types Generated by Cisco IP Phones
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If the switch port is configured as a multi-VLAN access port, only voice
VLAN-tagged frames and untagged frames (native VLAN for data traffic) are pres-
ent. In a trunk port configuration, tagged frames for other VLANs that might be
configured on the switch will also be sent out on the switch port. This can be pre-
vented by specifying allowed VLANS.

m  Single-VLAN access port with 802.1p configuration: In a single-VLAN access port
with additional 802.1p CoS configuration, standard 802.1Q framing will be used. The
difference between the framing of a multi-VLAN access port or a trunk port and a
single-VLAN access port with 802.1p configuration is that the latter will always use 0
for the VLAN ID.

Blocking PC VLAN Access at IP Phones

When a PC is connected to an IP phone, as shown in Figure 3-29, there are two primary
security issues:

m  If the switch port is configured as a trunk, the PC has access to all VLANS.

m If the switch port is configured as an access port, the PC has access to the voice VLAN.

The reason for this is that, by default, an IP phone forwards all frames that are received
from a switch to a PC and vice versa. You can configure Cisco IP Phones to block access
by the PC to the voice VLAN. If configured, the IP phone will not forward frames that
are tagged with the voice VLAN ID. This configuration solves PC VLAN access issues
with dual-VLAN access ports, because the PC is limited to using the access VLAN
(untagged frames).

Tagged 802.1Q
(Voice VLAN 10)

— —
P

Untagged (Access VLAN 20)

Figure 3-29 Blocking PC VLAN Access at IP Phones

Limiting VLANSs on Trunk Ports at the Switch
Trunk ports on Cisco Catalyst switches should be configured to allow only the necessary

VLANS. In a Cisco IP Phone with an attached PC, these VLANS are the voice VLAN and
the native VLAN. Denying all other VLANSs provides the following advantages:

B Increased security: It is a best practice to allow on a switch port only those VLANs
that are used by the connecting end devices. Access to voice VLANs can be pre-
vented only by IP phone configuration but is supported on all IP phone models with
PC ports.

m Increased performance: Reducing the number of VLANs cuts down unnecessary
broadcast traffic.
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m Increased stability: Limiting the number of VLANSs also minimizes potential
Spanning Tree Protocol (STP) issues and increases network stability.

Configuring Voice VLAN in Access Ports Using Cisco I0S Software

Example 3-2 shows the configuration of a single-VLAN access port. The switch is config-
ured to transmit CDP frames to enable a Cisco IP Phone to transmit voice traffic in
802.1p frames that are tagged with VLAN ID 0 and a Layer 2 CoS value. The switch puts
the 802.1p voice traffic into the configured access VLAN, VLAN 261, which is used for
voice traffic.

Example 3-2 Single-VLAN Access Port

Switch(config)#interface FastEthernet0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport voice vlan dotip
Switch(config-if)#switchport access vlan 261

Example 3-3 shows a multi-VLAN access port configuration in which the voice traffic is
sent to VLAN 261, and the data is using the access VLAN 262.

Example 3-3 Multi-VLAN Access Port

Switch(config)#interface FastEthernet0/1
Switch (config-if)#switchport mode access
Switch (config-if)#switchport voice vlan 261
Switch (config-if)#switchport access vlan 262

Note The multi-VLAN access port is the recommended configuration for Cisco IP
Phones that have a PC port.

The Cisco Catalyst switch voice interface commands used in Example 3-3 are detailed in
Table 3-4.

Configuring Trunk Ports Using Cisco I0S Software

Use the commands shown in Example 3-4 to configure the trunk interface of a switch.
In the example, VLAN 261 is used for voice traffic; VLAN 262, which is also the
native VLAN, is used for data traffic. All other VLANSs are blocked from the trunk
interface.
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Table 3-4 Cisco Catalyst Switch Voice Interface Commands for Access Ports

Command

Description

switchport mode access

Configures the switch port to be an access (nontrunking) port.

spanning-tree portfast

Causes a port to enter the spanning-tree forwarding state immedi-
ately, bypassing the listening and learning states. You can use
PortFast on switch ports that are connected to a single worksta-
tion or server (as opposed to another switch or network device) to
allow those devices to connect to the network immediately. This
command is automatically added to the interface’s configuration
after you specify a voice VLAN.

switchport access vlan
data_VLAN _ID

Configures the interface as a static access port with the access
VLAN ID (262 in this example); the range is 1-4094.

switchport voice vlan
{voice_vlan_ID | dotlp |
none | untagged}

When configuring the way in which the Cisco IP Phone transmits

voice traffic, note the following syntax information:

« Enter a voice VLAN ID to send CDP v2 packets that configure
the Cisco IP Phone to transmit voice traffic in 802.1Q frames
that are tagged with the voice VLAN ID and a Layer 2 CoS
value (the default is 5). Valid VLAN IDs are from 1 to 4094.
The switch puts the 802.1Q voice traffic into the voice VLAN.

 Enter the dotlp keyword to send CDP v2 packets that config-
ure a Cisco IP Phone to transmit voice traffic in 802.1p frames
that are tagged with VLAN ID 0 and a Layer 2 CoS value (the
default is 5 for voice traffic and 3 for voice control traffic). The
switch puts the 802.1p voice traffic into an access VLAN.

 Enter the untagged keyword to send CDP v2 packets that con-
figure a Cisco IP Phone to transmit untagged voice traffic. The
switch puts the untagged voice traffic into the access VLAN.

« Enter the none keyword to allow a Cisco IP Phone to use its
own configuration and transmit untagged voice traffic. The
switch puts the untagged voice traffic into the access VLAN.

Example 3-4 Configuring Trunk Ports Using Cisco 10S Software

Switch(config)#interface FastEthernet0/1
Switch(config-if)#switchport trunk encapsulation dotiq
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk native vlan 262
Switch(config-if)#switchport voice vlan 261
Switch(config-if)#spanning-tree portfast trunk
Switch(config-if)#switchport trunk allowed vlan261,262
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Note The native VLAN does not have to be explicitly permitted in the allowed VLAN list.

The Cisco Catalyst switch voice interface commands used in Example 3-4 are detailed in
Table 3-5.

Table 3-5 Cisco Catalyst Switch Voice Interface Commands for Trunk Ports

Command Description

switchport mode trunk Configures a switch port to be a trunk port.
switchport trunk Configures a switch port trunk encapsulation to 802.1Q
encapsulation dotlq instead of leaving it as autodetect.

switchport trunk native vlan ~ Configures an interface’s native VLAN. When you use an

VLAN-ID 802.1Q trunk port, all frames are tagged except those on the
VLAN that are configured as the native VLAN for the port.
Frames on the native VLAN are always transmitted untagged
and are normally received untagged.

spanning-tree portfast trunk  Causes a trunk port to transition to the Spanning Tree
Protocol active state almost immediately, bypassing the lis-
tening and learning states. You can use the portfast com-
mand on switch ports that are connected to a single worksta-
tion or server (as opposed to another switch or network
device) to allow those devices to connect to the network
immediately.

switchport trunk allowed vlan Specifies the VLANs allowed on a trunk port.
VLAN-ID

Verifying Voice VLAN Configuration

You can verify voice VLAN configuration on Cisco Catalyst switches using the show
interface interface_id switchport command.

Example 3-5 shows that interface Fa0/4 is configured as an access port with access VLAN
262 and voice VLAN 261. Also, this port is using the default native VLAN ID of 1.

Example 3-5 Verifying Voice VLAN Configuration

Switch#show interfaces fa®/4 switchport
Name: Fa0/4

Switchport: Enabled

Administrative Mode: static access
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Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 262 (VLAN0262)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: 261 (VLANO261)

IP Addressing and DHCP

Cisco IP Phones require network IP addresses. The IP addresses assigned to the phones
should be assigned from separate subnets for easier manageability and security, as shown
in Figure 3-30.

recommended for
— manageability and
security reasons.

U 10.11.0.11 Separate IP prefix

Cisco Unified

10.111.0.11 IP Phone
uses Separate

logical network.

= Cisco Unified IP Phone and PC
are on the same physical switch port.

Figure 3-30 Voice Segment Addressing

In most scenarios, the following guidelines should be followed when deploying IP
addresses:

m  Existing IP address subnets should be used for data devices (PCs, workstations,
Servers).

m  DHCP should be used to assign IP addresses to Cisco IP Phones.

m  Separate IP subnets should be used for phones, if available in the existing address
space.

B Private address space (defined in RFC 1918), such as the 10.0.0.0 network, can be
used for the voice VLAN if other subnets are not available.

Several actions might be required when configuring DHCP. These actions include the
configuration of a DHCP pool (along with various DHCP parameters), the configuration
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of an IEEE 802.1Q trunk (to support a router-on-a-stick topology), and configuring
DHCP relay (to allow a DHCPDISCOVERY broadcast to cross a router boundary).

DHCP Parameters

When DHCP is used to dynamically assign IP parameters to a Cisco IP Phone, a DHCP
server can be implemented either on CUCME, another Cisco 10S router, or any DHCP
server in the network. The DHCP scope must include a range of IP addresses with the
subnet mask, the default gateway, and the address(es) of the TFTP server(s), which are
carried using option 150 (for IP addresses) or option 66 (for DNS names). Optionally, the
DHCP scope can also specify the DNS server addresses.

The following messages are involved in a DHCP exchange:

m  DHCPDISCOVER: By default, a Cisco IP Phone (DHCP client) sends a DHCPDIS-
COVER request to the 255.255.255.255 broadcast address on the acquired voice
VLAN.

m  DHCPOFFER: A server assigns a free IP address with the remaining required param-
eters for the scope. An offer is sent to the DHCP client (the phone) using the broad-
cast address 255.255.255.255.

m  DHCP Settings Initialized: The phone takes the values, received from the DHCP
response, and applies them to the IP stack of the IP phone, and then sends a
Gratuitous ARP to normalize the ARP cache for other devices on the network.

m  Configuration Requested From TFTP server: The phone uses the value, typically re-
ceived in option 150, to retrieve a configuration file from the TFTP server. The Cisco
Unified Communications Manager Express router is typically the TFTP server, al-
though an external TFTP server can be used alternatively.

Router Configuration with an IEEE 802.1Q Trunk

Figure 3-31 illustrates a Cisco IOS router that acts as DHCP server and has an interface
that is configured for 802.1Q trunking necessary to support voice and data VLANSs. The
DHCP server is configured with two scopes: for the phone subnet (Phones) and for the
PC subnet (data). The Phones scope uses the command option 150 ip 10.111.0.1 to indi-
cate the TFTP server IP address. In this example, the TFTP server address is a local inter-
face address, which is common for CUCME deployments. DHCP, TFTP, and Cisco
Unified Communications Manager Express could either run on the same Cisco I0S
router or be distributed. The router has two interfaces that correspond to the 802.1Q tags
of the voice and data VLANs.

www.it-ebooks.info


http://www.it-ebooks.info/

336 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

802.1Q
A 802.1Q Trunk (Voice VLAN 111)
e
s (VLAN 11,111) —_—
l: = Fast 0/0 ! Ef

ip dhcp excluded-address 10.11.0.1 10.11.0.10 Untagged 802.3 (Native VLAN 11)
ip dhcp excluded-address 10.111.0.1 10.111.0.10
ip dhcp pool Data
network 10.11.0.0 255.255.255.0
default-router 10.11.0.1
dns-server 10.9.9.8 10.9.9.9
ip dhcp pool Phones
network 10.111.0.0 255.255.255.0
default-router 10.111.0.1
option 150 ip 10.111.0.1
dns-server 10.9.9.8 10.9.9.9
interface FastEthernet0/0
no ip address
interface FastEthernet0/0.11
encapsulation dotlqg 11
ip address 10.11.0.1 255.255.255.0
interface FastEthernet0/0.111
encapsulation dotlg 111
ip address 10.111.0.1 255.255.255.0

Figure 3-31 Router Configuration with an IEEE 802.1Q Trunk

Router Configuration with Cisco EtherSwitch Network Module

Figure 3-32 shows a router with an installed Cisco EtherSwitch module. With integrated
switch components on the router, Layer 3 interfaces are defined using the interface vlan
command. The VLANS are then applied to the physical ports using the switchport com-
mand, because they are used on Cisco I0S switches. The DHCP configuration is omitted,
because it is identical to the previous example.

Tagged 802.1Q (Voice VLAN 111)

Fast 1/1 ’
Untagged 802.3 (Native VLAN 11) * =

interface FastEthernetl/1
switchport access vlan 11
switchport voice vlan 111
spanning-tree portfast
1
interface Vlanll
ip address 10.11.0.1 255.255.255.0
1
interface Vlanlll
ip address 10.111.0.1 255.255.255.0

Figure 3-32 Router Configuration with an IEEE 802.1Q Trunk
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DHCP Relay Configuration

The DHCP relay agent is a device that relays DHCP messages between clients and servers
on different IP networks. It is a Cisco IOS router that “listens” to DHCP client messages
being broadcast on the subnet and relays them to the configured DHCP server. The
DHCP server then sends responses using the DHCP relay agent back to the DHCP client.
The DHCP relay agent saves the administrator the effort of installing and running a
DHCP server on each subnet.

Figure 3-33 shows a Cisco 10S router that has the voice and data VLANSs directly
attached to it. It acts as the DHCP relay agent for the voice and data subnets and has the
ip helper-address command configured on the respective voice and data interfaces. The
ip helper-address command points to the DHCP server and is necessary to convert the
DHCP broadcasts to unicasts sent to a DHCP server. The DHCP server has pools that are
configured for two subnets (voice and data).

DHCP Server

10411 802.1Q Trunk Tagged 802.1Q

(VLAN 11,111) (Voice VLAN 111)

P —
interface FastEthernet0/0 Untagged 802.3 (Native VLAN 11)

no ip address

interface FastEthernet 0/0.11
encapsulation dotlqg 11

ip address 10.11.0.1 255.255.255.0
ip helper-address 10.1.1.1
interface FastEthernet 0/0.111
encapsulation dotlg 111

ip address 10.111.0.1 255.255.255.0
ip helper-address 10.1.1.1

Figure 3-33 DHCP Relay Configuration

Network Time Protocol

The time clock should be synchronized in all components of the Cisco Unified
Communications network. Time accuracy is needed for a number of aspects, such as the
following:

m  Phone display: Cisco IP Phones display the time as it is received from Cisco Unified
Communications Manager Express.

m  Call lists: Cisco IP Phones list the missed, received, and placed calls, including the
time that the call occurred.

m  Voice mail: Voice-mail systems provide the time when the message was left.

m  Reporting and troubleshooting: Reporting data is typically collected on central sys-
tems that order the information based on the time that an event is received. Such
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data is marked with time stamps for future use. The time stamps must be reliable and
accurate for effective troubleshooting and monitoring.

m  Billing: Call Detail Records (CDR) are used to report information about the calls. This
data can be sent to billing applications.

NTP is a widespread Internet Engineering Task Force (IETF) standard that supports a hier-
archy of clock sources that vary in the level of trust. Trusted servers are typically highly
available systems that are equipped with extremely reliable clocks, such as atomic
sources. NTP is strongly recommended to be used instead of the internal router clock,
which can drift. NTP synchronizes the Cisco Unified Communications Manager Express
router to a single clock on the network, known as the master clock.

Figure 3-34 shows the CUCME router in the Pacific Standard time zone with daylight
saving time turned on. The router is set to synchronize its system time to the external
time servers 10.1.1.1 and 10.2.2.2, while the former server is the preferred NTP source.

Cisco Unified IP Phone time Cisco Unified Communications
comes from the Cisco Unified Manager Express receives time
Communications Manager Express. from the NTP servers. NTP
Servers
|

10.1.1.1
10.2.2.2 —

clock timezone PST -8

clock summer-time zone PST recurring first sunday march 02:00 last sunday october 03:00
ntp server 10.1.1.1 prefer

ntp server 10.2.2.2

Figure 3-34 NTP Configuration Example

Endpoint Firmware and Configuration

The TFTP server has device-specific and generic configuration files. A configuration file
includes parameters for connecting to Cisco Unified Communications Manager Express
and information about which image load a phone should be running.

As shown in Figure 3-35, the phone first requests the CTLSEP<MACs.tlv file that con-
tains a certificate trust list not covered in this course. Then it requests its MAC-address-
specific SCCP/SIP configuration file: first SEP<MAC>.cnf.xml and then SIP<MACs>.cnf.
If the TFTP server does not respond, the IP phone falls back to the last-used configura-
tion stored in NVRAM. If the phone is new, this file will not be found, because the
phone is not currently configured in the CUCME database. In that case, the TFTP server
responds without providing the device-specific configuration file. The phone then
requests the generic XMLDefault.cnf.xml file.
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TFTP Request for CTLSEP<MAC>.tlv —\Z

T~
TFTP Request for SEP<MAC>.cnf.xml (SCCP Configuration File) |\r<%g

-, E
TFTP Request for SIP<MAC>.cnf (SIP Configuration File)

A: Response with File, B: No Response, C: Response with No File

1

1

1

1

Obtaining If C: TFTP Request for XMLDefault.cnf.xml :
Configuration 1

File If C: TFTP Response with XMLDefault.cnf.xml :

1

Phone Checks TFTP Request for Firmware .
Current Firmware — !
and Downloads TFTP Response with Firmware '

if Different

Figure 3-35 Downloading Phone Configuration

The phone requests the .loads file, if one was specified in the configuration file (specific
or default), to see what image the phone should be running. If the .loads file specifies an
image that is different from the image that is stored in the phone NVRAM, the phone
attempts to obtain the new image from a TFTP server. If an image is downloaded and ver-
ified successfully, the phone reboots to load the new image and then to register to the
primary Cisco Unified Communications Express system.

Downloading Firmware

The tftp-server location:filename command allows the file, specified using the location
and filename parameters, to be downloaded using TFTP. For Cisco Unified
Communications Manager Express, you must configure the firmware files that will be
downloaded by endpoints to be available through TFTP.

Example 3-6 shows how to configure the TFTP service for the files belonging to the SIP
firmware package of Cisco Unified IP Phones 7945 and 7965 version 9.0.

Example 3-6 Making Firmware Files Available from Flash via TFTP

Router(config)#tftp-server flash:apps45.9-0-2ES2.shn
Router(config)#tftp-server flash:cnu45.9-0-2ES2.shn
Router(config)#tftp-server flash:cvm45sip.9-0-2ES2.sbhn
Router(config)#tftp-server flash:dsp45.9-0-2ES2.sbhn
Router(config)#tftp-server flash:jar45sip.9-0-2ES2.sbhn
Router(config)#tftp-server flash:SIP45.9-0-2SR1S.1loads
Router(config)#tftp-server flash:term45.default.loads
Router(config)#tftp-server flash:term65.default.loads
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Firmware Images

Firmware images are implemented as file bundles that contain multiple images for various
components of the Cisco IP Phone. The firmware package includes the .loads loader file
that describes the components of the bundle. This file is downloaded by the phone first
and it tells the phone which files should be requested from the TFTP server. The phone
learns the name of the appropriate .loads file from the configuration file. The configura-
tion file obtains the information from the configured load command. The load command
references the appropriate .loads file.

Following are a few examples of firmware packages:

B cmterm-7945 7965-sip.9-0-2SR1 (SIP, 7945/65, v9.0)
B cmterm-7945 7965-sccp.9-0-2SR1 (SCCP, 7945/65, v9.0).

Setting Up Cisco Unified Communications Manager Express in an
SCCP Environment

Setting up a Cisco Unified Communications Manager Express system manually involves
using the CLI. This type of setup enables you to leverage existing knowledge of Cisco
I0S Software to implement Cisco Unified Communications Manager Express functions.
You can view, back up, and restore the configuration using a simple text file. Manual
setup can save time and effort when you use it for multisite deployments, because you
change only the settings that are different on each site.

The telephony-service command enters the configuration mode for systemwide parame-
ters for SCCP IP phones in CUCME.

Router(config)#telephony-service

The protocol mode command is used to configure SCCP phones in IPv4-only, IPv6-only,
or dual-stack mode. For dual-stack mode, the user can configure the preferred family,
IPv4 or IPv6. For a specific mode, the user is free to configure any address and the sys-
tem will not hide or restrict any commands on the router. On a per-call basis, and based
on the configured mode, SCCP phones choose the right address for communication.

Router(config-telephony)#protocol mode {ipv4 | ipv6 | dual-stack [preference {ipv4
| ipv6}]1}

For example, if the DNS reply has both IPv4 and IPv6 addresses and the configured
mode is [Pv6-only (or IPv4-only), the system discards all IPv4 (or IPv6) addresses and
tries the IPv6 (or IPv4) addresses in the order in which they were received in the DNS
reply. If the configured mode is dual-stack, the system first tries the addresses of the pre-
ferred family in the order in which they were received in the DNS reply. If all the address-
es fail, the system tries addresses of the other family.
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Configuring Source IP Address and Firmware Association

The ip source-address command enables a router to receive messages from Cisco IP
Phones through the specified IP address and port. A Cisco Unified Communications
Manager Express router cannot communicate with Cisco Unified Communications
Manager Express phones if the IP address of the port to which they attempt to attach is
not configured. The Cisco Unified Communications Manager Express router can receive
messages from IPv6-enabled or IPv4-enabled IP phones or from phones in dual-stack
(both IPv6 and IPv4) mode. The default SCCP port is 2000. The configured IP address
might or might not be the same as the TFTP server address. The secondary option allows
the configuration of the second CUCME router with which phones can register if the pri-
mary Cisco Unified Communications Manager Express router fails. The strict-match key-
word instructs the router to reject IP phone registration attempts if the IP server address
used by the phone does not match the source address.
Router(config-telephony)#ip source-address {ipv4 address | ipv6_address} port]
[secondary {ipv4 address | ipv6_address} [rehome seconds]] [any-match | strict-
match]

The load command updates the Cisco Unified Communications Manager Express config-
uration file for the specified type of Cisco IP Phone to add the name of the firmware file
to be loaded by a particular phone type. The firmware filename also provides the version
number for the phone firmware that is in the file. A separate load command is needed for
each type of phone.

Router(config-telephony)#load model firmware-file

The following list shows the supported phone models for which you can use the load
command:

B 7902: Cisco Unified IP Phone 7902G model

B 7905: Cisco Unified IP Phone 7905G model

B 7906: Cisco Unified IP Phone 7906G model

B 7910: Cisco Unified IP Phone 7910G+SW model

®  7911: Cisco Unified IP Phone 7911G model

B 7912: Cisco Unified IP Phone 7912G model

m  7914: Cisco Unified IP Phone 7914 Expansion Module
B 7920: Cisco Unified Wireless IP Phone 7920 model

B 7921: Cisco Unified Wireless IP Phone 7921G model

®  7931: Cisco Unified IP Phone 7931G model

®  7935: Cisco Unified IP Conference Station 7935 model
B 7936: Cisco Unified IP Conference Station 7936 model
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B 7960-7940: Cisco Unified 7960G and 7940G models
B 7941: Cisco Unified IP Phone 7941G model

B 7941GE: Cisco Unified IP Phone 7941G-GE model

B 7942: Cisco Unified IP Phone 7942G model

B 7945: Cisco Unified IP Phone 7945G model

B 7961: Cisco Unified IP Phone 7961G model

B 7961GE: Cisco Unified IP Phone 7961G-GE model

B 7962: Cisco Unified IP Phone 7962G model

B 7965: Cisco Unified IP Phone 7965G model

m  7970: Cisco Unified IP Phone 7970G model

m  7971G-GE: Cisco Unified IP Phone 7971G-GE model
B 7975: Cisco Unified IP Phone 7975G model

m  7985: Cisco Unified Video IP Phone 7985G model

B ATA: Cisco ATA 186 and 188 Analog Telephone Adapters

Note Do not use the file suffix when using the load command.

Enabling SCCP Endpoints

An SCCP endpoint is defined within CUCME as an ephone (that is, the CUCME entity
representing an Ethernet phone). The maximum number of ephones depends on the hard-
ware platform of Cisco Unified Communications Manager Express. The max-ephones
command is set to 0 by default to conserve system memory. If you set this value above
the required number of directory numbers, the router reserves system memory that it
could use for other functions. Use the max-ephone ? command in telephony-service con-
figuration mode to determine the maximum number of ephones supported by the hard-
ware. Set the value within the range that complies with the license.

Router(config-telephony)#max-ephones maximum-ephones

Before any directory numbers can be created for SCCP endpoints, the max-dn command
must be configured in the telephony-service configuration mode. The maximum number
of directory numbers depends on the hardware platform of Cisco Unified
Communications Manager Express.

Router(config-telephony)#max-dn maximum-ephone-dns

The max-dn command is set to 0 by default to conserve system memory. If this value is
set above the required number of directory numbers, the router reserves system memory
that it could use for other functions.
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The command max-dn ? helps to determine the maximum allowed number of ephone-
dns (that is, CUCME entities representing directory numbers of ephones) that the hard-
ware supports. As with ephones, you should set the maximum value of ephone-dns with-
in the range that complies with the license.

Locale Parameters

You can customize the CUCME system with the local language used on the Cisco IP
Phone display, as well as the call progress indicators and ring cadence that the phone
uses. This customization allows users to hear and interact with the system using the lan-
guage and audible cues familiar to them.

You can set the language that the phone displays and the call progress tones and ring
cadences that the phone uses to one of several ISO 3166 codes that indicate specific lan-
guages and geographic regions. The user-locale command specifies the language that the
Cisco IP Phone displays, and the network-locale command specifies the set of call
progress tones and ring cadences that the phone uses.

Router(config-telephony)#user-locale [index] language-code
Router(config-telephony)#network-locale [index] language-code

The index command allows the configuration of multiple user and network locale set-
tings. User/network-locale 0 always holds the default setting that is used for all SCCP
phones that are not assigned alternative locales. The system default is US (United States),
unless a different locale is designated as the default.

To apply alternative locales to different phones, you can use the cnf-files command to
specify per-phone configuration files. When you use per-phone configuration files, the
configuration file of the phone automatically uses the default locales in user locale 0 and
network locale 0. You can override this default for individual ephones by assigning locale
tags to the alternative language codes that you want to use.

Date and Time Parameters

You can also modify the format in which the phone displays the date and time to the for-
mat that is typical for the location of the installation. You can use the date-format and
time-format commands to configure the date and time format on a systemwide basis for
all SCCP phones.

Router(config-telephony)#date-format {mm-dd-yy | dd-mm-yy | yy-dd-mm | yy-mm-dd}
Router(config-telephony)#time-format {12 | 24}

The following is a list of typical date formats that are supported by the date-format com-
mand:

m  dd-mm-yy: Sets the date to dd-mm-yy format

®m  mm-dd-yy: Sets the date to mm-dd-yy format
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B yy-dd-mm: Sets the date to yy-dd-mm format

m yy-mm-dd: Sets the date to yy-mm-dd format
The following is a list of typical time formats that are supported:

m  12: Sets the time to 12-hour (a.m. and p.m.) format

m  24:Sets the time to 24-hour format

Parameter Tuning

The keepalive time interval determines how frequently keepalives are sent between Cisco
IP Phones and a Cisco Unified Communications Manager Express router. If a Cisco
Unified Communications Manager Express router fails to receive three successive
keepalive messages, it considers the phone to be out of service until the phone re-registers.

The default setting for the keepalives is 30 seconds. To change this interval, use the
keepalive command in telephony-service configuration mode.

Router(config-telephony)#keepalive seconds

Adjusting the keepalive determines how quickly a failure is detected. To detect a failure
more quickly than 90 seconds, change the keepalive to a number lower than 30.

Note It might be useful to adjust the keepalive to a higher value when phones register
across a WAN link, to conserve bandwidth.

The codec command selects the default codec for SCCP IP phones in CUCME. The
default codec is G.711 mu-law, but it can be changed to G.722-64k. The telephone
firmware version on a Cisco IP Phone must support the specified codec. If this command
is configured, and a phone does not support the specified codec, the default codec for
that phone is G.711 mu-law.

Router(config-telephony)#codec {g711-ulaw | g722-64k}

Generating Configuration Files for SCCP Endpoints

The create cnf-files command in telephony-service configuration mode builds the XML
configuration files required for provisioning SCCP phones in Cisco Unified
Communications Manager Express. The command writes the files to the location speci-
fied with the cnf-file location command.

Router(config-telephony)#create cnf-files

The cnf-file {perphonetype | perphone} command in telephony-service configuration mode
affects how many configuration files are generated using the create cnf-files command.

Router(config-telephony)#cnf-file {perphonetype | perphone}
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Three options exist:

m persystem: All phones use a single configuration file. This command is the default
behavior and therefore CUCME does not need this command. The default user and
network locale in a single configuration file are applied to all phones in the Cisco
Unified Communications Manager Express system.

m perphonetype: Creates separate configuration files for each phone type. For exam-
ple, all Cisco 7965 IP Phones use XMLDefault7965.cnf.xml, and all Cisco 7975 IP
Phones use XMLDefault7975.cnf.xml. All phones of the same type use the same
configuration file, which is generated using the default user or network locale. This
option is not supported if the cnf-file location is configured for system.

m perphone: Creates a separate configuration file for each phone by MAC address; for
example, SEP123456789.cnf.xml. The configuration file for a phone is generated with
the default user and network locale unless a different user and network locale are ap-
plied to the phone using an ephone template. This option is not supported if the loca-
tion option is system.

The cnf-file location command in telephony-service configuration mode specifies a stor-
age location for phone configuration files. The default is that a single phone configura-
tion file (persystem) is stored in system memory and is used by all phones.

Router(config-telephony)#cnf-file location {flash: | slot@: | tftp tftp-url}

Any one of these locations can be configured to store configuration files:

m  system: This is the default. When the system is the storage location, there can be only
one default configuration file, and it is used for all phones in the system. All phones,
therefore, use the same user locale and network locale.

m flash or slot 0: When flash or slot 0 memory on the router is the storage location,
you can create additional configuration files that can be applied per phone type or
per individual phone. Up to five user-defined user and network locales can be used
in these configuration files. The generation of configuration files on flash or slot 0
can take up to a minute, depending on the number of files being generated.

m  tftp: When an external TFTP server is the storage location, you can create additional
configuration files that can be applied per phone type or per individual phone. Up to
five user-defined user and network locales can be used in these configuration files.
TFTP does not support file deletion. When configuration files are updated, they
overwrite any existing configuration files with the same name. If you change the con-
figuration file location, files are not deleted from the TFTP server.
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Cisco Unified Communications Manager Express SCCP Environment Example

Figure 3-36 shows a configuration example of systemwide SCCP parameters.

Loopback 0: 192.168.0.1
7

\I“ |
v L]

telephony-service

codec g722-64k

protocol mode dual-stack preference ipvé
ip source-address 192.168.0.1 port 2000
user-locale 0 US

user-locale 1 ES

network-locale 0 US

network-locale 1 ES

time-format 24

date-format dd-mm-yy

keepalive 20

load 7965 SCCP45.9-0-2SR1S

cnf-file perphone

cnf-file location flash:

create cnf-files

max-ephones 200

max-dn 500

user-locale 0 US and network-locale 0
US do not appear in the configuration.

Figure 3-36 Cisco Unified Communications Manager Express SCCP
Environment Example

Setting Up Cisco Unified Communications Manager Express in a SIP
Environment

To configure Cisco Unified Communications Manager Express to support SIP end-
points, you need to enter the voice service VoIP configuration mode with the voice
service voip command and allow calls between SIP endpoints, using the allow-connec-
tions sip to sip command.

Router(config)#voice service voip
Router(conf-voi-serv)#allow-connections sip to sip

Further global SIP configuration is applied in the SIP mode. To enter the SIP configura-
tion mode, enter the sip command in the voice service VoIP configuration mode. The SIP
registrar server can be enabled using the registrar server command.

Router(conf-voi-serv)#sip
Router(conf-serv-sip)#registrar server
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The bind command in SIP configuration mode binds the source address for SIP signaling
or media packets to the IPv4 or IPv6 address of a specific interface. The binding of sig-
naling traffic (control option) is relevant for CUCME support of SIP endpoints, because
media streams are terminated directly on the SIP endpoints. This command is required if
Cisco Unified Communications Manager Express should not use the IP layer to deter-
mine the source IP address for SIP communications. If configured, it must match the
source-address command configured in the voice register global configuration mode.

Router(conf-serv-sip)#bind {control | media | all} source-interface

Configuring Cisco Unified Communications Manager Express for SIP

The voice register global command is used to set provisioning parameters for all support-
ed SIP phones in a Cisco Unified Communications Manager Express system.

Router(config)#voice register global

The mode cme command enables Cisco Unified Communications Manager Express on
the router for configuration purposes. It should be issued before configuring SIP phones
in CUCME to ensure that all required commands are available in the configuration mode.
The default setting is that the router is enabled only for Cisco SIP Survivable Remote Site
Telephony (SRST) but not for SIP-based Cisco Unified Communications Manager Express.

Router(config-register-global)#mode cme

Configuring Source IP Address and Associating Firmware

The source-address command in voice register global or cme configuration mode sets the
source address for communication with Cisco Unified Communications Manager Express
SIP endpoints. This command is required if Cisco Unified Communications Manager
Express should not use the IP layer to determine the source IP address. If configured, it
must match the bind control source-interface command in SIP configuration mode.

Router(config-register-global)#source-address ip-address [port port]

The load command updates the configuration file for the specified phone type to add the
name of the correct firmware file that the phone should load. This filename also provides
the version number for the phone firmware that is in the file. Later, whenever a phone is
started up or rebooted, the phone reads the configuration file to determine the name of
the firmware file that it should load and then looks for that firmware file on a TFTP serv-
er. A separate load command is needed for each type of phone.

Router(config-register-global)#load model firmware-file

For most Cisco IP Phones (including Cisco Unified IP Phones 7961, 7965, 7970, 7971,
and 7975) there are multiple firmware files. For these phones, use the TERMnn.x-y-x-
w.loads or SIPnn.x-y-x-w.loads firmware filename for the load command, without the
Joads file extension. For such phones, you do not configure the load command for any
firmware file other than the TERM.loads or SIP.loads firmware file. In addition to the
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load command, use the tftpserver command to enable TFTP access to the file by Cisco
IP Phones. The file extensions are required when using the tftp-server command.

Enabling SIP Endpoints

The max-pool command that is configured in the voice register global configuration
mode limits the number of SIP phones (referred to as voice register pools) available in a
CUCME system. The command is platform-specific, and the default value is 0.

Router(config-register-global)#max-pool max-phones

The max-dn command that is configured in the voice register global configuration mode
limits the number of SIP phone directory numbers available in a Cisco Unified
Communications Manager Express system. The command is platform-specific. The
default value is 0. You can increase the number of allowable extensions to the maximum,
but after the maximum allowable number is configured, you cannot reduce the limit with-
out rebooting the router. You cannot reduce the number of allowable extensions without
removing the already configured directory numbers with dn-tags that have a higher num-
ber than the maximum number to be configured.

Router(config-register-global)#max-dn max-directory-numbers

Locale Parameters

The locale parameters for a Cisco Unified Communications Manager Express SIP envi-
ronment are configured identically to the SCCP environment, but in the voice register
global configuration mode.

A CUCME system can be customized with the local language on the display of SIP-based
phones. The call progress indicators and cadence can also be adjusted for SIP endpoints.

The user-locale command specifies the language that the Cisco IP Phone will display. The
network-locale command specifies the set of call progress tones and cadences that the
phone will use.

Router(config-register-global)#user-locale [index] language-code
Router(config-register-global)#network-locale [index] language-code

The index allows the configuration of multiple user and network locale settings.
User/network-locale 0 always holds the default setting that is used for all SIP phones that
are not assigned alternative locales. The system default is US (United States), unless a dif-
ferent locale is designated as the default.

Date and Time Parameters

The date and time parameters for the Cisco Unified Communications Manager Express
SIP environment are configured similarly to the SCCP environment, but they are applied
in voice register global configuration mode. The date-format and time-format commands
are used to configure the date and time format on a systemwide basis for all SIP phones.
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Router(config-register-global)#date-format {M/D/Y | D/M/Y | Y/D/M | Y/M/D | YY/M/D}
Router(config-register-global)#time-format {12 | 24}

The timezone command defines the time zone of the Cisco Unified Communications
Manager Express system. Context-sensitive help can be used to determine an appropriate
number to use with the timezone command.

Router(config-register-global)#timezone number

NTP and DST Parameters

The ntp-server command specifies the IP address of the NTP server that is used by SIP
phones in a CUCME system. It causes all SIP phones to be synchronized to the specified
NTP server.

Router(config-register-global)#ntp-server ip-address [mode {anycast
directedbroadcast | multicast | unicast}]

The dst auto-adjust command enables the DST adjustment of system time. It is enabled
by default with the default DST time period.

Router(config-register-global)#dst auto-adjust

The dst start/stop command is used to define the DST period. It is required only if it dif-
fers from the default setting.

Router(config-register-global)#dst {start | stop} month [day day-of-month | week
week-number | day day-of-week] time hour:minutes

Generating Configuration Files for SIP Endpoints

The configuration files for SIP endpoints are referred to as configuration profiles. To
generate the configuration profiles for SIP phones, use the create profile command in
voice register global configuration mode. This command generates configuration files that
are used for provisioning SIP phones and writes these files to the location specified with
the tftp-path command. After a change to the SIP configuration files, it might be neces-
sary to issue the no create profile command to delete an existing file, followed by the
create profile command to re-create the file, including the changes just made.

Router(config-register-global)#create profile

The tftp-path command defines the directory to which the configuration profiles are
written. The default directory is system memory (system:/cme/sipphone/).

Router(config-register-global)#tftp-path {flash: | slot0: | tftp://url}

The file text command declares that the configuration profiles are written as ASCII
text files.

Router(config-register-global)#file text
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Cisco Unified Communications Manager Express SIP Environment Example

Figure 3-37 provides a configuration example of systemwide Cisco Unified
Communications Manager Express SIP parameters.

Loopback 0: 192.168.0.1
7

o
Shr—
v ]

voice service voip
allow-connections sip to sip
sip
bind control source-interface Loopback0

registrar server
1

voice register global
mode cme
source-address 192.168.0.1 port 5060
user-locale 1 ES
network-locale 1 ES
time-format 24
date-format D/M/Y
timezone 13
ntp-server 9.9.9.9 mode directedbroadcast
load 7965 SIP45.9-0-2SR1S
tftp-path flash:
file text
create profile

Figure 3-37 Cisco Unified Communications Manager Express SIP
Environment Example

Configuration of Cisco Unified Communications
Manager Express

This section describes how to configure the Skinny Client Control Protocol (SCCP) and
Session Initiation Protocol (SIP) endpoints in Cisco Unified Communications Manager
Express. SCCP endpoints are defined as the Ethernet phones (ephones) and have SCCP
directory numbers (ephone-dns) associated with them. The SIP endpoints are defined as
voice register pools and have SIP directory numbers (voice register directory numbers)
associated with them. This section discusses the various types of directory numbers
available for Cisco IP Phones using either SCCP or SIP.

Directory Numbers and Phones in Cisco Unified Communications
Manager Express

A phone represents the configuration and settings of the physical IP phone and is associ-
ated with a physical device by MAC address. A phone is configured as an SCCP ephone,
or Ethernet phone, or a voice register pool for SIP. The phone can be either a Cisco IP
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Phone or an analog phone. Each phone has a unique tag, or sequence number, to identify
it during configuration.

A directory number, also known as an ephone-dn for SCCP or a voice register dn for
SIP, is the software configuration in Cisco Unified Communications Manager Express
that represents the line connecting a voice channel to a phone. A directory number has
one or more extensions or telephone numbers associated with it to allow call connections
to be made. Each directory number has a unique dn tag, or sequence number, to identify
it during configuration. Directory numbers are assigned to line buttons on phones. One
virtual voice port and one or more dial peers are automatically created for each directory
number (one dial peer for each telephone number associated with the directory number)
when the phone registers in CUCME.

Table 3-6 contrasts CUCME’s phone and directory number entities.

Table 3-6 Phones and Directory Numbers

Feature

Phone

Directory Number

Name (SCCP)

Ephone

ephone-dn

Name (SIP) Voice register pool voice register dn

What it is Phone as represented in Cisco Software configuration that
Unified Communications represents the line connecting
Manager Express configura-  a voice channel to a phone.
tion.

Identifier tag (sequence number) dn-tag (sequence number)

Number of entities

Number of registered end-
points.

Number of simultaneous calls
(each directory number repre-
sents a virtual voice port in the
router).

Association Phone can have one or more  Directory number can have
directory numbers associated one or more telephone num-
with it. bers associated with it.

Binding Phone MAC address ties the  Directory numbers are

software configuration to the
hardware.

assigned to line buttons on
phones.

Impact on dial plan

None.

For each directory number,
one virtual voice port and one
or more dial peers are created.
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Directory Number Types

The number of directory numbers affects the number of simultaneous calls, because each
directory number represents a virtual voice port in the router. A directory number is the
basic building block of a Cisco Unified Communications Manager Express system. Six
types of directory numbers can be combined in different ways for different call coverage
situations. The selection of the type depends on the specific enterprise requirements. For
example, to keep the number of directory numbers low and provide service to a large
number of people, shared directory numbers are useful. To have a limited quantity of
extension numbers and a large quantity of simultaneous calls, two or more directory
numbers with the same telephone number can be created.

As illustrated in Figure 3-38, the directory numbers that are supported by CUCME can
belong to any of these types:

m  Single-line directory number (SCCP or SIP)
®  Dual-line directory number (SCCP only)

Single-Line Dual-Line Octo-Line
Directory Number Directory Number Directory Number

1002
002

Primary and Secondary Extension 1004 and
on a Directory Number 1005

Shared Directory Number

Multiple Directory Numbers with
One Telephone Number

Overlaid Directory
Numbers

Figure 3-38 Directory Number Types
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Octo-line directory number (SCCP only)

Dual-number (SCCP or SIP)

Shared-line—nonexclusive (SIP only)

Shared-line—exclusive (SCCP only)

Two directory numbers with one telephone number (SCCP or SIP)

Overlaid directory numbers (SCCP only)

Single- and Dual-Line Directory Numbers

A single-line directory number, as depicted in Figure 3-39, has the following characteristics:

Supports one call at a time using one phone line button. A single-line directory num-
ber in SCCP has one telephone number associated with it. In SIP, it can have as many
as ten telephone numbers associated with it.

Ideal for lines dedicated to intercom, paging, message waiting indicator (MW1), loop-
back, and music on hold (MOH) feed sources.

Can be combined with dual-line directory numbers on the same phone.

Call to 1001
——

Answer

Concurrent Call to 1001
—_—_—

Busy

\t
Single-Line Directory Number: 1001

Figure 3-39 Single-Line Directory
Number

A dual-line directory number, as demonstrated in Figure 3-40, has the following charac-

teristics:

m  One voice port with two channels.

m  Supported on Cisco IP Phones running SCCP, but not supported for SIP.

m  Can make two call connections at the same time using one phone line button. A
dual-line directory number has two channels for separate call connections.

®  Can have one number or two numbers (primary and secondary) associated with it.

m  Should be used for a directory number that needs to use one line button for features

such as call waiting, call transfer, or conferencing.
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Call to 1002

Answer On Hold
—_— R —

Concurrent Call to 1002
Answer

9
Dual-Line Directory Number: 1002

Figure 3-40 Dual-Line Directory Number

Figures 3-39 and 3-40 demonstrate the difference between the single- and dual-line direc-
tory numbers when a second call is placed to them. The single-line directory number
accommodates only one call and rejects the second, while the dual-line directory number
can answer both, place one call on hold, and take further actions, such as call transfer and
call conference.

Octo-Line Directory Number

An octo-line directory number supports as many as eight active calls, both incoming and
outgoing, on a single button. The octo-line directory numbers are supported only on
SCCP endpoints. Unlike a dual-line directory number, which is shared exclusively among
phones (after a call is answered, that phone owns both channels of the dual-line directory
number), an octo-line directory number can split its channels among other phones that
share the directory number. All phones are allowed to initiate or receive calls on the idle
channels of the shared octo-line directory number.

Figure 3-41 demonstrates the operation of an octo-line directory number. Because octo-
line directory numbers do not require a different ephone-dn for each active call, one
octo-line directory number can process multiple calls. Multiple incoming calls to an octo-
line directory number ring simultaneously. The ringing stops when a phone answers a call.
When phones share an octo-line directory number, incoming calls ring on phones without
active calls, and these phones can answer. Phones with an active call hear the call-waiting
tone whenever a subsequent call arrives during an active conversation.

After a phone answers an incoming call, the answering phone is in the connected state.
Other phones that share the octo-line directory number are in the remote-in-use state.

After a connected call on an octo-line directory number is put on hold, any phone that
shares this directory number can pick up the held call. If a phone user is in the process of
initiating a call transfer or creating a conference, the call is locked and other phones that
share the octo-line directory number cannot steal the call.
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2
@ cailto 1001
Octo-Line Directory Octo-Line Directory
Number 10: 1001 Number 10: 1001
G
@ callto 1001
Octo-Line Directory Octo-Line Directory

Number 10: 1001 Number 10: 1001

Figure 3-41 Octro-Line Directory Number

Nonexclusive Shared-Line Directory Number

Cisco Unified Communications Manager Express supports SIP shared lines to allow mul-
tiple phones to share a common directory number, as shown in Figure 3-42. All phones
sharing a directory number can initiate and receive calls at the same time. Calls to the
shared line ring simultaneously on all phones without active calls. Any of these phones
can answer the incoming calls. The ringing stops on all phones when a phone answers the
call. The connected phones hear the call-waiting tone on incoming calls to the shared
line number.

= =
@ callto 1001
Shared-Line Directory Shared-Line Directory
Number 10: 1001 (SIP) Number 10: 1001 (SIP)
=
@ callto 1001
Shared-Line Directory Shared-Line Directory
Number 10: 1001 (SIP) Number 10: 1001 (SIP)

Figure 3-42 Nonexclusive Shared-Line Directory Number

The phone that answers an incoming call is in the connected state. Other phones that
share the directory number are in the remote-in-use state. The first user that answers the
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call on the shared line is connected to the caller, and the remaining users see the call
information and status of the shared line.

Calls on a shared line can be put on hold like calls on a nonshared line. When a call is
placed on hold, other phones with the shared-line directory number receive a hold notifi-
cation so that all phones sharing the line are aware of the held call. Any shared-line phone
user can resume the held call. If the call is placed on hold as part of a conference or call
transfer operation, the resume is not allowed. The ID of the held call is used by other
shared-line members to resume the call. Notifications are sent to all associated phones
when a held call is resumed on a shared line.

Shared lines support up to 16 calls. Cisco Unified Communications Manager Express
rejects any new call that exceeds the configured limit.

Exclusive Shared-Line Directory Number

An exclusive shared-line directory number, as depicted in Figure 3-43, has the following
characteristics:

m  Supported by SCCP endpoints only
m Line appears on two different phones but uses the same directory number
m  Can make one call at a time; that call appears on both phones

m  Should be used when you want the capability to answer or pick up a call at more than

one phone
= =
@ callto 1001 Y
Shared-Line Directory Shared-Line Directory
Number 10: 1001 (SCCP) Number 10: 1001 (SCCP)
9 Callto 1001 Line in Use Line in Use
Shared-Line Directory Shared-Line Directory
Number 10: 1001 (SCCP) Number 10: 1001 (SCCP)
Can resume either call put on hold. Can resume either call put on hold.

Figure 3-43 Exclusive Shared-Line Directory Number

Because this directory number is shared exclusively among phones, if the directory num-
ber is connected to a call on one phone, that directory number is unavailable for calls on
any other phone. If a call is placed on hold on one phone, it can be retrieved on the second
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phone. This is like having a single-line phone in your house with multiple extensions. An
incoming call can be answered from any phone on which the number appears, and it can
be picked up from hold on any phone on which the number appears.

Multiple Directory Numbers with One Telephone Number

Multiple directory numbers with one telephone number have the following characteristics:

m  Same telephone number that is combined with multiple separate virtual voice ports
supports multiple separate call connections

m  Can be dual-line (SCCP only) or single-line directory numbers
m  Can appear on the same phone on different buttons or on different phones

m  Suitable for making more calls while using fewer numbers

As shown in Figure 3-44, the situation of multiple-directory-numbers-with-one-number is
different from the situation of an exclusive shared line (SCCP), which also has multiple
buttons with one number but has only one directory number for all of them. An SCCP
shared directory number has the same call connection at all the buttons on which the
shared directory number appears. If a call on an SCCP shared directory number is
answered on one phone and then placed on hold, the call can be retrieved from another
phone on which the shared directory number appears. But when there are two directory
numbers with one telephone number, a call connection appears only on the phone and
button at which the call is placed or received.

=
@ callto 1001
Directory Number 10: 1001 Directory Number 11: 1001
@ callto 1001 I
Directory Number 10: 1001 Directory Number 11: 1001
Can resume o call put on hold. Can resume 9 call put on hold.

Figure 3-44 Multiple Directory Numbers with One Telephone Number

www.it-ebooks.info

357


http://www.it-ebooks.info/

358 Implementing Cisco Unified Communications Voice over IP and QoS (CVoice) Foundation Learning Guide

Multiple-Number Directory Number

A multiple-number directory number, as illustrated in Figure 3-45, has the following
characteristics:

B Maximum of two telephone numbers (primary and secondary) for SCCP endpoints
B Maximum of ten telephone numbers for SIP endpoints

B Maximum of one call at a time if it is a single-line directory number

B Maximum of two calls at a time if it is a dual-line directory number (SCCP only)

m  Useful for different numbers for the same button without using more than one direc-
tory number

=

Call to 1001 or 1002
—

— 1 Answer
Directory Number 10: 1001, 1002

Figure 3-45 Multiple-Number
Directory Number

Overlaid Directory Number
An overlaid directory number, as shown in Figure 3-46, has the following characteristics:
B Issupported for SCCP endpoints only

B Isamember of an overlay set, which includes all the directory numbers that have
been assigned together to a particular phone button

B Can have the same telephone or extension number as other members of the overlay
set, or different numbers

B  Can be single-line or dual-line, but cannot be a mixture of single-line and dual-line in
the same overlay set

m  Can be shared on more than one phone

m  Supports up to 25 lines overlaid on a single button

Overlaid directory numbers provide call coverage similar to shared directory numbers,
because the same number can appear on more than one phone. The advantage of using
two directory numbers in an overlay arrangement rather than as a simple shared line is

that a call to the number on one phone does not block the use of the same number on
the other phone, which would happen if it were a shared directory number.
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=

@ callto 1001

One Button: Directory Number 10 (1001),  One Button: Directory Number 10 (1001),
Directory Number 11 (1002) Directory Number 11 (1002)

9 Call to 1002 Can answer here

(puts 1st call on hold).

One Button: Directory Number 10 (1001),  One Button: Directory Number 10 (1001),
Directory Number 11 (1002) Directory Number 11 (1002)

Can resume 1st call put on hold. Only this phone can resume 2nd call
if it is later put on hold.

Figure 3-46 Overlaid Directory Number

Creating Directory Numbers for SCCP Phones

The ephone-dn dn-rag global configuration command creates an ephone-dn, which builds
one virtual voice port. The dn-tag parameter must contain a unique number for a new
ephone-dn or an existing number if you are modifying a current ephone-dn. If you want
to assign the ephone-dn to an extension and a phone line, the ephone-dn needs to be able
to accept two calls on the same line at the same time. Use the keyword dual-line or octo-
line at the end for these special types of directory numbers. If you do not configure
either option, the directory number is a single-line directory number.

Router(config)#ephone-dn dn-tag [dual-line | octo-line]

The number command defines a valid number for an ephone-dn that is to be assigned to
an SCCP phone. The secondary keyword allows you to associate a second telephone
number with an ephone-dn so that it can be called by dialing either the main or second-
ary phone number.

Router(config-ephone-dn)#number number [secondary number] [no-reg [both
primary]]

The no-reg keyword causes an E.164 number in the dial peer to not register with a gate-
keeper. If you do not specify both or primary after the no-reg keyword, only the sec-
ondary number does not register.

A number normally contains only numeric characters that allow it to be dialed from any
telephone keypad. However, in certain cases such as intercom numbers, which are normally
dialed only by the router, you can insert alphabetic characters into the number to prevent
phone users from dialing it and using the intercom function without authorization. A
number can also contain one or more periods (.) as wildcard characters that will match
any dialed number in that position. For example, 51.. rings when any four-digit number
starting with 51 is dialed.
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The name command is used to provide caller ID for calls originating from a directory
number. This command also generates local directory information that is accessed by
using the Directories button on a Cisco IP Phone.

Router(config-ephone-dn)#name name

The name argument combination must match the order that is specified in the directory
command (defined in telephony-service mode): either first-name-first or last-name-first.
The name string must contain a space between the first and second parts of the string
(that is, “first last” or “last first”).

Single-Line Ephone-dn Configuration

Figure 3-47 illustrates a configuration example for a single-line ephone-dn. The single-
line ephone-dn creates one virtual port that supports only one channel at a time. It does
not support the call-waiting feature, and therefore call transfer and conferencing are not
possible.

ephone-dn 1
number 1001

s
—_— = T One Virtual
— L Voice Port
s l

One Channel ——>

Figure 3-47 Single-Line Epbhone-dn Configuration

Dual-Line Ephone-dn Configuration

Figure 3-48 illustrates a configuration example for a dual-line ephone-dn. The dual-line
ephone-dn creates one virtual port that supports two channels. It supports the call-wait-
ing feature that enables call transfer and conferencing. Dual-line ephone-dns are not rec-
ommended for scenarios in which the second channel is never used, such as for intercoms,
paging, MWI, call parking slots, and MOH sources.
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ephone-dn 2 dual-line
number 1002

One Virtual
Voice Port

|

1002
1002

Two Channels

Figure 3-48 Dual-Line Ephone-dn Configuration

Octo-Line Ephone-dn Configuration

Figure 3-49 illustrates a configuration example for an octo-line ephone-dn. The octo-line
ephone-dn creates one virtual port that supports eight channels. The octo-line is useful
when call coverage is implemented to ensure that calls are delivered to their intended
destinations.

ephone-dn 3 octo-line
number 1003

One Virtual
Voice Port

|

Eight Channels

Figure 3-49 Ocro-Line Ephone-dn Configuration

Dual-Number Ephone-dn Configuration

Figure 3-50 illustrates a configuration example for a dual-line ephone-dn with two tele-
phone numbers configured. With SCCP, two is the maximum number of telephone num-
bers that can be associated with one directory number. Calls to either number ring on
this directory number and can be answered on it. The number of concurrent calls
depends on the type of the ephone-dn.
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ephone-dn 6 dual-line
number 1005 secondary 2065559005

—_—

= = One Virtual
“““ € % V0|cel Port
e

1005 and
2065559005

Two Channels

1005 and
2065559005

Figure 3-50 Dual-Number Ephone-dn Configuration

Configuring SCCP Phone-Type Templates
Cisco Unified Communications Manager Express classifies various endpoints by their
phone type. Most phone types are predefined and can be referenced when configuring
the devices. The following phone types are not predefined within Cisco Unified
Communications Manager Express:
m Cisco Unified IP Phones 6901, 6911, and Wireless 7925
m  Cisco Unified IP Phone Expansion Modules 7915 and 7916
m  Conference station: Cisco Unified IP Conference Station 7937G
m  Third-party phones: for example, Nokia E61

When any of these endpoints exist in the network, the phone-type templates should be
used to define the phone type before it can be assigned to the endpoints.

Configuring SCCP Phone-Type Templates

The ephone-type command creates an ephone-type template. It defines a unique label
that identifies the type of phone. The label is any alphanumeric string with a maximum
of 32 characters.

Router(config)#ephone-type phone-type [addon]

The addon option indicates that the phone type is an add-on module, such as a Cisco
Unified IP Phone Expansion Module 7915.

The device-id command specifies the device ID of the type of phone being added with
the ephone-type template. If this command is set to the default value of 0, the ephone-
type is invalid. The device IDs are preconfigured to these values:

B 227: Cisco Unified IP Phone Expansion Module 7915 with 12 buttons
B 228: Cisco Unified IP Phone Expansion Module 7915 with 24 buttons
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®  229: Cisco Unified IP Phone Expansion Module 7916 with 12 buttons
m  230: Cisco Unified IP Phone Expansion Module 7916 with 24 buttons
m  376: Nokia E61

B 484: Cisco Unified Wireless IP Phone 7925

m  431: Cisco Unified IP Conference Station 7937G

Router(config-ephone-type)#device-id number
The device-name command is an optional command that allows the definition of a name.
Router(config-ephone-type)#device-name name

The device type, num-buttons, and max-presentation commands are used to configure
the device type, number of buttons, and number of call presentation lines that are sup-
ported by a phone type.

Router(config-ephone-type)#device-type phone-type
Router(config-ephone-type)#num-buttons number

Router(config-ephone-type)#max-presentation number

These values are predetermined by Cisco Unified Communications Manager Express and

are presented in Table 3-7.

Table 3-7 Supported Device Options

Supported Device device-id device-type num- max-
buttons presentation

Cisco Unified IP Phone Expansion 227 7915 12 0 (default)

Module 7915 with 12 buttons

Cisco Unified IP Phone Expansion 228 7915 24 0

Module 7915 with 24 buttons

Cisco Unified IP Phone Expansion 229 7916 12 0

Module 7916 with 12 buttons

Cisco Unified IP Phone Expansion 230 7916 24 0

Module 7916 with 24 buttons

Cisco Unified Wireless IP Phone 7925 484 7925 6 4

Cisco Unified IP Conference Station 431 7937 1 6

7937G

Nokia E61 376 E61 1 1
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